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S | (E 104 View-a [0 [E Pseudocode—C B | [E Peeudocode-E [ | [E Fseudocode-4 [ | O] Hex view-1 [ | (A Struc
* 1int _ thiscall main_8(void *this)

2{
3| HANDLE v2; // [esp+DBh] [ebp-14h]
HANDLE hObject; // [esp+DCh] [ebp-8h]
sub 4110FF(this);
::hObject = CreateMutexii(@, @, B);
j_strcpy(Dest, Source);
hObject = CreateThread(®, @, (LPTHREAD START_ROUTINE)StartAddress, @, @, 0);
18, v2 = CreateThread(®, @, (LPTHREAD START ROUTINE)sub 41119F, @, 0, @);
11, CloseHandle(hObject);
I 12| CloseHandle(v2);
13 while ( dword_418008 != -1 )
14 H
15 sub 411190();
16/ CloseHandle(::hObject);
B 17 return @;
18}
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M Instruction Data Tnexpl ored External symhol

5 | (BI04 View-4 [ | [E Pseudocode—C B | [E Pseudocode-E [ | [E Pseudocode—i £ | Bl Hex View-1 [ | [A Structures [ | [E] Erum
- 1char *_ cdecl sub_41112C(int al, int a2)

2{

3 return sub _411940(=z1, =22);

4}

r“ Warning ﬁ1

A Decompilation failure:
= 4119F4: positive sp value has been found

m

Please refer to the manual to find appropriate actions

= DDon’t display this message again (for this session only)
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00000SZC sub_41112C:3 (41112C)
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Fiew—4 £ [ElPseudscode—C [ | [ElPseudocede—E [ | [E Pseudocode—4 [ | Ol Hex View-1 [ | [A] Btruct
.text:004119F4 add esp, BCCh
.text:004119FA cmp ebp, esp
.text:004119FC call j__ RTC _CheckEsp
.text:00411A01 mov esp, ebp
.text:00411A83 pop ebp
.text:00411A04 retn
text:eea11A04 [ESHONNC DN
-text:00411A04
text:@0411A04 ;-
.text:00411A05 align 46h
.text:00411A40 |
text:00411A40 ; ===============5 U B R O U T I N E ==============——cc——cooooooooooooo oo
-text:00411A40
.text:00411A40 ; Attributes: bp-based frame
-text:00411A40
.text:00411A40 StartAddress_@ proc near ; CODE XREF: StartAddresstj
-text:00411A40
.text: 00411440 var (O = byte ptr -8C&h
-text:00411A40
.text:00411A40 push ebp
.text:00411A41 mov ebp, esp
.text:00411A43 sub esp, @CBh
.text:090411A49 push ebx
.text:00411A44 push esi
.text:090411A4B push edi
.text:00411A4C lea edi, [ebp+var_(C8]
.text:00411A52 mov ecx, 30h

O0000E40 00411440: Startdddress 0 (Synchronized with Hex View—1)
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| Instruction Data Mhexplored External symbol
| [E 104 View-4 B | [EPseudocods—C [ | [EPseudocods—E [ | [E Pseudocods—4 [ | O] Hex Tiew-1 [ | [A] Structur

.text:084119EC 6D8
.text:004119F1

call j__ RTC CheckEsp

te “ Change SP value

-

Current SP wvalue

: 0xD0

DIFFERENCE bhetween old and new 5P Oxd

{the current instruction medifies 5P wvalue)

| ok

) (cancer] |

Help ]

.text:08411A85
.text:00411A40

.text:00411A40

; CODE XREF: sub_411940:1oc_4119DE

-text:e0411h04  [SUONNNNCHO NSNS

.text:09411A4
.text:00411A84 ;

text:00411A40 , S========—=——=c SUBROUTTIMNE
text: 08411248
.text:00411A40 ; Attributes: bp-based frame



.text:0R411A40 StartAddress_@ proc near ; CODE XREF: StartAddresstj
-text:00411A40

.text:00411A40 var_C0 = byte ptr -8C8h
text:08411A40

.text:00411A40 008 push ebp
.text:00411A41 004 mov ebp, esp

OOOOOE0S 00411403 : sub_411940+C3 (Synchronized with Hex View-1)
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‘ [El1D4 View-4 [ ‘ [ElPseudocode—C B ‘ [EPseudocods—F [ | [E Pseudocode—4 [ | O] Hex Tiew-1 [ | [A] Structure
1ichar *__cdecl sub_411948(int al, int a2)
2{

oY)

char *result; // e=ax
char v3; // [esp+D3h] [ebp-5h]

4

5

6 wv3 = ¥ BYTE *)(a2 + al);
-

8

if ( (v2 < 97 || v3 > 122) 8&& (v2 < 65 || v3 > 98) )
exit(8);
9 if (v3 <97 || v3 > 122)
10| {

11 result = off_418800[0];
12 *(_BYTE *)(a2 + al) = off_418e08[0][*(char *)(z2 + al) - 38];

13 7
14 else
15 {

16 result = off_418000[0];
17 *(_BYTE #)(a2 + 2l) = off_418e00[0][*(char *)(22 + al) - 96];

12 3}
19 return result;
20}
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1void _ stdcall sub_411B160(int al)

2{

3 while (1)

4 {

5 WaitForSingleDbject(hObject, @xFFFFFFFF);
6 if ( dword 418008 > -1 )

7 {

8 Sleep(@x64u);

9 --dword_418008;
10 }
11 ReleaseMutex(hObject);
120 1}
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i in ( (textl)):
if(i%2==0):

flag+=textl[i]
else:
s=text2.index(text1[i])
flag [s]
print(flag)
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