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& ID4 View-& [ &1 Strings windew B B Hex view-1 x| Structures 8 E Erums x| Imports

~1| Address Length Type String
E .rdata:000000... 00000005 C %d%d
¥ .rdata:000000... 00000017 C flagfthis_Is a EaSyRe}
[ .rdata:000000... 00000019 (@ sorry,you can't get flag
[] .rdata:000000... 0000D0OF C std::exception

2. reverse1l

ID4A View-4 [ [E Pseudocode—4 EJ [s] Strings win

7| char v5; // [rsp+@h] [rbp-20h]

8| int j; // [rsp+24h] [rbp+4h]

9| char Strl; // [rsp+48h] [rbp+28h]

18| unsigned  int6e4 v8; // [rsp+128h] [rbp+1@8h
11
12| vB = &v5;

13| for ( 1 = 82i64d; i; --1 )

14 {

15 *( DWORD *)v@ = -858093460;
16 Ve += 4;

17}
18| for (] =@; ; ++7 )
19 {

20 vB = J;
21 vZ2 = j_strlen(5tr2);
22 if (w8 » v2 )

23 break;

24 if ( Str2[j] == 111 )
25 Str2[i] = 48;

26| }

27| sub_1400111D1("input the flag:");

28| sub 140@1128F("%20s", &Strl);

29 v3 = j_strlen(5tr2);

38| if ( !strncmp(&Strl, Str2, v3) )

31 sub_1400111D1("this is the right flag!\n")
32
33| else

34 sub_1400111D1("wrong flag\n");

35| sub 14001113B(&v5, &unk 140019D00);
36| return @ied;

370}

X B 3k str2

.data:000000014001C000 ;org 14001Ce00h

.data:000000014001C000 ; char Str2[]

.data:000000014001C000 Str2 db "{hello world}’',@ ; DATA XREF: sub_ 1488118Ce+4BTo
.data:000000014001C000 ; sub_1400118C@+67To ...
.data:000000014001C00E align 18h

Jd_1 _ .AAAAAARd AnAASAdA - L. S a3 L L O

244732547 o ¥ N0, flag{hell0_world}, EARIRFEHIERE SIEF £ Wk

BRI



$include<stdio.h>

=

#include<string.h>
int main()

B {

int v8,v2;

char strZ[]="hellc_world"

L

2

3

i

>

7 for (int 7 = 0; ; ++3 )

= {

3 v = J;

) v2 = strlen(str2);

L if ( vB > v2 )

2 break; i

3 if ( Strz[j] = "0" ) B | C\Users\86177\Desktop\buure\t{ZF\reversel.e
! str2[j] = '0';

o } value 0
5 printf ("flag{%s}",str2) ; )
1L}

3

python

## 3. reverse2



ion M Instruction Data Tnexplored External symbol B Lumina function
o & x ID4 View-& [ [5] strings window B B  Hex View-1 [ Structures [ E Enums
“ || Address Length Type String

@ LOAD:000000... 0000001C
LOAD:000000... 0000000A
@ LOAD:000000... 0000000F

Jlibe4/1d-linux-x86-64.50.2
libc.so.6
__i50c99 scanf

[5] LOAD:000000... 00000005 puts
LOAD:000000... 00000005 fork
LOAD:000000... 00000011 __stack_chk _fail
[5] LOAD:000000... 00000007 printf
LOAD:000000... 00000007 strlen
LOAD:000000... 00000008 waitpid

[5] LOAD:000000... 00000007 stremp

[S] LOAD:000000... 00000012 _libc_start_main

O Iseass e eI eI eI EN o e BRSNS

LOAD:000000... 0000000F __gmon start__
@ LOAD:000000... 0000000A GLIBC 2.7
[$] LOAD:000000... 0000000A GLIBC 2.4
LOAD:000000... 0000000C GLIBC 2.2.5
.-rodata:00000... 00000010 input the flag:
@ .rodata:00000... 00000005 9205
.rodata:00000... 0000000C wrong flag!
v .rodata:00000... 00000018 this is the ri flag!

> [ .eh frame:000... 00000006 e

¥ .data:0000000... 00000011 hacking_for_fun}

FREE TR, EOUE¥Bfag, WHENNFHER
eSS IR

[H1E B 3 A7 SR T VRt BT BB I 8 AL 2 DK B R A7 T SR B8 A% (img-oNfwitff8-1635742416948)
(C:\Users\86177\AppData\Roaming\Typora\typora-user-images\image-20211029190456094 .png)]

BRitflag

(SN BT Ry B A7 R U R 0 T BE R I s ML), 2 UK T AR A7 T SR B2 B A% (img-IcjGyqS5-1635742416950)
(C:\Users\86177\AppData\Roaming\Typora\typora-user-images\image-20211029190749227 .png)]
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Bl g F KRS E TR

(SN BTy B A R W VRt T e B s ML), B2 DU T 1 AR AF T SR B2 B A% (img-swsQGaV 1-1635742416952)
(C:\Users\86177\AppData\Roaming\Typora\typora-user-images\image-20211029191358828.png)]

XA B B, RREF— N Rwindowsexe, 75— AR linuxi AT AT 4

pythonfRALSEfj 8, ATLAZ 35, TifEiRZ

str="hacking_for_fun}"

str2=str.replace("i","1")
print("flag{"+(str2.replace("r","1"))) #str.replace(old, new[, max])

4. PIERH A



HERKA—TF

Debug View (] [&] Structures

] ID4 View-EIP B Pzeudecode—i

.rdata:@884250FC db 25h ; %

.rdata:@8842508FD db ou4h ; d

.rdata:884250FE db BC3h ;

.rdata:@884250FF db BEEh ;

.rdata:@884251060 db BA3h ;

.rdata:88425161 db BACh ;

.rdata:@884251062 db BC7h ;

.rdata:884251063 db BEEh ;

.rdata:@884251064 db 8Cuh ;

.rdata:@88425106% db BCDh ;

.rdata:@884251086 db 6DBh ;

.rdata:88425167 db 8Cuh ;

.rdata:@884251068 db BBSh ;

.rdata:@88425148%9 db BCEBh ;

.rdata:88425108a db BBuh ;

.rdata:8a425108B db BFDh ;

.rdata:8842518ac db BA3h ;

.rdata:884251aD db @A1h ;

.rdata:8842518E db @ah

.rdata:88425108F db a

.rdata:88425118 db a

.rdata:fe425111 db a

.rdata:88425112 db a

.rdata: 88425113 db a

.rdata: 88425114 db a

.rdata:88425115% db a

.rdata: 88425116 db a

.rdata: 88425117 db a

-rdata:B88425118 aDbapp49d3c?3df db 'DBAPP{49d3c93df25caad81232138f3d2ebfad}’ , B8

-rdata:88425118 > DATA XREF: _main_ﬂ+1FTu

.rdata: 88425148 db a

.rdata:feu25141 db a

.rdata: 88425142 db a

0002510F 0042510F: .rdata:0042510F

ERHESX Bl 4 KN RRASIASH, HETEREEaH T

Pseudocode—i B IDA View—4 B Pseudscode-B B

1{int main_a()
2K
3| int result; // eax@s

4 char vi; /f [sp+Ch] [bp-4Ch]E1
S| char w2; /7 [5p+4Ch] [Dbp-Ch]E4
6| int u3; // [sp+56h] [bp-8h]@1
7| int ub; f/ [sp+Shh] [bp-uh]@E1
8

9 memset{&vi, BxCCu, BxA4Cu);
18| us = 5;

M| w3 (int)"DBAPP{49d3c03df25caadR1232130F3d2ebfad}";
12| whi’

{
s printe("EREHIIERE B, BRLLERE A, v
15 sub_LB188a();
16 ——un;
17 %
40 O B 1 NN == e = e 0 e e 2 o e |
19 vz = 1;
20| scanf{"%c", &u2);
21| if { v2 == 'v" )
22| 4
23 printf(ODEERATIE AR ATELRS 1)
24 result = sub_48188a();
25 3
26| else if { vZ == 'H' )

{
28| printfCIREET, FEREADA.
29 result = sub_48188A();

38| 3

31| else

{
S0 printe A
00001024 main 0:11

5. FERSR

EF upx



M Exeinfo PE - ver.0.0.4.8 by A.S.L - 999+64 sign 2017.09.08 = X
XHE FiERexe - [ P =
FAD: [0000E2F0 | [oo] < ARRER: [px1 | T i
y PR loooo14F0 | ARZT: [608E.1500.4C/ @ (6]
Q\ EREERE:2.22 FE4: [Win Console | pg Eﬁl!
§ whrh oooosaen | </ x| BifOAHE: oooossoe | S
? o
é Image is 32bit executable RES/OVL:0/68% 2016 ®
ELIPX -> Markus & Laszlo ver. [ 3.91] <- from file. ( sign like UPX packeri bhEREHE £0PE)
(& NSRS - LT - HAEE e
|unpack “upx.exe -d" from http: /jupx.github.io or any UPX/Generic un | r_*:_ili My 228 ||

HiEidan P iE 2T AT, upxRE4E5e, P4 AR 46 1)
i 58

:\CTFToolkit—v1.1_19. 8. 11\CTFToolkit—v1. 1_19.8. 11\i# px—3. 96-win64\upx—3. 96-winb64>upx. exe —d

fUnpacked 1 file.

:\CTFToolkit-vl.1_19.8. 11\CTFToolkit—v1. 1_19. 8. 11\j . 96-win64 3. 96-win64>.

CSDN @yyyyzzzIll

B  ID& View-i [E Pseudocede—a B @  Hex View-1 (&
1lint _ cdecl main(int argc, const char **argv, const char **env
2 ({
3| char Str2[14]; //
4| char Stri[44]; //

c

6| __main()};

7 StPpr(Lir , "'HappyNewYear!");

8| memset( , 8, 32);

9| printf("please input the true flag:"});
18| scanf("%s", Y;
11| if ( !strncmp( , Str2, strlen(5tr2)) )
12 return puts("this is true flag!");
13| else
14 return puts("wrong!");
15 (¥

CSDM @yyyyzzzllll

flagik 2 flag{HappyNewYear!}
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= Ll v Lewm oaL e B B — L=

Liien vLiom oL e -

Ll L b o

ol if ( strlen( b)) != 33 )
10 goto LABEL_7;

11| for (1 =1; 1 < 33; ++1 )

12 _ b[i] *= _b[i - 1];

13| if ( !strnecmp( b, global, @x21ull) )
14 printf("Success");

15| else

16 [LABEL_7:

17 printf("Failed");
18| return ©;
19 3

R BB
shift +E 5 H ¥

unsigned char ida_chars[] =

{

0x66, 0x0A, 0x6B, 0x0C, 0x77, 0x26, Ox4F, 0x2E, 0x40, 0x11,
0x78, 0x0D, 0x5A, 0x3B, 0x55, 0x11, 0x70, 0x19, 0x46, Ox1F,
0x76, 0x22, 0x4D, 0x23, 0x44, OXOE, 0x67, 0x06, 0x68, OXOF,
0x47, 0x32, 0x4F, 0x00

%

1 VA2

data = [Ox66, OxPA, Ox6B, Ox0C, Ox77, Ox26, Ox4F, Ox2E, 0x40,
@x78, @x@D, @x5A, @x3B, Ox55, Ox1l, @x7@, 0x19, 0x46,
0x76, Ox22, Ox4D, Ox23, Ox44, OXOE, Ox67, Ox06, OX68,
0x47, 0x32, Ox4F, 0x00]

flag = chr(data[e])

for i in range(len(data)):
flag += chr(data[i]~data[i-1])

print(flag)
7. helloword

fRIE, R4iiEdexsiit
mainBR B R 3

int _ cdecl main(int argc, const char **argv, const char **envp)

1

2{

3| dnt i; // [rsp+2Ch] [rbp-124h]

4| char __b[264]; // [rsp+48h] [rbp-116h] BYREF
5

6| memset( b, b, @x108ulL);

7| printf("Input your flag:\n");

2| get_line( b, 256LL);

fals

CSDM

ox11,
Ox1F,
OXOF,

@yyyyzzzllll



| ] &

\J\g‘@ﬁ‘ B@q‘/ﬂ% ’C:":D‘

u ;?jﬁ?;}de" (@ com.example.helloword.BuildConfig j( (3 com.example.helloword.MainActivity 3¢
= 8 PN

£ android. support.annotation P! 11 package com.example.helloword;
-8 andr“o.l..d, support.vd.accessibilityservice smport android.os.Bundle;

# android. support.v4.app 12 import android.support.v7.app.ActionBarActivity;

#1 android. support.v4.content 13 import android.view.Menu;
. g android. support.va.content.pm 14 import android.view.MenuTtem;

f3 android. support.v4.database e i . - X .
& android. support.va.graphics. drawable 11 public class MainActivity extends ActionBarActivity {
droid hard diepl /* access modifiers changed from: protected */

&an r‘o% «support.va. .ar‘ ware. %Sp ay 23 @verride // android.support.v7.app.ActionBarActivity, android.support.vd.app.FragmentActivity
# android.support.v4.internal.view 2 public veid onCreate(Bundle savedInstanceState) {

3 android. support.v4.media b3 super.onCreate (savedInstanceState);

& android. support.va.net 14 setContentView(R.layout.activity main);

£ android. support.v4.os 1372 , flag{76312988259200816deda842fb23430a}" .FompareTo( );
- android. support.va.print 3

£ android.support.v4.text 3 public boolean onCreateOptionsMenu(Menu menu) {

-f# android. support.v4.util 24 getMenuInflater().inflate(R.menu.main, menu);

#F android. support.va.view =4 return true;

1 android.support.v4.view.accessibility ¥

android.support.v4.widget

= R PP g 32 public boolean onOptionsItemSelected(Menultem item) {

£ android. support.v7.app 34 if (item.getTtemId() == 2131034172) {

-## android.support.v7.appcompat 35 return true;

# android. support.v7.internal.view H

3 android. support.v7.internal.view.menu 37 return super.onOptionsItemSelected(item);

-f# android. support.v7.internal.widget 3 ¥

# android. support.v7.view

1 android. support.v7.widget

=3 com.example.helloword
-@ Buildconfig
LS DEBUG boolean
5o
-:——Urrereate-(-auﬂdle) void
i@ onCreateOptionsMenu(Menu) boolean —
o onOptionsItemselected(MenuItem) boolean

®- @ R
CSDN @yyyyzzzIlll

8. reverse3

M exeinfo PE - ver.0.0.4.8 by A.S.L - 999+64 sign 2017.09.08 = O

®

FE) reverse_3.exe _
®FAD: (00011046 ] loo| < AHRE: [text

TR pN=== 1
EEREE a0 | 4% [Win Console
A <| |

G

2

i Image is 32bit executable

[Microsoft Visual C++ ver. 14.0 [DEBUG] / Visual smcio zm.x | NPEE  19e
M EE - #EET - WERES 0 —
[Not packed , try OllyDbg v2 - www.ollydbg. d:or DAVS www. hex-ray| ﬁ’e‘?ﬂ ﬁ]j}jﬁﬁiﬂjl

To5e, 320% idaZir, fEHE—RFERF, 1RAIEERbase64d & 5N

Type String

C offset

C basedinput
C input

ABCDEFGHUJ
please enter the flag:

wrong flaghin

tack around the variable '

' was corrupted.

he variable '

'is being used without being initialized.

rigth flag'n

The value of ESP was not properly saved across a function call. This is usually a result of calling a function declared with one calling conw
A cast to a smaller data type has caused a loss of data. If this was intentional, you should mask the source of the €& @‘riTpr?ﬁPﬂI@[PHIm

[ SN PO | U

L E 3 BR #

YOO 00O 0000 0



tion M Instruction

Data | Unexplored External symbol B Lumina function

o &8 X (B 1D4 View-a [ Erseudocode-s B [s]  strings

x| @ Hex View-1 [ Structures [

DCA NOC v
>

O 0o~ o

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35

const char *v4; [/ eax
size t v5; // eax

char v7; // [esp+Bh] [ebp-188h]
char v8; // [esp+8h] [ebp-188h]
signed int j; // [esp+DCh] [ebp-ACh]

int i; // [esp+E8h] [ebp-ABh]

signed int v11; // [esp+E8h] [ebp-ABh]
char Destination[108]; // [esp+F4h] [ebp-94h] BYREF
char Str[28]; // [esp+16@h] [ebp-28h] BYREF
char v14[8]; // [esp+17Ch] [ebp-Ch] BYREF

for ( 1 =8@; 1 < 180; ++1 )
{

if ( (unsigned int)i »>= @x64 )
i report_rangecheckfailure();

Destination[i] = @;

h

sub_41132F("please enter the flag:", v7);

sub_411375("%28s", (char)str);
v3 = j_strlen(Str);

= (const char *)sub 4110BE(Str, v3, vi14d);
strncpy(Destination, vd, @x28u);

vll = j_strlen(Destination);

for ( 7 =0; 7 < vil; ++7 )
Destination[j] += J;

v5 = j_strlen(Destination);

if ( !strncmp(Destination, Str2,

sub_41132F("rigth flag!\n",
else

sub_41132F("wrong flag!\n",
return @;

] UAIE 8 BSOR B 0 AARD R AT 13 4

WA TFREE—
241781 T — A&

5E o B IX A 0% 2R £

o
Vo

o

Vo

v5) )
}Y;

);

MR Sstr2tb i, HFstr2: e3nifHOb_C@n@dH

22| sub_411375("%28s", (char)str);
23| v3 = j_strlen(Str);

CSDN @yyyyzzzIlll

25| strncpy(Destination,

v, Bx28u);



| Instruction Data Inexplored External symbol B Lumina function

5 x| [El1ps view-a [ [E PseudocodeE @ [Elrseudocode—4 B Bl stack of _main_o [ [ strings B [&] structures [ B Enums O Inports [ & Exports [
~ 28| while ( vi1 > @)
29| {
30 byte_41A144[2] = 0;
31 byte_41A144[1] = ©;
32 byte_41A144[8] = 0;
33 for (1 =@; 1 <3 & vil >=1; ++1 )
34 {
35 byte_41A144[1] = *v13;
36 --v11;
37 ++v13;
38 }
39 if (i)
40 break;
11 switch (1)
42 {
43 case 1:
a4 *((_BYTE *)v12 + v4) = aAbcdefghijklmn[(int)(unsigned __ int8)byte_41A144[0] >> 2];
45 v = vd + 1;
416 *((_BYTE *)v12 + v5) = aAbcdefghijklmn[((byte_41A144[1] & 0xF@) >> 4) | (16 * (byte_41A144[0] & 3))1;
a7 #((_BYTE *)v12 + ++v5) = aAbcdefghijklmn[64];
48 *((_BYTE *)v12 + ++v5) = aAbcdefghijklmn[64];
49 vd = v5 + 1;
50 break;
OC v 51 case 2:
S 52 *((_BYTE *)vi2 + v4) = aAbcdefghijklmn[(int)(unsigned  int8)byte 41A144[0] >> 2];
53 v = vd + 1;
54 *#((_BYTE *)v12 + v6) = aAbcdefghijklmn[((byte_41A144[1] & 6xFO) >> 4) | (16 * (byte_41A144[0] & 3))1;
7 x 55 ¥((_BYTE *)v12 + ++v6) = ahbcdefghijklmn[((byte_41A144[2] & 0xCA) »> 6) | (4 * (byte_41A144[1] & 0xF))];
26 *((_BYTE *)v12 + ++v6) = afbcdefghijklmn[64];
2; gie;k\;‘j Tl CEDN @yyyyzzz

REMERE, HRTFLEEFRHTE, ARG Ebase6s N

R FRFE—T
W View—4 [EPseudocode—E 1] LE Pseudocode—i [ 8] Stack of _main 0[] [s] Strings [ [A] Structures [ £l Ernums
.rdata:ee41782C db 0
.rdata:00417B2D db 0
.rdata:00417B2E db 0
.rdata:00417B2F db 0
.rdata:00417B30 aAbcdefghijklmn db *ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@123456789+/="
.rdata:00417B30 ; DATA XREF: .text:084117E8t0
.rdata:00417B30 ; -text:e0411827T0 ...
.rdata:00417B30 db 9
.rdata: 00417872 align 4

CCON @y
.rdata:00417874 ; const char aPleaseEnterThe[] ‘JJ'J'Jffffi‘i““

KA FERbase64 T
str2 B T 28T iX B AL, LB EER, B THENT, HEMFbaseb4thRMATH, QXFFEHMAT
R A

import base64
str = "e3nifIH9b_C@n@dH"

flag ="'
for i in range(len(str)):

flag+=chr(ord(str[i])-1i)

data = base64.b64decode(flag)
print(data)

#b'{i_leve_you}'

9. ~A—ttHiflag
7E BB R B AR



int _ cdecl _ noreturn main{int argc, const char **argv, const char **envp)
{
_BYTE v3[29]; // [esp+17h] [ebp-35h] BYREF
int v4; f/ [esp+34h] [ebp-18h]

int v5; // [esp+38h] [ebp-14h] BYREF

int i; // [esp+3Ch] [ebp-18h]

char v7[12]; // [esp+48h] [ebp-Ch] BYREF

== = L R

9| _ main();

10| v3[26] = @;

11| *(_WORD *)&3[27] = O;

12 wvd = @;

13| strepy(v3, "*111101000010100001011114");
14| while ( 1)

15| {

16 puts("you can choose one action to execute");
17 puts(”1 up");

18 puts(”2 down");

19 puts("3 left");

20 printf("4 right\n:");

21 scanft("%d", &v5);

22 if (w5 ==12)

23 {

24 ++*(_ DWORD *)&v3[25];

25 ¥

26 else if (v > 2 )

27 {

28 if (w5 ==3)

32 else CSDN @yyyyzzzlll

33 {

34 if (vs 1=4)

45 |LABEL_13:

36 exit(1);

37 ++vd;

38 }

39 }

40 else

41 {

42 if ( vy 1=1)

43 goto LABEL_13;

A4 --*(_DWORD *)&3[25];

45 }

46 for (1 =0; i <=1 ++1)

a7 {

18 if ( *¥(int *)& 3[4 * i + 25] < @ || *(int *)& 3[4 * i + 25] > 4 )
49 exit(1);

50 }

51 if ( v/[5 * *(_DWORD *)&v2[25] - 41 + v4] == 49 )
52 exit(1);

53 if ( v/7[5 * ®*(_DWORD *)&v2[25] - 41 + v4] == 35 )
54 {

55 puts("\nok, the order you enter is the flag!");
56 exit(@);

57 ¥

58|}

59 [}

CSDN @yyyyzzzII
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1111

01000

01010

00010

1111#

for (i =8; i <=1; ++i )

{
if ( *(int *)&3[4 * 1 + 25] < @ || *(int *)&3[4 * i + 25] > 4 )
exit(1);
¥
if ( v7[5 * ®*(_DWORD *)&v3[25] - ")} + v4] == "1" )
exit(1);
if ( v7[5 * *(_DWORD *)&v3[25] - ") + v4] == "#' )
{
puts(“\nok, the order you enter is the flag!");
exit(0);
} CSDN @yyyyzzzIlll

1 |
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10. SimpleRev

HEImaini i, UFEAEH M, KB —MEBE — KR HREK
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int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)

i

}

int v3; // eax
char v4; f/ [rsp+Fh] [rbp-1h]

while (1)

while ( 1 )
{
printf("Welcome to CTF game!\nPlease input d/D to start or input g/Q to quit this program: ");
vd = getchar();
if (w4 1= 'd" && v4 1= D" )
k;
Decry()

if (v4=="q" || v4=="0")
Exit("Welcome to CTF game!\nPlease input d/D to start or input q/Q to quit this program: ", argv);
puts("Input fault format!");
v = getchar();
putchar(v3);
}

.

CSDN @yyyyzzzIII|

KRB % R Decry() Az 2% m 4L
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unsigned _ int64 Decry()

{

char v1; // [rsp+Fh] [rbp-51h]
int v2; // [rsp+16h] [rbp-56h]
int v3; // [rsp+14h] [rbp-4Ch]



int i; // [rsp+18h] [rbp-48h]

int len; // [rsp+1Ch] [rbp-44h]

char src[8]; // [rsp+26h] [rbp-46h] BYREF
__int6é4 v7; // [rsp+28h] [rbp-38h]

int v8; // [rsp+306h] [rbp-30h]

__inte4 vo[2]; // [rsp+46h] [rbp-26h] BYREF
int v1e; // [rsp+56h] [rbp-16h]

unsigned __int64 v11; // [rsp+58h] [rbp-8h]

vll = _ readfsqword(©x28u);
*(_QWORD *)src = "'SLCDN';
v7 = OLL;
v8 = 0;
v9[0@] = 'wodah';
vo[1] = '\e';
vle = 0;
text = (char *)join(key3, v9); // text = killshadow
strcpy(key, keyl);
strcat(key, src); // keyl=ADSFKNDCLS
V2 = 0;
v3 = 0;
getchar();
len = strlen(key);
for (i =20; i< len; ++i )
{
if ( key[v3 % len] > '@' && key[v3 % len] <= "'Z' )
key[i] = key[v3 % len] + " ';
++V3;
¥
printf("Please input your flag:");
while ( 1)
{
vl = getchar();
if (vl == "\n")
break;
if (vi=="")
{
++v2;
¥
else
{
if (vi<= """ || vl> 'z")
{
if (vl > '@" && vl <= 'Z' )
{

str2[v2] = (vl - "\'" - key[v3 % len] + 'a') % '"\x1A' + 'a’;

++Vv3;

}

else

{
str2[v2] = (vl - 39 - key[v3 % len] + 97) % 26 + 97;
++v3;

}

if ( !(v3 % len) )
putchar(32);

++Vv2;

L /et A ~4+nN N



LT (| !dLILmpLEXL, >Li'Z) )
puts("Congratulation!\n");

else
puts("Try again!\n");

return __readfsqword(0x28u) ~ v1i;

—

Bk REEstr2Ftextfii L, T8 Ftext = killshadowfilkey=ADSFKNDCLS

SRR B ARSI HE B H str2, KIEZ 45 2 Kekey AL VINS , STV SR J5 & B2 A2 plistr2]

RO RAR, BAVMARRTE, MHRRKEFE, WMEEAGEHE 53R MtextHH %M 2 RNEMAK TR/
R

python

s = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"®

key = "adsfkndcls'
text = 'killshadow'

flag ="'
for i in range(len(text)):

str2=text[i]

for j in s:

if str2 == chr((ord(j) - 39 - ord(key[i % len(key)])+97)%26+97):
flag+=j

print('flag{'+flag+'}")
#fLlag{KLDQCUDFZO}

11, Javai¥i =) i &
BT I

) defpackage.Reverse 3

package defpackage;

import java.util.Arraylist;
impert java.util.Scanner;

/* renamed from: Reverse reason: default package */
6 public class Reverse {

7 public static void main(String[] args) {

8 Scanner s = new Scanner(System.in);

9 System.out.println(”Please input the flag : ");

168 String str = s.next();

11 System.out.println("Your input is : "};

12 System.out.println(str);

14 Encrypt(str.toChardrray());

¥

17 public static wvoid Encrypt{char[] arr) {
int[] KEY;

18 Arraylist<Integer> Resultlist = new ArraylList<>();
for (char ¢ : arr) {

22 Resultlist.add(Integer.valueOf({(c + '@') ~ 32));
¥

25 Arraylist<Integer> KEYList = new Arraylist<>();

for (int i : new int[]{180, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 14@, 129, 135, 191, 65}) {
27 KEYList.add(Integer.valueOf(i));

¥

29 System.out.println("Result:");

38 if (Resultlist.equals(KEYList)) {

31 System.out.println{"Congratulations! ");
} else {

24 System.err.println("Error! ");
}

python

CSDN @yyyyzzzIIll



list=[180, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65]
flag=""
for i in range(len(list)):

flag+=chr(list[i]-ord('@"')"32)

print('flag{'+flag+'}")
#flag{This_1is_the _flag !}

BiXHRZjava, WHjavaE—5IE
package main;

public class main {
public static void main(String[] args)

{
int[] list = {180, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65};
String flag="";
for(int i=@;i<list.length;i++){
char x = (char)((list[i]-'@"')"32);
flag+=x;
}
System.out.println("flag{"+flag+"}");
}

}
//flag{This_is_the_flag !}

12. [GXYCTF2019]luck_guy

1[int welcome()
2
3 putsd“Welcome to Cyber SWAT2819.");
41 puts("Designed by Solar,wish you can enjoy it and have fun.");
5| return puts("Good luck (*_")");
o
¥

LN

puts(“please input & lucky number"});
_150c99 scanf("%d", &v4);
patch_me(v4);

puts("0K,see you again");

return @;

1 ﬁnt __cdecl main(int argc, const char **argv, const char **envp)
2{

3| dint v4; f/ [rsp+14h] [rbp-Ch] BYREF

41 unsigned __inted v5; // [rsp+18h] [rbp-8h]
5

6| v5 = _ readfsqgword(®x28u);

7| welcome(argc, argv, envp);

81 puts(” ")

9| puts("try to patch me and find flag");

a| vd =0;

i

2

3

A

5

6

C5DN @yyyyzzzIlll
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1
2
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® 4
5
®6
®7

BRitget flag()& ¥

w

int _ fastcall patch_me(int al)
{
if (a1l %2==1)
return puts("just finished");
else
return get_flag();
¥
1 junsigned __ int64 get flag()
2{
3| wunsigned int v@; // =ax
A int i; // [rsp+dh] [rbp-3Ch]
5| int j; // [rsp+8h] [rbp-38h]
6| __inted s; // [rsp+1@h] [rbp-38h] BYREF
7| char v5; ff [rsp+18h] [rbp-28h]
8| unsigned __inted v6; // [rsp+38h] [rbp-8h]
9
@ 18| ve = _ readfsqword(8x28u);
@11 ve = time(@LL);
® 12| srand(va);
A3 for (1 =0; 1 <=4; ++1 )
14| {
® 15 switch ( rand() % 208 )
16 {
17 case 1:
® 138 puts("0K, it's flag:");
® 19 memset (&=, @, @x28ull);
® 20 strcat((char *)&s, f1);
® 21 strcat((char *)&s, &f2);
® 22 printf("%s", (const char *)&s);
® 23 break;
24 case 2:
® 25 printf("Solar not like you");
® 26 break;
27 case 3:
® 238 printf("Solar want a girlfriend");
® 29 break;
30 case 4:
® 21 5 = Bx/Fbb6FEB67756369LL ;
® 32 v5 = @; CSDN @yyyyzzzllll

KAt R X B e B A% . 8 071,20, 2147, AFASH, f1=GXY{do_not_

RIGFK TR RsIXE, KRR PR, MAXRERREITE —BI6#H 7/ T



19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

h

memset(&s, @, @x28ull);
strcat((char *)&s, f1);
strcat((char *)&s, &F2);
printf("%s", (const char *)&s);
break;

case 2:
printf("Solar not like you");
break;

case 3:
printf("Solar want a girlfriend");
break;

case 4:
S 66F6067756369LL;
vh = 8;
strcat(&f2, (const char *)&s);
break;

case 5:
for ( ] =@; ] <=7; ++7 )
{

if (1%2==1)
*(&F2 + ) -= 2;

else
--F(&F2 + 7);
¥
break;
default:
puts{“emmm,vou can't find flag 23333");
break;

¥
¥
return _ readfsqword(@x28u) ~ vo; .
C5DN @yyyyzzzIlll

ML Hcase5: B FMIAEH, KsHEFHEIL—THRZ: O0x7F,0x66,0x6F,0x60,0x67,0x75,0x63,0x69

f1 = 'GXY{do_not_"'
list=[0Ox7F,0x66,0X6F ,0X60,0X67,0X75,0X63,0x69][::-1]

flag=""

for i in range (8):

if i%2==1:

s=chr(list[i]-2)

else:

s=chr(list[i]-1)

flag+=s
print(fil+flag)

#GXY{do_not_hate_me}

REH RKRIERE, MERET

14. findit

THE—Aapkxty, HEMERTclass.dex, EitjexkRmiE, HIFHH
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1
Eﬂ;?ﬂ?"j’z?".}dex @ com.example.findit.BuildConfig J{ (3 com.example.findit.MainActivity 3
=] il
£ android. support.annotation 16 public void onCreate(Bundle savedInstanceState) { ~
3 android. support.v4.accessibilityservig 7 super.onCreate(savedInstanceState);
android. support .va .a 18 setContentView(R.layout.activity_main);
# Ld.support.va.app 20 final EditText edit = (EditText) findviewById(R.id.widget2);
# android.support.v4.content 2 final TextView text = (TextView) findViewById(R.id.widget1);
3 android.support.v4.content.pm 22 final char[] a = {'T', 'h*, 'i', 's', 'I', 's', 'T", 'h', 'e', 'F', '1', 'a', 'g', 'H', 'o', 'm", 'e'};
£ android.support.v4.database 23 final char[] b = {'p', "v', 'k, "q', '{', 'm', '1°, 'e', 4", '6', 7', 'S, '2', '6', ‘2, 'e’, '3', '3, '1', 4, 'm', '4', "9, 'I', 'n', |
& android. support.v4.graphics.drawable 76 ((Button) findViewByTd(R.id.widget3)).setOnClicklListener (new View.OnClicklistener() {
g android. support .v4.hardware. display /* class com.example.findit.MainActivity. AnonymousClassl */
% andr‘o%d.support.vzl.intgrnal.view 28 public void onClick(View v) {
43 android. support.va.media 29 char[] x = new char[17];
# android.support.v4.net 30 char[] y = new char[38];
# android.support.va.os for (int i = @; i< 17; i++) {
4} android.support.v4.print a3 i ((a[.i] < Tss a[i.] >= 'a") |1 (ali] < 'i" & afi] >= 'ah) {
android.support.v4.text » x[i) = (char) (ali] + 18);
= g 'd~ PP t. . o 37 } else if ((a[i] < 'A' || a[i] > 'Z') && (a[i] < 'a' || a[i] > 'z')) {
# android.support.va,uti 3 x[i] = a[il;
4} android.support.v4.view } else {
# android.support.va.view.accessibility 39 x[i] = (echar) (a[i] - "\b');
3 android. support.v4.widget N ¥
& andr‘o%d,suppcr‘t.w.app a8 if (String.valueOf(x).equals(edit.getText().toString())) {
# android. support.v7.appcompat For (ant] 22)= @; 12 < 38; 221
43 android.support.v7.internal.view 53 if ((b[i2] < "A" || b[i2] > 'Z') && (b[i2] < 'a' || b[i2] > 'z')) {
3 android. support.v7.internal.view.menu 63 y[i2] = b[i2];
43 android.support.v7.internal.widget ¥ ‘1’? {] ( Y (bLiz] )
; : 55 y[i2] = (char, i2] + 16);
& android. support.v7. view 56 ie ((y[i2] > "2° 2 y[i2] < 'a’) || y[i2] >= 2" (
droid t.v7.widget
# androi ~5;PP‘;? ;IYt~Wl e 51 y[i2] = (char) (y[i2] - 26);
= 3 com.example, findi 3
@ Buildconfig T
- © (TSR .
» oncreate(Bundle) void :: te)t(t.sn.atTExt(Str*lng.valuEOF(y));
@ onoptionsItemselected(MenuItem) b 3 return;
@R 7 text.setText(“EEM T MLM. - - TEEUAFEE. . - KT~ ;
}
15
}
82 public boolean onOptionsTtemSelected(Menultem item) { CSDN @yyyyzzzII\

HEEMBERH

package com.example.findit;

import android.os.Bundle;

import android. support.v?.app.ActionBarActivity;
import android. view.MenuItem;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget. TextView;

public class MainActivity extends ActionBarActivity {
/* access modifiers changed from: protected */
@Override // android.support.v7.app.ActionBarActivity, android.support.v4.app.FragmentActivity
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity main);
final EditText edit = (EditText) findViewById(R.id.widget2);
final TextView text = (TextView) findViewById(R.id.widgetl);
final char[] a = {'T', 'h", 'i', 's', 'I', 's', 'T', 'h', ‘'e', 'F', '1', 'a', 'g', 'H', '0o', 'm', 'e'};
final char[] b {'p', 'v', 'k', 'q', ‘{', 'm, "12', 'e¢', '4', '6', '7', '5', '2', '6', '2', '@', '3',
3', '1', '4', ‘'m', '4', '9', '1', ‘n', 'p', '7', 'p', '9', 'm', 'n', 'k', '2', '8', 'k', '7', '5', '}'};
((Button) findvViewById(R.id.widget3)).setOnClickListener(new View.OnClickListener() {
/* class com.example.findit.MainActivity.AnonymousClassl */

public void onClick(View v) {

char[] x = new char[17];

char[] y = new char[38];
for (int 1 = 0; 1 < 17; i++) {
if ((a[i] < 'I' && a[i] >= 'A') || (a[i] < 'i' && a[i] >= 'a')) {
x[1i] = (char) (a[i] + 18);
} else if ((a[i] < 'A' || a[i] > 'Z") && (a[i] < 'a' || a[i] > 'z")) {
x[i] = a[i];
} else {
x[i]

(char) (a[i] - '"\b");

¥
if (String.valueOf(x).equals(edit.getText().toString())) {

Lan f3n+ 39 _ Nn. 39 - NO. 392..\ T
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if ((b[i2] < 'A' || b[i2] > 'Z') && (b[i2] < 'a' || b[i2] > 'z")) {
y[i2] = b[i2];
} else {

y[i2] = (char) (b[i2] + 16);
if ((y[i2] > 'Z' && y[i2] < 'a') || y[i2] >= 'z') {
y[i2] = (char) (y[i2] - 26);

}
}

}

text.setText(String.valueOf(y));

return;
}
text.setText("ERETH A « « NERXAFER. o o BEFHFMULER~~~");

}
1)

public boolean onOptionsItemSelected(Menultem item) {
if (item.getItemId() == 2131034176) {
return true;

¥
return super.onOptionsItemSelected(item);
¥
¥
BRI S g%

package main;

public class findit {
public static void main(String[] args)
{
final char[] b = {'p*, 'v', 'k', 'q', '{', 'm', '1', '6', '4', '6', '7', '5', '2', '6', '2', '@
3', '1', '4', 'm', '4', '9', '1', 'n', 'p', '7', 'p', '9', 'm', 'n', 'k', '2', '8', 'k', '7', '5', '}'};

char[] y = new char[38];
for (int i2 = @; i2 < 38; i2++) {

if ((b[i2] < 'A' || b[i2] > 'Z') && (b[i2] < 'a' || b[i2] > 'z"')) {
y[i2] = b[i2];
} else {

y[i2] = (char) (b[i2] + 16);
if ((y[i2] > 'Z' && y[i2] < 'a') || y[i2] >= 'z') {
y[i2] = (char) (y[i2] - 26);

}
for(int j=0;j<38;j++){
System.out.print(y[j]);

}
//flag{c164675262033b4c49bdf7f9cda28a75}

15. [BJDCTF2020]JustRE
TG — XA



Flag will not be here

ZEERT 1358, IHAEE FE!
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click it
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ion Data Unexplored External symbol B Lumina function

1 IDA View-da B [s] Strings O Hex View-1 Bl structures E Erums &=
data: 004607028 _PVFV dword_ 407028
data:00407028 dword 487028 dd @ ; DATA XREF: doexit:loc_4@1FDDto
data:0040702C align 16h
data:00407030 ; char aBjdDD2069a4579([]
data:00407030 aBjdDD2069a4579 db * ',8
data:00407030 ; DATA XREF: DialogFunc+5ATo
data:0040704B align 4
data:0040704C ; char Format CSDN @yyyyzzzIl|
Amtm cARARATAAT Crmmad Ak Ar Al « MATA VDCC: NaalaAacrComes 2048~

KM 199997k Hiflag? ? & HERHD & ¥ 19999F101 A\ %d%d BJD{1999902069a45792d233ac}

->flag{1999902069a45792d233ac}

INT PTR _ stdcall DialogFunc{HWND hWind, UINT a2, WPARAM a3, LPARAM ad)
{
CHAR String[1@@]; // [esp+bh] [ebp-64h] BYREF

if (a2 1= 272 )
{
if (a2 1= 273 )
return 9;
if ( (_WORD)a2 !'= 1 && (_WORD)a2 = 2 )
{
sprintf(String, &Format, ++dword 4899F0);
if ( dword 4099F0 == 19999 )}
{
sprintf(String, " BID{%d%d2069a45792d233ac}", 19999, @);
SetlWindowTextA(hWnd, String);
return 9;
¥
SetWindowTextA(hlWnd, String);
return 8;
}
EndDialog(hlind, {(unsigned __intl6)a3);
}

return 1;

h
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FfinditSl, HERF R

7d classes.dex

= IR

N CR

HEERAER D BT B,

3 android.
3 android.
£ android.
£ android.
4} android.
3 android.
£ android.
£ android.
£ android.
£ android.
44 android.
4} android.
4} android.
4 android.
£ android.
1 android.
1 android.
3 android.
4 android.
1 android.
1 android.
3 android.
£ android.
3 android.
=} com.example.flag
@® Buildconfig
=6
(@ placeholderFragment

o onCreate(Bundle) void

@ onCreateOptionsMenu(Menu) boolean

@ onOptionsItemSelected(MenuItem) b

support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.
support.

.accessibilityservi
-app

.content
.content.pm
.database
.graphics.drawable
.hardware.display
.internal.view
.media

«net

.05

.print

Jtext

wutil

wview
Wview.accessibility
widget

-app

.appcompat
.internal.view
.internal.view.menu
.internal.widget
wview

.widget

(® com.example.flag.MainActivity J{

20

2
23
25
28

31
32
70

37
38
39
40
42

47
43
49
50
51

55
56
57

[
67

import android.widget.EditText;
import android.widget.TextView;

public class MainActivity extends ActionBarActivity {
/* access modifiers changed from: protected */
@verride // android.support.v7?.app.ActionBarActivity, android.suppert.vd.app.FragmentActivity
public veid onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);
if (savedInstanceState == null) {
getSupportFragmentManager() .beginTransaction().add(R.id.container, new PlaceholderFragment()).commit();
b
final TextView textview = (TextView) findViewById(R.id.textViewl);
final EditText editview = (EditText) findViewById(R.id.editText1);
((Button) findViewById(R.id.button1)).setOnClickListener(new View.OnClickListener() {
/% class com.example.flag.MainActivity.AnonymousClass1 */

public veid onClick(View v) {
int flag = 1;
String xx = editview.getText().toString();
if (!(xx.length() == 32 & xx.charAt(31) ==
flag = 0;

'a' 8% xx.charAt(1) == 'b' && (xx.charAt(8) + xx.charAt(2)) - 48 == 56)) {

¥
if (flag == 1) {
char[] x = "dd2940c84462bddd7c450528835ccal5" . toCharArray();
x[2] = (ehar) ((x[2] +x[3]) - 50);
x[4] = (char) ((x[2] + x[5]) - 48);
x[30] = (char) ((x[31] + x[9]) - 48);
x[14] = (char) ((x[27] + x[28]) - 97);
for (int i = 0; i< 16; i++) {
char a = x[31 - i];
x[31 - i] = x[i];
x[i] = a;

textview.setText("flag{" + String.valueOf(x) + "}");
return;

i .

textview.setText ("9 EMEEIR")

P
+

public boolean onCreateOptionsMenu(Menu menu) {

CSDN @yyyyzzzIN|

ARG BERAT UAE, ST LK FRR)E B Blretuen;

String xx = editview.getText().toString();

if ('(xx.length() == 32 && xx.charAt(31) == ‘a’ && xx.charAt(1) == ‘b’ && (xx.charAt(0) + xx.charAt(2)) - 48 == 56)) {

flag = 0;
}

package main;

public class iBEME
public static void main(String[] args) {

int flag
if (flag

}

1;
=1){

char[] x = "dd2940c04462b4dd7c450528835ccal5".toCharArray();

x[2] = (char) ((x[2] + x[3]) - 590);
x[4] = (char) ((x[2] + x[5]) - 48);
x[30] = (char) ((x[31] + x[9]) - 48);
x[14] = (char) ((x[27] + x[28]) - 97);
for (int 1 = 0; 1 < 16; i++) {
char a = x[31 - i];
x[31 - i] = x[i];
X[i] = a;
}
System.out.print("flag{" + String.valueOf(x) + "}");

//flag{59acc538825054c7dedb26440c0999dd }

17. [GWCTF 2019]pyre

pycXff, HEELRMFERpy, FEEHHE¥—T




#!/usr/bin/env python

# visit https://tool.lu/pyc/ for more information

print 'Welcome to Re World!'

print 'Your inputl is your flag~'

1 = len(inputl)

for i in range(l):
num = ((inputl[i] + i) % 128 + 128) % 128
code += num

for i in range(l - 1):
code[i] = code[i] ” code[i + 1]

print code

code = [
"\x1f',
"\x12',
"\x1d"',
('
‘0,
‘4,
"\x01"',
'\x06",
'\x14"',
‘4,

5
%
"\x13"]

R -

code = ['\xI1f',"\x12','\x1d','(','®",'4","\x01', '\x86", '\x14','4",",","\x1b', 'U","?","0","6", %', ", "\x01",'D",
L%, \x13' ]

1 = len(code)

flag=""

for i in range(1l-2,-1,-1):
code[i]=chr(ord(code[i])”ord(code[i+1]))

for i in range(len(code)):
flag+=chr((ord(code[i])-1i)%128)

print(flag)
# GWHT{Just_Re_1s Ha66y!}

18. [ACTF:#i4:3£2020]easyre

UPX5E, M



IT{H(F) |easyre.exe Pu ]j

#FAD: [ooooE4s0 | foo] <| AREER: [upx1 | = T

Xi$imts: (00001680 | ARZT: [608E.1500.4C/ @ i]=2(6)

SN [2.24 FHRE:  [WinConsole | pe

Mf¥H0: [oooosapeh | < o BiHDEHE: [oocosme | = S
D

Image is 32bit executable RES/OVL:0/ 66 % 1972 %

ELIPX -> Markus & Laszlo ver. [ 3.95] <- from file. ( sign like UPX packeré SLEREE 20E)
MSEE - WIHILT: - BUIEE =

[ - - .y T T = - | -‘-_" = -
|unpack “upx.exe d” from http://upx.github.io or any UPX/Genericun| TS| lgilyyyy 2 2zH ||

2019 Micr

28123

upx. e

Format Name

jUnpacked 1 file.

:\Tool\Revers

CSDN @yyyyzzzIll

IRIFIDASATTE, SULAME 4 s

O & x [E IDA View-4

"~ || Address

I's’| .rdata:004030...
[ .rdata:004030...
I's’| .rdata:004030...
[ .rdata:004030...
‘s’ .rdata:004030...
I's’| .rdata:004030...
[ .rdata:004030...
5] .rdata:004030...
I's’| .rdata:004030...
I's’| .rdata:004031...
[ .rdata:004031...
I's’| .rdata:004031...

5E B 2 B

= Strings (] B  Hex View-1 A structures [ Enuns ) Inports

Length Type String

| 0000005F C Jzyswvutsrqponmikjihgfedcba” AT\ [ZYXWVUTSRQPONMLKJIHGFEDCBA@?> = <;:0876543210/.-,+%)(' 8%$# I\"
0000000E c REREL: o
00000014 C _Jv_RegisterClasses
0000000E C Please input:

00000011 C You are correct!

00000018 C Mingw runtime failure:\n

00000031 C VirtualQuery failed for %d bytes at address %p
00000032 C Unknown pseudo relocation protocol version %d.\n
0000002A C Unknown pseudo relocation bit size %d.\n
00000013 C GCC: (tdm-1) 4.9.2

00000013 C GCC: (tdm-1) 4.9.2

00000013 C GCC: (tdm-1) 4.9.2

00000013 C GCC: (tdm-1) 4.9.2




int _ cdecl main(int argc, const char **argv, const char **envp)
{

char v4[12]; // [esp+12h] [ebp-2Eh] BYREF

int v5[3]; // [esp+1Eh] [ebp-22h]

char v6[5]; // [esp+2Ah] [ebp-16h] BYREF

int v7; // [esp+2Fh] [ebp-11h]

int v8; // [esp+33h] [ebp-Dh]

int v9; // [esp+37h] [ebp-9h]

char v10; // [esp+3Bh] [ebp-5h]

int i; // [esp+3Ch] [ebp-4h]

__main();

gmemcpy (v4, "*F'\"N,\"(I?+@", sizeof(v4));

printf("Please input:");

scanf("%s", v6);

if ( ve[@] !'= 65 || ve[1] '= 67 || v6[2] != 84 || v6[3] != 70 || v6[4] != 123 || vie != 125 )
return 0;

v5[0] = v7;

v5[1] = v8;

v5[2] = v9;

for (i=0; i<=11; ++1i )

{
if ( v4[i] !'= _data_start_ [*((char *)v5 + i) - 1] ) //V4[1i]785 data_start 425

return 0;

¥

printf("You are correct!");

return 0;

FERUASCTFE & —/A 30, KEHRER12DNER, 5 Wzyxwwutsrgponmlkjihgfedcba™ 4]
[ZYXWVUTSRQPONMLKJIHGFEDCBA@?>="# 1T In %

R EN AR L7 7F
i oy i u
sub esp, 48h -
call ____main
mov byte ptr [esp+12h],
mov byte ptr [esp+13h],
mov byte ptr [esp+14h],
mov byte ptr [esp+15h],
mov byte ptr [esp+l6h]
mov byte ptr [esp+17h
mov byte ptr [esp+18h]],
mov byte ptr [esp+194], 28h ; "('
mov byte ptr [esp+1AR], 4%h ; "T°
mov byte ptr [esp+1Bf], ;
mov byte ptr [esp+l
mov byte ptr [esp+l
mov dword ptr [esp] : ase input:”
call _printf
lea eax, [esp+2Ah]
mov [esp+4], eax
mov dword ptr [esp], offset aS ; "%s" CSDN @yyyyzzzIlll
P | R

BRI A, BT AEA




v4 = [42,70,39,34,78,44,34,40,73,63,43,64]

string = chr(@x7E)+"}|{zyxwvutsrgponmlkjihgfedcba™ _~]\[ZYXWVUTSRQPONMLKIIHGFEDCBA@?>=<;:9876543210/.-,+*)(" + ch
r(ox27) + '&%$# "'

flag=""

for i in v4:
for j in range(1,len(string)):
if i == ord(string[j]):
flag+=chr(j+1)

print ("flag{"+flag+"}")
#flag{U9X_1S_W6@T?}
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