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156 *(_QWORD *)&v29 = ©xCO953A7C6B4OBCCEiGS;

157 v24 = vi9 - (_BYTE *)&v29;

158 *((_QWORD *)&v22 + 1) = @x3502F79120209BEFi64;
159 v25 = eie4;

160 v3e = exC8021823;

161] wv31 OxFAS656E7;
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int a[] = {OXCE, OxBC, Ox40, Ox6B, Ox7C, Ox3A, Ox95, OxCO, OXEF, Ox9B, 0x20, 0x20, 0x91, OxF7, 0x02, 0x35,

RIGHAKRE — T EMEFXRAVEA R BEE AT T LRk
HEMEFRREKE:
while ( *((_BYTE *)Code + v3) );
if (v3 =19 ) /] FHREKEANL
{
sub_140001620(std: :cout, "error\n");
_exit((unsigned __int64)Code);
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#include<stdio.h>
#include<Windows.h>
int main()
{
int count = 0;
int b[24];
int a[] = { OxCE, OxBC, 0x40, Ox6B, 0x7C, Ox3A, 0x95, OxCO, OXEF, Ox9B, 0x20, 0x20, 0x91, OxF7, 0x02, 0x35

for (int i = 23; i >=3; i--)

{

for (int j = 6-count; j >= @; j--)
{
a[i]*=a[]];
}
if (1 %3 ==0)
{

count++;

}

}

for (int i = @; 1 < 24; i++)
printf("ex%x,", a[il]);
printf("\n");

b[2] = a[e];
b[e] = a[1];
b[3] = a[2];
b[1] = a[3];
b[6] = a[4];
b[4] = a[5];
b[7] = a[6];
b[5] = a[7];
b[1e] = a[8];
b[8] = a[9];

b[11] = a[1@0];

b[9] = a[11];

b[14] a[12];

b[12] = a[13];

b[15] = a[14];

b[13] = a[15];

b[18] = a[16];

b[16] = a[17];

b[19] = a[18];

b[17] = a[19];

b[22] = a[20];

b[20] = a[21];

b[23] = a[22];

b[21] = a[23];

for (int 1 = 0; 1 < 24; i++)

printf("ex%x,", b[i]);

system("pause");

}
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Oxbc,0xa5,0xce,0x40,0xf4,0xb2,0xb2,0xe7,0xa9,0x12,0x9d,0x12,0xae,0x10,0xc8,0x5b,0x3d,0xd7,0x6,0x1d,0xdc
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#include <stdio.h>

#include <stdint.h>

#include<windows.h>

#define DELTA ©x9e3779b9

#tdefine MX (((z>>57y<<2) + (y>>37z<<4)) ~ ((sum™y) + (key[(p&3)~e] * z)))

void btea(uint32_t *v, int n, uint32_t const key[4])
{

uint32_t y, z, sum;

unsigned p, rounds, e;

if (n > 1) /* Coding Part */
{

rounds = 6 + 52 / n;

sum = 0;

z =v[n - 1];

do

{

sum += DELTA;
e = (sum >> 2) & 3;
for (p = ©; p<n - 1; p++)

{
y = vip + 1];
z = v[p] += MX;
y = v[e];
z = v[n - 1] += MX;

} while (--rounds);

}
else if (n < -1) /* Decoding Part */
{

n = -n;

rounds = 6 + 52 / n;

sum = rounds*DELTA;

y = v[e];

do

{

e = (sum >> 2) & 3;

for (p = n - 1; p>0; p--)

{
= v[p - 1];
y = v[p] -= MX;
}
z =v[n - 1];
y = v[@] -= MX;

sum -= DELTA;

} while (--rounds);
}
}

int main()
{
//03e0164dd30553aa
// uint32_t a[2] = { (unsigned int)@xd2cfdad7, ©x9ac8d5d4 };
uint32_t v[6] = { (unsigned int)@x40ceabbc, (unsigned int)@xe7b2b2f4, (unsigned int)@x129d12a9, (unsigned in
uint32_t const k[4] = { (unsigned int)@x67616c66, (unsigned int)ex®, (unsigned int)@Xe, (unsigned int)eox
int n = 6; //nMAENERTVIKE, RERRNE, RARSESE
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//printf ("INFERTREEIE: %x %x\n", v[e], v[1]);

btea(v, -n, k);

printf ("N FHIEIE: %x %x %x %x %x\n", v[e], v[1],v[2],v[3],v[4],v[5]);
//btea(v, -n, k);

//printf("MBERBRIEE: %x %x\n", v[e], v[1]);

system("pause");
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enc = "CEBC406B7C3A95COEF9B202091F70235231802C8E75656FA" .decode( "hex")

decl = "'
for i in range(len(enc)/3):
j = len(enc)/3 - i -1
res = "'
for k in enc[j*3:7*3+3]:
tmp = ord(k)
for 1 in range(j):
tmp "= ord(enc[1])
res += chr(tmp)
decl = res + decl
print decl.encode( 'hex")

dec2 = [''] * len(decl)
for i in range(len(decl)):
dec2[i] = decl[i]

box = [1,3,0,2,5,7,4,6,9,11,8,10,13,15,12,14,17,19,16,18,21,23,20,22]
print len(box)

for i in range(len(box)):
dec2[i] = decl[box[i]]

dec3 = ''.join(dec2)

print dec3.encode('hex")

import struct
_DELTA = Ox9E3779BS

def _long2str(v, w):

n = (len(v) - 1) << 2

if we
m=v[-1]
if (m<n-3)or (m>n): return "'
n=m

s = struct.pack('<%iL' % len(v), *v)

return s[@:n] if w else s



det _str2long(s, w):

= len(s)

(4 - (n&3)&3)+n

s.ljust(m, "\0")

= list(struct.unpack('<%iL" % (m >> 2), s))
if w: v.append(n)

< w = S |
n

return v

def encrypt(str, key):

if str == : return str
= _str2long(str, True)
_str2long(key.ljust(16, "\0"), False)

v
k
n = 1len(v) - 1
z
y

= v[n]
= v[o]
sum = @
qg=6+52//(n+1)
while q > 0:
sum = (sum + DELTA) & oOxffffffff
e = sum >> 2 & 3
for p in xrange(n):

y = v[p + 1]
vip] = (v[p] + ((z >> 52y << 2) + (y >> 3 ~z<<4) ~ (sum ~y) + (k[p & 3 ~ e] ~ z))) & oxff
z = v[p]
y = v[e]
vin] = (v[n] + ((z >> 5 "2y << 2) + (y > 3 ~z<<4) ~ (sum ~y) + (k[n & 3 ~ e] ~ 2))) & oxffffff
z = v[n]
qg-=1

return _long2str(v, False)

def decrypt(str, key):

if str == : return str

v = _str2long(str, False)

k = _str2long(key.ljust(16, "\0"), False)
n = len(v) - 1

z = v[n]

y = v[e]

qg=6+52//(n+1)

sum = (q * _DELTA) & Oxffffffff
while (sum != 0):

e =sum > 2 &3

for p in xrange(n, 0, -1):

z =v[p - 1]
vip] = (v[p] - ((z >> 5 "2y << 2) + (y > 3 ~z<<4) ~ (sum ~y) + (k[p & 3 ~ e] ~ z))) & oxff
y = v[p]
z = v[n]
v[@] = (v[@] - ((z >> 5 "2y << 2) + (y> 37"~z<<4) ™ (sum~y) + (k[0 & 3 ~ e] ~ z))) & oxffffff
y = v[e]

sum = (sum - _DELTA) & Oxffffffff
return _long2str(v, True)

key = 'flag'

dec4 = decrypt(dec3, key)
print len(dec4)

print dec4

flag: flag{CXX_and_++tea}
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