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GET fwulin.php?action=map&n=4 HTTP/1.1 A HTTR/1.1 200 OK ]
-

Host: 123.206.31.85:1616 Senver nginx

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4,; x84, nv:82.0) Gecko/20100101 Firefox/52.0 Date: Wed, 04 Moy 2020 05:34:58 GMT

Accept: text/html,application/xhtml+xml application/xml;q=0.9 imagefwebp ** q=0.8 Content-Type: text/html
{Accept-Language: zh-CM,zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate Set-Cookie:

Connection: close user=UTw7 PCrqe3FjcCA20ThOWISUR Ywhm99amlzh GOwl3MeHxkdZ11iZx QMWEF DXIBEdUUD CgA
Referer: http://123 206.31.85:1616/wulin.php?action=map&n=5 1d01EB34WUIFWWTYoATEABIREP3Z2CmY gP TYSPP0FSUUaR sfL22n Y n Y hCRMTGROPQCeHKF v
Cookie EShXUIYCGOMbDQ4FXEcXREn%2F BTzB xkKhubihrE%28H%2Bps3nsLiPEdCs0LgREf1%2F %2B6y
use=UTwiPCxqe3FjcC420ThOpWtSUF Ywbma9amlzhGOwl3MeHxkd Z1iZx QMWEF DXIBEdUUCCgAl 3%2B%2F apJ3XnnkjNPONnRjpPD7 lilIkNTKOBUQ%2B8uCa7 g90EB 00 %30%30;
dO1EE3WUIFWWTVoATEABIREP3Z2CmY gPTYERQ0FSUUaRsL2Zn Y nYhCRMTGROP QCCHKFIv expires=Wed, 04-Nov-2020 08:34:58 GMT

EShXUIY CGAMbDQ4FXEcXRE0%2FBETzBxKhubfrB%2BH%2Bps3nsLiPEdCs0LgREf1 %2F %2B6y3 Content-Length: 1188
%ZB%ZFapJBXnJnhjl\lF‘ﬁjI\lnijF‘DT\l\II\II\I\ITI\EIBuQ%ZEBUCSquSOEBQQ%SD%SD

Upgrade-Insecure-Requests: 1 <html=

X-Forwarded-For: 127.0.0.1 <head>

¥-Criginating-1P: 127 .0.0.1 <title>¥I#f</itle>

¥-Remote-IP: 127.0.0.1 <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
¥-Remote-Addr 127.0.01 <script type="text/javascript" sre="js/script.js"></script>

<script type="text/javascript” src="js/md5.js"></script>
<script type="text/javascript" sre="js/baseBd s"></script>
</head>
style="background:url{image/3.jpg);width:800px; height:800px; horder-style: solid; border-left-width:

-
v 2px;float:left"><div style="float: right"><div><a style="font-size:50px;margin-right: 20px"

0 matches @ uJ u u Type a search term 0 matche:

@ w uu Type a

LR, BATH LS —pythoniii A, HzhIGAE 2R B Ksetcookie B Hiki H Ciicookie, RERIE, HERET —T, wskHER
1000004R ¥, AT EMI10001k, 58—k, HLZ5000%>, FELHTEEAN/NTELARIH.

RAVISERR, RIEEE T htmilEARS, BRI AT LK, (EA3N s,

16/wulin.php?action=map

<html>
<head>

<titlex[#l</title>

M mcancaTirma" oontentsNrews el sharasssITTEo SN S

<script type="text/javascript" src="js/script.js"></script>
<soript type="tsxt/Jjavascript" sro="jisz/md5.iz"></=scoript>
<script type="text/javascript" src="js/baseét.js"></script>

< /B
<body>

HEmd TscriptjsfE RIMA LR HZR, RGN EERZHT 1 E Bunicode, ERLLTZER

view-source:http://123

“B/6opng”l, 40000 3070 falert CURERMEMEITM TEEE, B NERESTERS, 1250 — TR A "ma5(e)+7} )}, 50000}, [1, 28,7 |
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https://www.html.cn/tool/js_beautify/

function getCookie(cname) {#TFHEFFH —NERuserifeiiti
var name = cname + "=";#name = "user="
var ca = document.cookie.split(';");#LU 5 /#cookie, lildEca?sE+
for (var i = @; i < ca.length; i++) {#F —A-cookiei#fT—KFforfE
var ¢ = calil.trim();#trim@F$ K %45, #H#E— T cookie LT {Ec T &
if (c.indexOf(name) == @) # MZHc (cHEZNFcookie) FEHFZFFEname (uname L2 F/FEMS user=") , HE#Z
F1FE uname="HRFI, W4 g=K[E0
return c.substring(name.length, c.length)
# c.length(#cookie FIK/E) name BIKE HF1F5 "user="F1KE
# 1B[Elcookie EEE R LIEHINZE
b
return "" #ZWEFEE
Y XS R cooR e Fuser B E FHI 2

function decode_create(temp) {#tempyurlf#fid)sKicookie
var base = new Base64();#:L/ftbase64 Zlpase A&
var result = base.decode(temp);# base64f#iGtemp & (temp #cookie)
var result3 = "";
for (i = @; i < result.length; i++) {
var num = result[i].charCodeAt();#&/EF7#4 Unicode %if4
num = num A i;#// 75
num = num - ((i % 10) + 2);
result3 += String.fromCharCode(num)#/ Unicode Zji35 % —1-F7F
b

return result3

function ertqwe() {
var temp_name = "user"”;
var temp = getCookie(temp_name);##Hcookie Fuser & 1] A7
temp = decodeURIComponent(temp);#/fcookie urlfFid, HFI{EZtemp ZE
var mingwen = decode_create(temp);#f£Adecode_create, Zid—RKNEjEEFIRELSmingwen ZE, X EHKHITHLFEEE FIEHFE
BTHS B VHE
var ca = mingwen.split(';');#&&, LI#5#), lifEca?E+
var key = "";
for (i = @; i < ca.length; i++) {
if (-1 < ca[i].indexOf("flag")) {
key = cali + 1].split(":")[2]

}
key = key.replace('"", "").replace('"', "");
document.write('<img id="attack-1" src="image/1-1.jpg">");
setTimeout (function () {
document.getElementById("attack-1").src = "image/1-2.7jpg"
}, 1000);
setTimeout (function () {
document.getElementById("attack-1").src = "image/1-3.jpg"
}, 2000);
setTimeout (function () {
document.getElementById("attack-1").src = "image/1-4.7jpg"
}, 3000);
setTimeout(function () {
document.getElementById("attack-1").src = "image/6.png"
}, 4000);
setTimeout (function () {
alert("REFHUSKMEITN T LR, EAMERESTERRE, RZKX—TE!flag{" + md5(key) + "}")
}, 5000)



ertqwe() HEH, mingwenBEIRIWMEIM A A

#IRCHE

var mingwen = decode_create(temp);

L4 Hrtemp AT E T ficookie, ¥ B CHicookie A F|decode_create()E T 4T, FKBUTHE

0:5:\"human\":10:{s:8:\"xueliang\";i:758;s:5:\"neili\";i:758;s:5:\"1idao\";i:61;s:6:\"dingli\";i:60;s:7:\"waigon
g\";1i:0;s:7:\"neigong\";1:0;s:7:\"jingyan\";1:0;s:6:\"yelian\";i:0;s:5:\"money\";i:0;s:4:\"flag\";s:1:\"0\";}

»
«

»
«
»
&«

temp = decodeURIComponent(temp);

"UTw7PCxge 3F jcC420ThOFWtSUFYwbmIgaml zbEewI 3MeHRkcZ 111 7x0MWE FDX LEEULOCOB Td816B34WU]1 FWWTVOATEABHVSP3Z2CmYgPTY 5P j98F SUUAGI fL2ZnYnYhCRMTEROPOCCHKFIVES
hXULYCEOMBDQ4AF XECKRED/ BTZBXKbUETbrB+H+ps3nsLrPedCsBLEREF 1/ +6y 3+/apI3XnInk JNPFENNRpPD7pi 2z faMi Dt/ XkP/B+1 20 SwTggUE="

var mingwen = decode_create(temp);
undefined
mingwen

"orsiy"humanh 1@ {s:8:\"xueliangh";1:758;5:5:\"nelli\ ;1758 5:5:\"1idac\" ;161 ;56\ "dingli\"; i 6057\ "waigong\" ;18557\ "neigong\ " iey 507
Wiingyanh";i:e;sie:\"yelian\";i:@;s5:5:\ "money\ i@ s 40\ Flagh s ey 1"

RJE AR & R T e

hitps://blog.csdn.netfweixin_41924764

Hrcookie U NIIA L, KIAZK.

»
«

»

mingwen [ .

& NERNIN S EEREIEE, WEIRI2008
"0:58:%"human\":18:{s5:8:\"xueliang\";1:948;5:5:\ " neili\";1:516;5:5:\"1idaoh";1:57;5:6: 4\ "dingli\";1:73;5:7:\"walgong\";1:8;5:7:\"neigongh";1:8;5:7:
\'jingyan\';:'L:B;s:5:\'yelian\';i:e;s:s:\"muney\:4:\"-Flag\"_;s:1:\'e\';}" vl
"0:5:\"human\":1@:{5:8:\"xueliang\";i:758;5:5:\"neili\";i:758;5:5:\"1idao"\" ;116135 :ggl ivt'iirels: 7\ " waigongh";i:e;s:7:\"neigongh";ize; s 7 EU
\"iingyan\";i:e;sie:\ yelian\";ire;sisr\"money\1:@;s:p\ flag\ i1\ en ;)" li% cookie

PIEM R RZ, Hcookie, ERATLLER, FZFEWRME
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% var temp_name = "user”;
undefined

% var temp = getcookie(temp_name);
undefined

» ‘temp - decodeURIComponent(temp);

"UTWFPCxqe3F jCC420ThOTHESUF bGewI3MeHBSUZ11:
/8p33XnInkINPFENNRIPPDTPIZ2f aMIIDCKE/ XkP/ B+ 1205V TOgUE="

1BEQUUOCEACS \TEAAXFSP3Z2CnYEPTYSPI98FSULAGUFLIZNYNYhCRMTGROPOCCHKF IVEShXU1YCGQMDDQAF XECKRED/ BT 28XKbUGTbra+H+psInSLrPEdCsALEREFI1/ +6y3+

”»
€
»
€
»

Var Bese = new Boseea();
undefined
var result = base.decode(temp);
undefined

result

& "<, 3{acp. }jisimess b’ £YbEg\ U1\ LBBBCXAC"_\UBBBILE \LBBRE
( =633 Et\uBBlS%\uB?ltme\uwlf{f;b:‘r}uw{ﬂiuwg\uwl}\:&iu\uwlﬂum@' \ueea7 (R/\ueell(WRV\ueBe2\uee19\ueene3 \uealb\uBRRe \UBBRS | \G\LBR17D] 2 \ueees <A | 108 \ueee7ap T o2 1én-0 \uealliiedyi2Riln\ueeads:\ueeac \ueasad \ueesciiolii\ueese \ueaaaiiiueaasdia
ugesc\uaa! ) d -
3 var temp = base.encode(result)
€ undefined
tem
& "UTWIPCXGE3FjCC: U1 BHMGSV FUppC 23 tMC] VmCUDFhBQ15+ dnegd+F13RVIK: dBUIFGh1HYImZ22 10k XEOV1 p: DI 2OPWSDCrMOQWrERWZHDUMOIWT
/DrsKywSs /Dr280awq TCncOXwpz CmcOkwoz DK B0 WS DDMCORWO7CKBODWE 7CMMOZ w4 3Dt SKMw0§ CKMOC W4 bDNBOXWPDDVEOBW? §C CKCWEbDtMOqWOF B™
» |
18— 5E Rbaseb4 jsh o] i :
RIS FEHFAR3F M, encodeil T _utf8_encode
{Hdecode 3 A _utf8_encode
ThiS.Snco4s S roncoIon :J.npﬁ} i
yar outoug = e I
wvar chrl, chr2, chr3, encl, encZ, enc3, enc4;
yar i = 0Oz
I input = _utf&_encode (input); I
e T p—
chrl = input.charCodelt (i++4):
chr2 = input.charCodedt (i++)
chr3 = input.charCodelt (i++4):
encl = chrl >»> 2;
encZ2 = [((chrl & 3) << 4) | (chrZ >> 4):
enc3 = ((chr2 & 15) << 2) | (chr3 >> &);
encd = chr3 & &3;
if (isNaM({chr2)) {
enc3 = encd = &4;
Y else if (isNaMN{chr3)) {
encd = &4;
}
output = output +
_keyStr.charic(encl) + _keyStr.charlAc (enci) +
_keyS5tr.charit (enc3) + _keyStr.charldt (encd);
}

return output:’

public method for decoding

I this.decode = function (input) { I

var chrl, chr2, chr3:;

wvar encl, enc2, enc3, encd;

var 1 = 0:

input = input.replace (f["L-Za-z0-3\+"/\=1/qg, "");

while (i < input.length) {
encl = key5tr.indexOf (input.charlt (i++));
encZ = keyS5tr.indexOf (input.chardt (i++));
enc3 = key5tr.indexOf (input.charlt (i++));
encd = keyStr.indexOf (input.chardt (i++));
chrl = (encl << 2} | (enc2 >> 4);
chr2 = ((enc2 & 15) << 4) | (enc3 >> 2):
chr3 = ((enc3 & 3) << &) | encd;
output = output + String.fromCharCode (chrl):
if (enc3 !'= &64) {

output = output + String.fromCharCode (chrl):
}
if (encd4 !'= &64) {
output = output + String.fromCharCode (chr3):

}

Jfoutput = wutf8 decode (output):

et rn f‘l'l']"'!');"' —

HRERATERERencodeH 1 input

//1.html
<script>

_utf8_encode(input); BRI R BISC RN, BATKbase64 5 i B A #4791 -



function Base64() {

// private property
_keyStr = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/=";

// public method for encoding
this.encode = function (input) {
var output = "";
var chrl, chr2, chr3, encl, enc2, enc3, enc4;
var i = 0;
//input = _utf8 encode(input); (JEREHIXAIEHE )
while (i < input.length) {
chrl = input.charCodeAt(i++);
chr2 = input.charCodeAt(i++);
chr3 = input.charCodeAt(i++);
encl = chrl >> 2;
enc2 = ((chrl & 3) << 4) | (chr2 >> 4);
enc3 = ((chr2 & 15) << 2) | (chr3 >> 6);
enc4 = chr3 & 63;
if (isNaN(chr2)) {
enc3 = encd4 = 64;
} else if (isNaN(chr3)) {
enc4 = 64;
¥
output = output +
_keyStr.charAt(encl) + _keyStr.charAt(enc2) +
_keyStr.charAt(enc3) + _keyStr.charAt(encd);
¥

return output;

}

// public method for decoding
this.decode = function (input) {
var output = "";
var chrl, chr2, chr3;
var encl, enc2, enc3, enc4;
var i = 0;
input = input.replace(/[*A-Za-z0-9\+\/\=]/g, "");
while (i < input.length) {
encl = _keyStr.indexOf(input.charAt(i++));
enc2 = _keyStr.indexOf(input.charAt(i++));
enc3 = _keyStr.indexOf(input.charAt(i++));
encd = _keyStr.indexOf(input.charAt(i++));
chrl = (encl << 2) | (enc2 >> 4);
chr2 = ((enc2 & 15) << 4) | (enc3 >> 2);
chr3 = ((enc3 & 3) << 6) | enc4;
output = output + String.fromCharCode(chrl);
if (enc3 !'= 64) {
output = output + String.fromCharCode(chr2);
}
if (enc4 != 64) {
output = output + String.fromCharCode(chr3);
}
}
//output = _utf8 decode(output);
return output;

}



// private metnod jor UIF-¥ encoding
_utf8 encode = function (string) {
string = string.replace(/\r\n/g,"\n");
var utftext = "";
for (var n = 0; n < string.length; n++) {
var ¢ = string.charCodeAt(n);
if (c < 128) {
utftext += String.fromCharCode(c);
} else if((c > 127) && (c < 2048)) {
utftext += String.fromCharCode((c >> 6) | 192);
utftext += String.fromCharCode((c & 63) | 128);
} else {
utftext += String.fromCharCode((c >> 12) | 224);
utftext += String.fromCharCode(((c >> 6) & 63) | 128);
utftext += String.fromCharCode((c & 63) | 128);
¥

¥

return utftext;

}

// private method for UTF-8 decoding
_utf8 _decode = function (utftext) {
var string = "";

var i = 9;

var ¢ = cl = ¢c2 = 0;

while ( i < utftext.length ) {

¢ = utftext.charCodeAt(i);

if (c < 128) {
string += String.fromCharCode(c);
i++;

} else if((c > 191) && (c < 224)) {
c2 = utftext.charCodeAt(i+1);
string += String.fromCharCode(((c & 31) << 6) | (c2 & 63));
i+= 2;

} else {
c2 = utftext.charCodeAt(i+1);
c3 = utftext.charCodeAt(i+2);
string += String.fromCharCode(((c & 15) << 12) | ((c2 & 63) << 6) | (c3 & 63));
i+= 3;

}

}
return string;
}
}

// KB jcookie

var temp = "UTw7PCxqe3FjcC420ThOjWtSUFYwbm99amlzbGOwI3MeHBsUZ11iZxQMWEFDX18EdUUOCEACdO16B34WULFWNTVOATEAAXF5P3Z2
CmYgPTY5Pj90FSUUaGUfL2ZnYnYhCRMTGRQPQCcHKFIVEShXU1YCGQMbDQ4FXEcXREo/BTzBxKbu6fbrB+H+ps3nsLrP6dCsOLgR8fj1/+6y3+/a
pJ3XnInkjNPFfONnRjpPD7pjzzfaMiIDcxt/XkP/B+I2C5vTqgUE=";

/) HEATIE, FKRH X

var base = new Base64();

var result = base.decode(temp);

var result3 = "";

for (i = @; i < result.length; i++) {
var num = result[i].charCodeAt();
num = num * ij;

num = num - ((i % 10) + 2);



result3 += String.fromCharCode(num

document.write("JE#IZ: "+result3+'<br/>"

document.write('<br/>"

// B2

var result3 = '0:5:"human":10:{s:8:"xueliang";i:830;s:5:"neili";i:602;s:5:"1lidao";i:95;s:6:"dingli";i:63;s:7:"wa
igong";i:0;s:7:"neigong";i:0;s:7:"jingyan";i:0;s:6:"yelian";i:0;s:5:"money";1:200000;s:4:"flag";s:1:"0";}"'

// RFitGFHEcookie
var result = ""
for (i = 0;i<result3.length;i++
num = result3[i].charCodeAt
num = num + ((i % 10) + 2
num = num * i
result += String.fromCharCode(num

var temp= base.encode(result

// #icookie#iTurl 4it5

temp = encodeURIComponent (temp
document.write("cookie:"+temp+"</br>"
</script>

R 4aH5 J5 ) cookie £t F 3 8% b,

UTw7PCxge3FjcC420ThOjWtSUFYwbm99amlzbGOwI3MeHBsUZ11iZxQMWEFDX18EdUUOCEACdO16B34WULFWWTVOATEAAXF5P3Z2CmYgPTY5Pj90
FSUUaGUfL2ZnYnYhCRMTGRQPQCcHKFIVEShXU1YCGQMbDQ4FXECcXRE0%2FBTzBxKbu6fbrB%2BH%2Bps3nsLrP6dCsOLgR8Tj1%2F%2B6y3%2B%2
FapJ3XnJnkjNPfONnRjpPD7paliliIhovBiIL4kNTK@dea%2F7mC%2B4bu%2FOr1SQ%3D%3D

JREA: O:5:"human®:10:
{s:8:"xueliang”;i:830;s:5:"neili*;i:602;5:5:"lidac";i:95;s:6:"dingli";i:63;5:7:"waigong";i:0;s:7:" neigong ";i:0;s:7:"jingyan”;i:0;s:6:"yelian ";i:0;s:5:"maoney";i:0;s:4:"flag";s:1:"0";}

cookie:UTw7PCxqe3FjcC420ThOjWtSUFYwbm99amlzbGOwl3MeHBsUZ 1liZxQMWEFDXISEdUUOCgACO16B34WUIFWWTVOoATEAAXF5P3Z2CmYgPTYS5Pj90FSU UaGL‘
%2F%2B6y3%2B%2Fap)3XninkjNPfONNRjpPD7palililhovBilL4kNTKOdea%2F7mC%2B4bu%2FOr15Q%30D%3D

HERHBIEAT cookie, BLATLAF BIRANIAEF20WIRA T, KT
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