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2018 AFCTF Morse
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2018 HEBTUCTF #: & & XA
HHEZEBHFEFEHAFEEHFEFEERMETFEEHEHAEEREGEREAEFEAERELSH
FRAIEAERERWIEE A EAEHHAEREEBMEAEAEAERGEERAEAEERAEAERE
FIRER A IEA EAERERRIERNE A IEE HAEFEA EBAEMIEEGREEAERE B hikriElE
AN

XRMS T UHmG, BB TE: hitps:/atool.vip/corevalue/

T2 E AN EN iSRS

I TEE MR OHHER: %ﬁﬁﬁﬂﬂﬁ#ﬂi‘%‘% BFEAIELDaEERRERES!

HEBTUCTFejvovdasfjfvmrfmsdemaxj}

CSDN @darneow

Ook!

X ROokiY. fif# T B . Brainfuck/Ook! Obfuscation/Encoding [splitbrain.org]


https://atool.vip/corevalue/
https://www.splitbrain.org/services/ook

All the hard work (like actually understanding how those languages work) was done by Daniel Lorch

and his Brainfuck interpreter in PHP

flag{1c470£09af4c86b7)

Text to Ook! || Text to short Ook! | | Ook! to Text
Text to Brainfuck | [ Brainfuck to Text |

CSDN @dameow

A 2

=R I R

fa {660ch679d7866ffalg7d27e041cfbdl8ed}

S 2
lag{76d6207ceb064719cdf7b8d6168fefda

CSDN @darneow

M= i base
4C4A5645455232524B3533544B544C4C4A5A5545324D434749564E48553344474A564548495A53524E595¢
4 m | 3

7163, L163H % FFE, Hbase32.

B =3

4C4A5645455230524B3533544B544C4C4A5A5545324D434749564E48553344474A564548495A53524E595944323D3D3D

LIVEER2RKS53TKTLLJZUEZMCGIVNHU3DGJVEHIZSRNYYD2===
CSDN @dameow

base32f#iL 5 base64 .



Base324mfEfFAS

LJVEERZRES3TKTLL JZUE2MCGIVNHU3DGJVEHIZSRNYYD2===

ZBGQWw5MkNhMOFEZzIfMHtfQn0=

CSDN @darneoy

base64 RIS 5= B HT .

Baseb644mf34517

Z iBGQWwOMkNhMOFEZz 1 fMHt fQn0=

e || g | OmmAuTE- 855k

==t
/ ~
‘

fOFA192Ca3ADg9_0{ B}
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BB, FHN5, Hag.
’ =22 RN

fOFA192Ca34Dg9_01{_B}

eSS

flag{0939 F2A BACDO}

CSDN @darmeoy



easy_base
B WS 52 AR*40, HELY, baselnZ 740K,
fi# % : BASEGAINEAE M EAORBARIBA.

Qmsemﬂu@ Rz

BRI RIS ERBIA T X,
flag{S0_many_Bas3}

BASE64 2% BASE64f#F

CSDN @darnzow

2018 HEBTUCTF Sudoku&Viginere
R, A R RS B 4 5 JB B RD


https://base64.supfree.net/

ﬁéﬂl’ ﬁ/’i\:y% Wﬂtﬁ; 1;3;Me;r;tyyy_ ©
After solving Sudoku, you will find Viginere's secret:45 34 57 74 15 35 26 86 47 39 .

o PR
wolarmeow

BOmB R A BT FTEATES, R PR ME— .

R T HENEFGERE, FAEFRENEY, N2 THER -7, SERAFE. W
A5%5 11, 447551, CAMLSEHE... .43 2015_1t_3ady.

x#iflag, HAZE M EHEBTUCTF{}, R H&ZUH.
CRC32 BOOM!
a7 =M=

T | C:\Users\nOr1and3r\Desktop\CRC32_BOOM (1).zip\

& EREEFN EHRE BIEZAE =R 8 Bt = R CRC &#

= 18 2019-04-1122:46 2019-03-2417:17 2019-04-11 22:46 A + 8E234AE0 ZipCrypto Store
= 2.1xt 18 2019-04-1122:45 2019-03-2417:17 2019-04-11 22:45 A + 8115A277 ZipCrypto Store
|=] flag.jpg 80 2019-03-27 23:56 2019-03-2417:21 2019-04-11 22:36 A + 26834817 ZipCrypto Deflate

CSDN @dameow

B A1 xR 2.t Eb /s, BT BURE . flag.jpofli vh 2 F ARk R ) cre32 8 £ B E .

BEIA: https:/github.com/theonlypwner/crc32


https://github.com/theonlypwner/crc32

CSDN @dameow

REBWHRNEXMFNE, HFAREHBIFEN.
TR RB S RETHE, HIESURflag. jpgf 74t .

dic=[]

k ((len(t1)+len(t2))):
iint1:
jint2:

dic.append(i+j)

k ((len(t1)+len(t2))):
iint2:
jint1:
dic.append(i+j)
(dic)

(‘dic.txt','w') as f:
i indic:

f.write(i+'\n")



(( (t1)+ (t
tl:
i E2E

dic.append(i+j)

(( (t1)+ (t2
25
j| tl:
dic.append(i+j)

(dic)

IL

1 dic:

f.write(i+ A
ameow

SR JE 8 Farchprés T B b7 Z LB 8%, Bi& ziperello.



) ARCHPR 4.54 - 0% — X | @ &
_“-““-*HFu E((R) #=EI(H)

ﬁﬁ@%@dﬁ

TR R ML BN AR M XF OBt =
DIEER) ZIPRAR JACE/ARD 3T1+ oG a3l
“mrlandBr'Desktop'u,CRC32_BOOM (1).zip ] = v 43

E KE FR AN Sttt @R S6

FHEIR
=S O4-EREhik=!
C:\Users\nOr 1and3r\De Advanced Archive Password Recovery $fiHER:
BRe=iL SHO% 231
SRS Bl St =
BN OEM RS | ——
o LIGREOS A 23,100
o EMHROS bugku_newctf
2021/11/17 11:26:09 -] |T75#HBOL 62 75 67 6b 75 5f 6e 65 77 63 74 66
2021/11/17 11:26:09 - |
2021/11/17 11:26:09 - | -t vV &E
HEa%: bugku_newctr FTARE: 28,875 pfs T b
2 ARt iE: RlFAiE:
FHRBEFTHT. g 2105 sn
0%

ESBR-@dameoy
ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd. SE-@epmeow

EARE 1R Kflag jpoit 163t H TR F Flflag, XAME A MTHRIEIRH.

00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF X EXZ&E

FF D8 FF EO 00 10 4A 46 49 46 00 01 01 Ol 00 48 ¢@¥a..JFIF..... 2

00 48 00 00 FF DB 00 43 00 OE OA 0B OC 0B 0% OE .H..90.C........

OC 0B OC 10 OF OE 11 15 23 17 15 13 13 15 2B IF  ........ £..... +
T

21 [66 6C €1 67 7B 43 72 63 72 63 72 63 72 63 5§ !
3 32 5F 42 4F 4F 4D 70

CSDN @dameow

AR
ujn njkm ijnmhijk fgtrdcv tgvgy njkm hjuygbn ijnmhijk

SEhr b, MRAEES L, RBEXANFRR, SHMERN—ANRIE, F—DunRli, nkmZtkin, E=4
RLRIt, —kEHE, &5 £Internet.

B =sEssessEs ot-io=t

T EEE) BERO) ZB(Y) BEH)
ujn njkm ijnmhjk fgtrdcv tgvgy njkm hjuygbn ijnmhjk

1825 ctfil nte|rnet}

CSDN @darneow

i 1% FIRSA
S THA, flag.encZINE G %S, public.key & A8 304



~  ER & E5A
| flag.enc 2018/4/15 15:52
| public.key 2018/4/15 15:40

HATHRANMET c, n, e. nfled] LA B K.
BT yafuIEO

—batchfile

Bl = kg, p, n=g*p.

BT RFBERAHAL. &iEe, niiALARd,

d = gmpyZ2.invert(e,(g-1)*(p-1))

FXEBMMETN, e, d,q,p,c EXcHRDbase64NZE TME)

FRiX Epow (¢, d, n) BIATLAHSKR T, {HRc Mn KE—H, B3 B mAlE 302 (8] oAl L 40 2 0<c<n-1, BT
PUIX B R B o AT A kK, A RRRET, TTPKCS1_OAEPXANFEW Llpadding, #E#H .

A



import base64
from Crypto.Cipher import PKCS1_OAEP
from Crypto.PublicKey import RSA

import gmpy2

#BENAXAE, Rn, e. WA LMEHopenssl: openssl rsa -pubin -text -modulus -in pubkey.pem
f = open('C:\\Users\\nOr1and3r\Desktop\\RSA\\public.key','rb").read()

pub = RSA.importKey(f)

n=pub.n

e =pub.e

# KRR, yaful B

p = 3133337

q =
254783260649374192922001721363994977190818429145282283164559062116931183219713999360047291348:-
T ¢

# 2 BIFHAd

d = gmpy2.invert(e,(q-1)*(p-1))

key_info = RSA.construct((n,e,int(d),p,q))
key = RSA.importKey(key_info.exportKey())
key = PKCS1_OAEP.new(key)

# B

f1 = open('C:\\Users\\nOr1and3r\\Desktop\\RSA\\flag.enc','rb").read()
C = base64.b64decode(f1)

flag = key.decrypt(C)

print(flag)

D:\Applications\python38\python3.exe D:/Codes/python/test.py
b'afctf{R54_|5_%$0_B@rin%}'

Process finished w%th exit code @

small_RSA
BT — AN



# -*- coding: utf-8 -*-

from Crypto.PublicKey import RSA
import libnum

import uuid

flag = "flag{F*+rrrrrrrenn

rsa = RSA.generate(4096,e=3)
p =rsa.p

d=rsad

e =rsa.e

N =rsa.n

m = libnum.s2n(flag)

c =pow(m, e, N)

print "[+]c:",c

print "[+]N:",N

[+e:
344246784248256132370323757453790755403533762276297110321055748005034935987304162433626178273°

' 1 | r

[+]N:
691316677109436623113422493782665795857921917893759942123087462879884062720557906429183155859!

4 UL 2

AREH, ATMEASH, KEHn, FXc, MEHRHe. NEX=ASHERAREERE I ML), BN
m = cd (mod n)

AiEFAEHd, d=gmpy2.invert(e, $(n)), {ERBRHEE $ (n) = (g-1)*(p-1), EiXEH5Mn, HLEKRK
T, 409601 % Bl R R4 .

PINSBAE Te=31R/, 7 LMEInE fia $ik .

RYE I Fc =me mod n, HZHTFTm3+k*n=c, KEUEH. FURTRBXANKERT. FOAHEHERS, HEIK,
A CAE AT THRL TS R A, R — kel 6553745, MiRA A THHETERE T .

B A



from Crypto.Util.number import *
import gmpy2

n=
691316677109436623113422493782665795857921917893759942123087462879884062720557906429183155859!
e=3

flag =0

c=
344246784248256132370323757453790755403533762276297110321055748005034935987304162433626178273
for i in range(200000000):

if gmpyz2.iroot(c + n*i, 3)[1] == 1:

XANRBR TR T, gmpy2.root (xn) , xHKInKITHR.

REME[OIR TR, [ R1E.

Ga = gmpy2.iroot(4,2), MR [EI{Ea[0]=2,a[1]1=TRUE.

flag = gmpy2.iroot(c + n * i, 3)[0]

print(i, flag)

print(long_to_bytes(flag))

break
o L1 F

b'flag{

Process finished with exit code ©

ameow
XERBI=0, EPk=0fI1EHL.

R K24 M & B AR K3 -baby

A b —fismall_RSA & [F—8, i,

easy rsa

ST REHN, e, MEHEHe.

BEERIRE, LEno#E, BEWRA KR Hgp.

T E.: factordb.com

C A &2 | www.factordb.com

Search Sequences Report results Factor tables Status Downloads

2049942148331983763282900566524495360481663109413148209159973824245246185967078932709858742965 ‘ ‘ Factorizel |

Result:
status (2) digits number
FF 617 (show) 204994214807 .517> = 138149558117 . 309> - 1483857187..71 309>

CSDN @dameow


http://www.factordb.com/index.php

BT qQpEtiF T . BA:

import gmpy2

d = gmpy2.invert(e,(q-1)*(p-1))
m = pow(c,d,n)

import libnum
print(libnum.n2s(m))

flag{Eeeasy RSA!}

rsass

B R, 89 Npassword.

H zZiperello

f(\ z: erello

ap password recovery ool

HAIEDRE
HEES
HAEEE

#iEATiE: 00:00:03

14:42:32: %S “password"fHj8: 0s

Ziperello ver. 2.1 | kEflFr& (C) 2008 FDRLab
B PO SO
? rsa O
A g h ety sem o
- o) flagl.enc 2018/8/24 16:26 ENC 3545 1 KB
» o) flag2.enc 2018/8/24 16:26 ENC 3245 1 KB
« pubkey1.pem 2018/8/24 16:26 PEM 2% 1 KB

’ «] pubkey2.pem 2018/8/24 16:26 PEM 2% 1 KB
*

S

% Mpubkey1.pemsBn, eiRikE -

ESbfr@darmeow—

2 #EE "rsa"

CSDMN @darneow




— ) 1l rsa
RSA Public-Key:
Modulus:
PD:B89:89:23:968:98:84:56:b3:fe:f4:ab:ad:
3c:99:57:7f:80:78:04:8d:e5:43:6b:ef:c3:
8C:94:95:89:12: b H b H 5 B HT
bb:8d:e3:6c:2c:39:6a:84:ef:dc:5d:3B:25:
al:a3:f3:b6:e9:75:02:d2:e3:1c:84:93:30:
c9:52:57:a1:49:a9:7f:59:54:ea:18:93:41:
dc:dd:4e:95:0f:ff:74:e3:0b:be:62:28:76:
:c8:ed:f4:ad:97:15:d@:5b:56:@4:aa:81:
:7d:9a:c4:6b:d6:b5:f3:22:b2:b5:72:8b:
t43:25:a8:ef:cc:le:7c:84:ea:7e:5cC:e3:
f@:4f:94:34:31:d9:95:4b:d7:ae:2c:7d:
:b3:5f:8a:2d:4a:5e:fb:e7:37:25:7b:f9:
:66:b1:5a:ff:23:3f:c7:7b:55:8a:48:7d:
be:2b:92:3d:a9:c5:eb:46:78:8c:05:03:
:pa:5e:d8:2d:5c:1b:2a:eb:Be:45:be:es:
124:81:db:25:68:23a:82:9e:ea:c8:7d:20:
:f5:ee:6f:Pb:e3:81:92:ab:28:39:63:5F:
=17
Exponent: 2333 (©x91d)
Modulus=8989A398988456B3FEF4AGADSEDF3C99577F8978048DES436BEFC30DSDBC94958912AA526FF333B66857306EBBS
DE36C2C396A84EFDC5D382502DAAIAIF3B6EST502D2E31CE849330F5B4CA5257A149A97F5954EAFB9341147ADCDDLESSBFFF
T74E3OBBEG22876B42EEACBEDFAADST15D@5B560LAAB1TOL2L4CTDOACAGBD6BSF322B2B5728BA1487A4A25ABEFCCIETCBAEAT
ESCE3E@1703FR4FO94A431D9954BDTAE2ZCTDDEEEBTI9B35F8AZDLASEFBEY37257BF99BD9EEGOBLSAFF233FCT7ESD8A48TDASOS
2FBE2B923DA9CSEB4ET7BEBCO50336B7E3IBASEDB2D5C1EB2ZAEBOELASBEE4DSCBET2481DB2568AAB29EEACE7TD201ASABFFSEEGFO

BE3B192AB2839635F6CE64217 _
A CSPMN-@dameow

WL LIiE, el ey

FHH5R F2048bit.

e=2333, n=
1736252012414973605929160571783981408943126183397240817576650489487609127202119737448021

4 (L 2

& & pubkey2.pem.

— i} L rsa pubkey?.pem
RSA Public-Key: (2048 bit)
Modulus:

P0:89:89:a23:98:98:84:56:b3:fe:f4:a6:ad:86:df:

3C:99:57:7f:89:78:04:8d:e5:43:6b:ef:c3:0d:8d:

8c:94:95:89:12:aa:52:6f:f3:33:b6:68:57:30:6e:

bb:8d:e3:6c:2c:39:6a:84:ef:dc:5d:38:25:02:da:

al:a3:f3:bb:e9:75:02:d2:e3:1C:84:93:30:15:b4:

€9:52:57:31:49:a9:7f:59:54:ea:fB8:93:41:14:7a:

do:dd:b4e:95:0F:ff:74:e3:0b:be:62:28:76:b4:2e:

ea:cB8:6d:f4:ad:97:15:d@:5b:56:04:3a:81:79:42:

fe:7d:%9a:chd:6b:d6:b5:F¥3:22:b2:b5:72:8b:al:48:

7B:43:25:38:ef:cc:le:7c:8B4:eazTe:5c:e3:eB@:17:

@3:f@:4f:94:24:31:d9:95:4b:d7:ae:2¢:7d:d6:e8:

79:b3:5f:8a:2d:4a:5e:fb:e7:37:25:7b:f9:9b:d9:

ee:66:bl:5a:ff:23:3f:c7:7b:55:8a:48:7d:a5:95:

2f:be:2b:92:3d:a9:c5:eb:46:78:8c:05:03:36:b7:

ej:6a:5e:d8:2d:5c:1b:2a:eb:@e:45:be:e4:B5:cb:

e7:24:81:db:25:68:33:82:9e:ea:cB:7d:20:1a:5a:

8f:f5:ee:6f:0b:e3:81:92:ab:28:39:63:5f:6C:66:

433
Exponent: 23333 (0x5b25)
Modulus=8989A398088456B3FEF4AGADSE6DF3C99577F8978048DE5436BEFC3MD8D8CI4958912AA526FF333B66857306EBBSDE36C2C396A84EFD
C5D382502DAAIAIF3B6E97502D2E31CB49330F5B4C95257A149A97F5954EAFB9341147ADCDDAESS@FFF74E3OBBEG22876B42EEACBBDF4AD9T1S
DOSBSE04AAB1T9424CTD9ACLEBDEBSF322B2B5728BA14BTR4A25ABEFCCIETCB4EATESCEIEDLTO3FRL4F94AL431D9954BDTAE2CTDDGEETIBISFBAZ
D4ASEFBET737257BF99BD9EEGEB15AFF233FCT7BS5BA48TDAS952FEE2B923DASCSEBL4GTBEBCO50336BYE3IGASEDS2D5C1B2ZAEBRELASBEE4RSCEBET2L
B1DB2568AAB29EEACEBYD2A1ASABFFSEEGFBBE3B192AB2839635F6C664217 CSDN @dameow
L OO

PINEEEINRE — R, BT, NIz E RIS .
FIEAESCERU R, X EF NPT,




(

fl.read()

baseé4.bb4decode(cl)
libnum.s2n(cl)

(c1)|

CSDN @dameow
BEERBIREE T, AdiiXAstrings.py3cft, encode('utf-8')E .
% d.py % strings.py o RSAZEEHIE py
codecs

s2n(s):

(s):

(slencode( Jlhex() )

CSDN @dameow

SRJE T AIEHELT




Libnum

(c1)

py
7515015619551332

T A



from gmpy2 import invert

def (n,c1,c2, el, e2):
def (a,b):# RKJLEE
ifb==0:

return a, 0

else:

X,y =egcd(b, a % b)
returny, x-(a//b)*y
s =egcd(el, e2)

s1 =s[0]

s2 =s[1]

# RERTTR

ifs1<0:

s1=-s1

c1 =invert(c1, n)

elifs2 <0:

§2=-s2

c2 =invert(c2, n)

m = pow(c1, s1, n) * pow(c2, s2, n) % n
return m

n=
173625201241497360592916057178398140894312618339724081757665048948760912720211973744802155825!
e1=2333

e2=23333

with open('C:\\Users\\nOr1and3n\Desktop\\rsa\\flag1.enc','r') as f1:
c1=f1.read()

import base64

import libnum

c1 =base64.b64decode(c1)

¢1 = libnum.s2n(c1)

with open('C:\\Users\\nOr1and3r\Desktop\\rsa\\flag2.enc','r') as f1:
c2 =f1.read()

c2 = base64.b64decode(c2)

¢2 = libnum.s2n(c2)

flag = gongmo(n, c1, c2, e1, e2)
flag = hex(flag)

print(flag)
! ] r



gmpy2

gongmo(n, cl, c2

egcd(a

b ==

y = egcd(b

RSAIHEL
D:\Applicatic pyt
Bx666c61677b346230627

163 — T e 8flag, KT (BALZE K, XA T)

Et |

666¢61677b34623062346338612d383266332d346438302d393032622d3865376135373036663866657d

flag{4b0b4c8a-82f3-4d80-902b-8e74570615fe}
CSDN @dameow
[2021E 5747 \L.CTF] base%:i%

R1kzRE1RWIdHRTNET04yQ0dZWKRNTUpYRO0zZREINWIAHT TJES1JSVEANWIRFTktHR01ZVEdOUIZJWTN

< | i F

—Rbasebf#ty, —ikbase32f#iY, — X163 EH|HFZRE .
I kg
bEOveldtTDs7NzZTe3hzbSFY Sj5Sa2U6eyQ4NyVrI3FVWFUGQIs7QIVK



H 2589164

HSEHt R febaseb84w iy, Fbase914wid, Fbase644mid .

ST RABTD BRAT
Base584mi3

TF4Ebaseb8tRfly 7F4kbase58fA3, base584ES. base58#&FS. base58check

iDMb6ZMTGMptmkhxw36mak jCkyUHL3sSp4

B,  BASE58_STRING (4 FRE  utfB(unicodeR3)

CSDi-@darnsow

flag{JustUse3TimesEncode}

Ay

| J] cipher.txt - id54

MAH(F) #IEE(E) EBIU(0) E=FH(NV) EEBI(H)
ypau_kjg;"g;"ypau+

CSDN @darmeow

HERM TREAMF, BATEANEEARIFqwerfiF, &&dvorakfi)s, colemafi/f%s.
qwerfi & ddvorak A J& B s -
dic={r"":"q",

r, . w,

r.|l mwnn

e”,
"p""4",
"yt
"y

g":"u",

c""i,

r""o"

WYL



[V B

(="
el
r'<":"W-,
r">""E",
"P""R",
YT
"FY
"G""U",
"C"MIY,
"R":"O",
"L P,
e
r'+"ry,
ngtngn
AAY
"o
"O""s",
"e":"d",
"E""D",
"u":"f,
"U"'"F"

g’
IG
"d"h,
"D"HY,
"hp
"
K,
TR,
LY
s
y

'.I’"",
qr,
QX
"":"c",
e,
"K'V,
KV
XD,
"XB,
"p""n",
—
S
MM

wir,

o
;
o
.



"Whirt'<®,
VA

A i
"z,
"Z"r?",
rI,
ra"r'a’,
T
r'$"r's",
r"%"1"%",
[ A
&8,
re e,
r"(":r" "
)"y,

[ e
=",
r'{".r" ",
r"}":r"+"
s=rypau_kjg;"g;"ypau+'

foriins:
print(" ".join([key for key, value in dic.items() if value == i]),end=")

sS_ :-:] r

;s finished with exit code 0

fEthis_is_flagit A e FIMDSE #2732
2018 HEBTUCTF Simple Caesar!
UROGHPGS({f1zcyr_pnrfde_f0_fvzc1r}

BAL1 3K BLIBE RS, Blrot13.



L33 TR
UROGHPGS{f1zcyr_pnrf4e_f0_fvzc1r}

nEqE®: 13

iR

HEBTUCTF{s1mple_caes4r_s0_simp1ie}
CSDN @darngow

2018 AFCTF MagicNum

| J] where _is flag.txt - iId54

AR |EE) EI(0) EE(NV) FEEIH)
72065910510177138000000000000000.000000
71863209670811371000000.000000
18489682625412760000000000000000.000000
72723257588050687000000.000000
4674659167469766200000000.000000
19061698837499292000000000000000G00000.000000

CSDN @dameow

x
2018 HEBTUCTF easy_crypto

I #Description_of_the_game.txt - iBZ4s
EE SEE B0 =BV BEH)
Morse? | love Bacon more!

CSDN @dameow

FE—ERENBEL, %2 £baconianiE R,

E A B

5 Alphabet:
MORSE IS COOL BUT BACON IS COOLER LLJUJLJLUJLLLLLLLJLLJLLLJLLJLJLLLLJULILJLLLLLL] EesESssseat

B b

%ﬂ
i
iz

bR CSDN @darneow



B ) T AR A R AR R, ELAJBSRANBR B HHIR, 2E RidK.,

please input string to decode:

aal

sasylt is:

FLAG 1
second decode method result is:
FMAGIJTPWASETPGSEAUV

CSDN @dameow
ﬂagff%iﬁ: HEBTUCTF{YOUARESOGREAT}

2018 AFCTF Single
P, — AN INETRS, — AN G R 3.

> Single
== 2 HHA
= Cipher.txt 2018/4/9 11:08
) Encode.cpp 2018/4/9 11:08
C5DN @dameow

Jmgrida rva Lfmz (JRL) eu m ugajemf seny x| enlxdomrexn uajiderc jxoqarerexnu. Rvada mda rvdaa jxooxn  #
rcqau xl JRLu: Paxgmdyc, Mrrmjs-Yalanja mny oekay.

Paxgmdyc-urcfa JRLu vmu m jxigfa x| giaurexnu (rmusu) en dmnza x| jmrazxdeau. Lxd akmogfa, Wab,
Lxdanuej, Jdcgrx, Benmdc xd uxoarvenz afua. Ramo jmn zmen uxoa gxenru Ixd atadc uxftay rmus. Oxda
gxenru Ixd oxda jxogfejmray rmusu iuimffc. Rva nakr rmus en jvmen jmn ba xganay xnfc mlrad uxoa ramo
uxfta gdatexiu rmus. Rvan rva zmoa reoa eu xtad uio xl gxenru uvxwu cxi m JRL wenad. Lmoxiu akmogfa xI
uijv JRL eu Yaljxn JRL gimfu.

Waff, mrrmjs-yalanja eu mnxrvad enradaurenz seny x| jxogqarerexnu. Vada atadc ramo vmu xwn narwxds(xd
xnfc xna vxur) werv tifnmdmbfa uadtejau. Cxid ramo vmu reoa Ixd gmrjvenz cxid uadtejau mny yatafxgenz
akgfxeru iuimffc. Ux, rvan xdzmnehadu jxnnajru gmdrejegmnru x| jxogarerexn mny rva wmdzmoa urmdru!
Cxi uvxify gdxrajr xwn uadtejau Ixd yalanja gxenru mny vmjs xqqgxnanru Ixd mrrmjs gxenru. Veurxdejmffc

rveu eu m ledur rcga x| JRLu, atadcbxyc snxwu mbxir YAL JXN JRL - uxoarvenz fesa m Wxdfy Jig x| mff xrvad
Jxoqgarerexnu.

Oekay jxogarerexnu omc tmdc gxuuebfa Ixdomru. Er omc ba uxoarvenz fesa wmdzmoa werv ugajemf reoa
Ixd rmus-bmuay afaoanru (a.z. IJUB eJRL).

s @damanul
- . . . ; =Ll Tz 0w
JRL zmoau xlran rxiiv xn omnc xrvad muaairu x| enlxdomrexn uaiiderc: idcarxzdmave. urazx. benmdc R



F‘#include <bits/stdc++.h> &
using namespace std;
int main()
{

freopen("Plain.txt","r",stdin);

freopen("Cipher.txt","w",stdout);

map<char, char> f;

int arr[26];

for(int i=0;i<26;+ +i){

arrli]=i;

}
random_shuffle(arr,arr+26);
for(int i=0;i<26;+ +i){
fl'a'+i]="a"+arr]i];
fl'A'+i]="A'+arr]i];
t
char ch;
while((ch=getchar())!=EOF){
if(f.count(ch)){
putchar(f[ch]);
telse{
putchar(ch);

}
return O;

} CSDN @darnsow,

FERNEX, BHEMNIZBBEHSHT. quipgiup - cryptoquip and cryptogram solver

Yuipyivup, ..

quipgiup is a fast and automated cryptogram solver by Edwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are
preserved) and patristocrats (inwhi chwor dboun darie saren t).

Puzzle:

Oekay jxoqarerexnu omc tmde gxuuebfa lxdomru. Er ome ba uzoarvenz fesa wmdzmoa werv ugajemf reoa lzd rmus-bmuay afacanru (a.z. IJUB e]JRL).

JRL zmoau xlran rxijv xn omnc xrvad mugajru x1 enlzdomrexn uajiderc: jdearxzdmave, urazx, bermde mamfeuen, datadua anzanaadenz, oxbefa uajiderc mny zrvadu. Zzxy
ramou zanadnffc vmta urdinz useffu mny akgadeanja en nff rvaua euuiau.

Tuimffe, 1fmz eu uzoa urdenz x1 dmnyzo ymrm xd rakr en uzoa lzdemr. Akmogfa mljrl {¥v_I_lxiny er neja_rDel A
Clues: For example G=R QVW=THE

‘ 28 v

@ automatically selected statistics mode; you can override by using the drop down menu next to the solve button.

0 -1.702  Capture the Flag (CTF) is a special kind of information security competitions. There are three common types of CTFs: Jeopardy, Attack-Defence and mixed. Jeopardy-
style CTFs has a couple of questions (tasks) in range of categories. For example, Veb, Forensic, Crypto, Binary or something else. Team can gain some points for every
solved task., Nore points for more complicated taskes usually. The next task in chain can be opened only after some team solve previcus task. Then the zame time is over
sum of points shows you a CTF winer. Famous example of such CTF is Defcon CTF gquals. Well, attack-defence i1s another interesting kind of competitions. Here every team
has ovn network(or only one host) with vulnarable services. Tour team has time for patching your services and developing exploits usually. So, then organizers
comnects participants of competition and the wargame starts! You should protect own services for defence points and hack opponents for attack points. Historically
this is a first type of CTFs, everybody knows about DEF CON CTF - something like a World Cup of all other competitions. Mixed competitions may wary possible formats.
It may be something like wargame with special time for task-based elements (e.g. UCSB iCTF). CTF games often touch on many other aspects of information security:
cryptography, stego, binary analysis, reverse engeneering, mobile security have strong skills and experience in all these issues.
Usually, flag is some string of random data or text in some format. Example fafctf ([0 tRy}

1 -4.27%  Wepkuma kha Treg (WKT) o= e spawoer jond it ontimlekoin sawumoky wilpakokoins. Khama ema khmaa willin kypas it WETs: Faipemdy, Ekkewj-Datanwa end lovad. Faipemdy-
skyra WETs hes e wiupra it quaskoins (kesjs) on menga it wekagimoas. Tim avelpra, Bac, Timansow, Vmypki, Conemy im silakhong arsa. Kael wen geon sila pionks tim azamy

@rla
sirzad kesj. Lima piorks tim lima wilprowekad kesjs usuerry. Kha navk kesj on wheon wen ca ipanad inry etkam sila kael sirza pmazoius kesj. Khan kha gela kola os izam caan

BRRE BRI AMET
2018 AFCTF RBEF X R4 nE 4


https://quipqiup.com/

p=0x928fb6aa9d813b6c3270131818a7c54edb18e3806942b88670106¢1821e0326364194a8c49392849432
b37632f0abe3f3c52e909b939¢91c50e41a7b8cd00c67d6743b4

q=0xec301417ccdffa679a8dcc4027dd0d75baf9d441625ed8930472165717f4732884c33f25d4eebabc9aebc
44aedad039b0b72cf42cab7f80d32b74061

c=0x70c9133e1647e95c3cb99bd998a9028b5bf492929725a%9e8e6d2e277fa0f37205580b196e5f121a2e83bc
80a8204c99f5036a07c8cf6f96c420369b4161d2654a7eccbdaf583204b645e137b3bd15c5¢ce865298416fd58
31cba0d947113ed5be5426b708b89451934d11f9aed9085b48b729449e4611f0863552149b965e22b6

CSDN @dameow.

X—FHARSA HEREHKRT, BHEAEESHKag. . - -
IR, KRB
%47p 9, e Co

fRE A



p=0x928fb6aa9d813b6c3270131818a7c54edb18e3806942b88670106c1821€0326364194a8c49392849432b37632f0

g=0xec301417ccdffa679a8dcc4027dd0d75bafod441625ed8930472165717f4732884c33f25d4eebabc9aebed4aedadO:

e=0x10001

c=0x70c9133e1647e95¢3cb99bd998a9028b5bf492929725a9e8e6d2e277fa0f37205580b196e5f121a2e83bc80a8204«

p = int(p)

q =int(q)

e =int(e)

c =int(c)
fn=(q-1)"(p-1)
n=q*p

import gmpy2

d = gmpy2.invert(e,fn)
m = pow(c,d,n)

from Crypto.Util.number import *
m = long_to_bytes(m)
print(m)

< | m 3

easy_CRC

1:C4E68E3A

2:08FF301C

3:F6FBAS87

4:B85C2F9A

5:F1B73D20

6:C6F1D9D7

flag=1+2+3+4+5+6

Each serial number consists of 4 characters

CRC32/IIRMY, flaght 2 M# % J5 1234568 2K, 1R T HICRAN T, HEBE.



CSDN @dameow

B MEEAED323, EANMHABEBEHN TSR, FREHSMORHI% 7SR, WEITFH.

HIRXAN T, HEWM6ACRC, 33b3231e941045676€593266f4, B Aflag.

by bR G AR, FRITENE R —— N, BFEXREMXMNRE L, —HBREHEX.
2018 AFCTF One Secret, Two encryption

PN A, FAEC.

» IthEBEE > =E > One_Secret_Two_encryption v O 0 ##%"One Secre
= : e sem )
[ flag_encry1 2021/12/20 15:3 pogCs KB
[ flag_encry2 N 2021/12/20 15:3 pog KB
[ public1.pub 2021/12/20 15:3 PUB 3244 KB
[ public2.pub 2021/12/20 15:3 PUB 3744 KB
| EAELxt 2021/12/20 15:3 AR KB

HE(F) HRIE(E) BR(0) ME(V) FWEI(H)

— PR ATI N ATASTIR, BRES B — RN~ ~ ~
ESEanesa=lly

far M. ... A=A RERAIE?

HEN A BT IR E e, N,



CHELETEHE SESSLIED SSLTEEETE TEK

MIICIDANBgkahkiGOwOBAQEFAAOCAeOAMIICCAKCAQAma/ gXML+bivU20mTudsPZ
S NAEGSOPQ2WVSsYIATZLbJ61shW8cfohErNOTUIv+60+hXSMFddwrv27+f6akPE
qeNLELW jKaenC9103vbyYDZuLkfeoPwMIUHIuRUEU/ 1/LDOCk jk0kHNSSMuf 266
0Gc4wLD19f8sET4QMerAVF/HZTacpYYCuB8QoWn0Sy9KiVzKQMzEkal +WeN2shLsA
61z jixv7ybMHDme yMEHbAVhfPsqMW19r0VLVS1uY3S1rhTogmyGel 993k ThYWaca
JeTWLEbPD/ OnlHMDLATNUYMyB9t0CdLNZZCHEGpbiMaNGS+rwGeqxHbWCpGCSOvE
AoIBAAOzxRVobON2SXRSPv7GRHMz i/ mpACiz3VrKtwKem-MM1UrnvbtCpPeq jowb
4wTHJqf60/ccAT10qY35 jovhOLD2II6r £8USZwkm2 Ty gOuHA3SRS9XZyzpshUmRO
VyJtogGntK4RIORTwiWIHHTbI j5R3/HV/ gYdT9XxKqTyICxFSVv3ullgVB jNelzTn
3Mz01X9tCE jeS54eq90CCLE et j24xTfsrukf/DDGNTRAL et 8FU4H40NMsqqHL 1R
ZdEvy1SEBWoOr j/XQvez0Dsyrel jcaDWnaywlul HGrPKXYc6ePATISTIMOTEL1CE
FU9n j28KAsm/RBAV3PEMk J3edPM=

FHER
migo  RSA
miEigE 2046
PN(e) 1666626632960368239001159408047765991270250042206244157447171188195657302933019501932101777999510001235736338¢
PN(n)

4850297138162223468826481623082440249579136876798312652735204698
6896139690086325452209766991703084540823908347425707182478042020
6092949357164207467942856516840587711068151810566730178562351769
7684490982375078989886040451115082120928982588380914609273008153
9779079505324986054862258839736431415160240583153605729887446071
3411025448942151602693724916349398268133662872603348912470565721
7768229058487155865265080427488028921879608338898933540825564889
0121661813461772766398283463763621689342088224672956737618769638
6457316452933688525057735776731425658101947413065141210089783960
6491189424373959244023695669653213498329 CSDN @dameow

PN AR T 4R

el =
1666626632960368239001159408047765991270250042206244157447171188195657302933019501932101

4 (L 2

nt=
4850297138162223468826481623082440249579136876798312652735204698689613969008632545220976

a4 (L k

e2 = 65537

n2 =
2367536768672000959668181171787295271898789288397672997134843418932405959946739637368044

4 (L 2

BAME: EENN1EEn2HTRES R, TUEESEHPg.

) A =2 | www.factordb.com

Search Sequences Report results Factor tables Status Downloé

48502971381622234688264816230824402495791368767983126527352046986896139690086325452209766991TCH Factorizel

Result:
status (2) digits number

FF 616 (show) 4850207138..20 5165 = 278007224743 305, - 1744101237..03 309

More information

ECM CSUN @dlzrrizoly

SER



q1 =
2780972247225275648823657238494934989120864309011734950999441704798974648457613039220678

i 1] | 3

p1=
1744101237616313375207991798085981279141849719788117967224142152398741140483478306092558

< | 1 | F

SR A

el=
166662663296036823900115940804776599127025004220624415744717118819565730293301950193210177799¢
nl=
485029713816222346882648162308244024957913687679831265273520469868961396900863254522097669917(
p1=
278097224722527564882365723849493498912086430901173495099944170479897464845761303922067818757-
ql=
174410123761631337520799179808598127914184971978811796722414215239874114048347830609255805203"

import gmpy2

d1 =gmpy2.invert(e1,((q1-1)*(p1-1)))

import rsa

key1 = rsa.PrivateKey(n1,e1,int(d1),p1,q1) # A irsafhgd, FIIXANFALH R AR % % L X fflag.enc
with open('C:\\Users\\nOr1and3r\Desktop\\One_Secret Two_encryption\\flag_encry1','rb') as f1:
c1=f1.read()

print(rsa.decrypt(c1,key1))

< | i | F

ython3.exe D:/Codes/python/testl123.py

\r\nflag is afctf{You_Know_@p

Process finished with exit code ©

BRI —F g, TR A RBRKTTiE.
R1MN2H) A L%, BIORRE E i 7, v B R — AR



gmpy2
(gmpy2.gcd(nl, n2))

test123

D:\Applications\Python37\python3.exe D:/Codes/python/testl123.py
1744101237616313375207991798085981279141849719788117967224142152398741140483478306092551

Process finished with exit code @ CSDN @dameow

SEIN AL
1744101237616313375207991798085981279141849719788117967224142152398741140483478306092558

4 (L 2

HFn=qgp, BMEALHRZ Np=nkLlg.

L ampy2
gmpy2.gcd(nl, n2)
nl/q
( .format(p)),

test123

pplications\Python37\python3.exe D:/Codes/python/test123.py
97224722527550201037496077148307955488717729176656302963273628450659298669450412040367485653693110465736340970173107538480795260

ess finished with exit code B CSDN @dameow

B3e1,n1,q1,p1, WIfAESEA_E T KRS A — 2,

Crypto_easy_crypto




from Crypto.Util.number import *
from secret import flag

def (nbit):

while True:

p, q, r = [getPrime(nbit) for _in range(3)] # & =& $qpr
ifisPrime(p + q +r):

pubkey=(p*q*r,p+q+r)

privkey = (p, q, r)

return pubkey, privkey

def (msg, pubkey):
enc = pow(bytes_to_long(msg.encode('utf-8')), 0x10001, pubkey[0] * pubkey[1]) # enc = m”e mod n
return enc

nbit =512
pubkey, = keygen(nbit)
print('pubkey =', pubkey)

enc = encrypt(flag, pubkey)
print('enc =', enc)

XR—ARSAKIMELE. Wls T =M58: pac.

#pubkey =
(763929224901239050077647342425144363318006219360210465113458622937882119766705458273788¢
2775041668183790046863142587579780448282786422609917541471782589482330329915927720297407

#enc =
< | 1 | 3

7579294603035135817234501131256282324240132424272000903035801073847222917306092792610406
LI FRS—T— '

Menc = pow(bytes_to_long(msg.encode('utf-8")), 0x10001, pubkey[0] * pubkey[1]) X & IS, & LIS
3|, msgflag, e =0x10001=65537,

pubkey[0] =
7639292249012390500776473424251443633180062193602104651134586229378821197667054582737889

< | 1 | 3

pubkey[1] =
2775041668183790046863142587579780448282786422609917541471782589482330329915927720297407

4 | m ] 3

FTwp, SEAERANHANABAF pubkey[1]7] PATE 241 HNn.
R A <




pube =
763929224901239050077647342425144363318006219360210465113458622937882119766705458273788947718911994090187932
947694326848868575500906975653763043489419853300731695950407389203582333794360159494405111004208058198680365
172060235321945875374635278292661761319773173838900295933943437761251440819434675631450032782188481758975272
071015244168751016874668742536151359822585793537758876078350987062972237271763834743266722655055439868971805
843593929839097963319788083763

publ =
277504166818379004686314258757978044828278642260991754147178258948233032991592772029740709036302768682487556
42608884903122768656427165401563920443482151217

C =
757929460303513581723450113125628232424013242427200090303580107384722291730609279261040687645169812195623204
703163944876732347508817035786365343509674664060932552503532932862656214304965612424126357664997482053380016
143266694632722641803682614616028827317552186468712272083679559663506776114651994044181776573216038201843446
577674937220918121281724718747468524615619338182204477274665469012674671572816652727493363475044347868281266
402200944434844895572022657946878192777613333604552514920338413785986815307782070816714605242901479066092158
6958660759949399826568136755816563468739111123761288318276379025018708883521

e = 65537

import gmpy2

d = gmpy2.invert(e,publ-1)
m = pow(c,d,publ)

import libnum

flag = libnum.n2s(int(m))
print(flag)

Crypto_xor

£ xorpy - ig=4

SHEF) &\EE) BIU0) ME(\)  #BEI(H)

xored = ["\x00', "\x00', "\x00', \x18",'C', ' ', "xO5', 'E', 'V', 'T",'F', 'U", 'R", 'B", ' ", 'U','G", " ', 'V', \x17', V', 'S',
‘@', "x03', '[", 'C', "\x02', \x07', 'C', 'Q’, 'S", 'M', "\x02', 'P', 'M", " ', 'S', "\x12', 'V', "\x07", 'B', 'V', 'Q’, "\x15', 'S, 'T",
11, "', "\x05', "A', P!, \x02', \x17', 'R', 'Q, 'L, "\x04', 'P', 'E', 'W", 'P', 'L, "x04', \x07', \x15', 'T', V', 'L', "\x1b']
s1=""

s2=""

a list = [chr(ord(a) ~ ord(b)) for a,b in zip(s1, 52)]

print(a_list)

print(""_join(a_list))

e .

oUN @aameow

i H #2717 ['\X00', "'\x00', "\x00'] at start of xored is the best hint you get

xored FEG SR, FFL=/1/x00, HEERcti5ctift Rk, HEFZRFEAR0, F—4/x18, H/Xx18F{K
FEgE R Rc, Fiblflagk Sctfctfctf..... [ 7 8 45 5 75 Fxored.

Miflag™] P& xoredFlctfctfctf......... HIgE R,

A




Is =['x00', "x00', "x00', 'x18', 'C', '_', "\05', 'E', 'V', 'T', 'F','U", 'R, 'B", ' _", 'U", 'G', "_", V', "x17', 'V, 'S",'@', "X03', T, 'C’, "x02',
"x07','C','Q,'S','M', 'x02', 'P','M',"_','S', 'x12', 'V', "x07', 'B', 'V', 'Q’, 'x15", 'S, 'T", "11","_', "'X05', 'A", 'P', "'x02', "'x17', 'R,
'‘Q, 'L, 'x04', 'P', 'E', 'W', 'P', 'L', "04', "\x07', "x15', 'T", 'V', 'L', "X1b']

print(len(ls))

secret ="ctf" * (len(Is)//3)

print(secret)

a_list = [chr(ord(a) * ord(b)) for a,b in zip(ls, secret)]

print(a_list)

print("".join(a_list))

ctf{79f107231696395c004e87dd7709d3990f0d602a57e9f56ac428b31138bda258}

2018 AFCTF Vigenére

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int main()
{
freopen("flag.txt","r" stdin);
freopen("flag encode.txt","w", stdout);
char key[] = /*SADLY SAYING! Key is eaten by Monster!*/;
int len = strlen(key);
char ch;
int index = 0;
while((ch = getchar()) != EOF){
if(ch>="a'&8&ch<="z"){
putchar((ch-'a'+key[index%len]-'a")%26+'a’);
++index;
telse if(ch>="A"&&ch<="Z")}{
putchar((ch-'A'+key[index%len]-'a")%26+'A");
++index;
}else{\
putchar(ch);
1
!

return O:

} CSDN @dameow

THEMERF, BEEBW, TH: Vigenere Solver - www.guballa.de


https://www.guballa.de/vigenere-solver

Result

Clear text [hide]

Clear text using key "csuwangjiang":

AssTllL Lo Laws LUl EoLdldL1sIllyg Jildllgly FUweELo.

He has made Judges dependent on his Will zlo Lor the tenure of
their offices, and the amount and payment their salaries.

flag is afctf{Whooooooo U Gotcha!}

He has erected a multitude of New Cffices, and sent hither swarms
of Officers to harass our people and eat out their substance.

s

Details [hide]
Key "csuwangjiang"
Key length 12
Cipher text length 6558
Ratio
(cipher_len:key_len) g
Difficulty easy
Clear text score (fitness)| 90.30

Sy e lal=1aal=Ta T 4
Lol @oarmasow

afctf{\WWhooooooo U_Gotchal}

2018 AFCTF frir i — Ik — & 4 ?

E Problem.b«t - if=4=

SRR &wmE(E) BR(0) WMEN)  #BEI(H)
25030206463d3d393131555f7f1d061d4052111a19544e2e5d
0f020606150f203f307f5c0a7f24070747130e16545000035d
1203075429152a7020365¢c167f390f1013170b1006481e1314
0f4610170e1e2235787f7853372c0f065752111b15454e0e09
081543000e1e6f3f3a3348533a270d064a02111a1b5f4e0a18
0909075412132e247436425332281a1¢561f04071d520f0b11
4116111b101e2170203011113a69001b475206011552050219
041006064612297020375453342¢17545a01451811411a470e
021311114a5b0335207f7¢c167f22001b44520¢15544801125d
06140611460c26243¢7f5¢167f3d015446010053005907145d
0f05110d160f263f3a7f4210372c03111313090415481d49

ey Eelar T,
LoUN @darmeow

At BEDHAE:

#!/usr/bin/python
## OTP - Recovering the private key from a set of messages that were encrypted w/ the same private key (Many time pad
attack) - crypto100-many_time_secret @ alexctf 2017



# Original code by jwomers: https://github.com/Jwomers/many-time-pad-attack/blob/master/attack.py)

import string
import collections
import sets, sys

# 11 unknown ciphertexts (in hex format), all encrpyted with the same key

c1="25030206463d3d393131555f7f1d061d4052111a19544e2e5d'
c2 ='0f020606150f203f307f5c0a7f24070747130e16545000035d"

¢3 ="1203075429152a7020365¢167f390f1013170b1006481e1314'
c4 ='0f4610170e1e2235787f7853372c0f065752111b15454e0e09'
c5 ='081543000e1e6f3f3a3348533a270d064a02111a1b5f4e0a18'
€6 ='0909075412132e247436425332281a1c561f04071d520f0b11"
c7 ='4116111b101e2170203011113a69001b475206011552050219'
c8 ='041006064612297020375453342c17545a01451811411a470¢€'
€9 ="'021311114a5b0335207f7c167f22001b44520c15544801125d'
¢10 ='06140611460c26243c7f5c167f3d015446010053005907 145d'
c11 ='0f05110d160f263f3a7f4210372c03111313090415481d49'
ciphers =[c1, c2, c3, ¢4, c5, ¢c6, ¢7, c8, c9, c10, c11]

# The target ciphertext we want to crack
# target_cipher = "0529242a631234122d2b36697f13272¢207f2021283a6b0c7908"

# XORs two string
def (a, b): # xor two strings (trims the longer input)
return "" join([chr(ord(x) * ord(y)) for (x, y) in zip(a, b)])

def (target_cipher):

# To store the final key

final_key = [None] * 150

# To store the positions we know are broken
known_key positions = set()

# For each ciphertext

for current_index, ciphertext in enumerate(ciphers):

# print current_index,ciphertext

counter = collections.Counter()

# for each other ciphertext

for index, ciphertext2 in enumerate(ciphers):

# print index,ciphertext2

if current_index != index: # don't xor a ciphertext with itself

# print ciphertext.decode('hex’),ciphertext2.decode('hex’)

for indexOfChar, char in enumerate(strxor(ciphertext.decode('hex’), ciphertext2.decode('hex’))): # Xor the two ciphertexts
# print indexOfChar,char

# If a character in the xored result is a alphanumeric character, it means there was probably a space character in one of
the plaintexts (we don't know which one)

if char in string.printable and char.isalpha():

AnmtiatAri A A ANEN AT 1= A H lnAavanmannt Haa Aniiadbae At baiA Tad AL



coulel[iuexviviidl| ™= | # HICICITIel L uIle COUIE! dl ulls IHuex

knownSpacelndexes = []

# Loop through all positions where a space character was possible in the current_index cipher

for ind, val in counter.items():

# If a space was found at least 7 times at this index out of the 9 possible XORS, then the space character was likely from
the current_index cipher!

if val >= 7: knownSpacelndexes.append(ind)

# print knownSpacelndexes # Shows all the positions where we now know the key!

# Now Xor the current_index with spaces, and at the knownSpacelndexes positions we get the key back!
xor_with_spaces = strxor(ciphertext.decode('hex), "' * 150)

for index in knownSpacelndexes:

# Store the key's value at the correct position

final_key[index] = xor_with_spaces[index].encode('hex’)

# Record that we known the key at this position

known_key_positions.add(index)

# Construct a hex key from the currently known key, adding in '00" hex chars where we do not know (to make a complete
hex string)

final_key_hex =".join([val if val is not None else '00' for val in final_key])

# Xor the currently known key with the target cipher

output = strxor(target_cipher.decode('hex’), final_key hex.decode('hex’))

print "Fix this sentence:"
print "join([char if index in known_key_positions else "' for index, char in enumerate(output)]) + "\n"

# WAIT.. MANUAL STEP HERE

# This output are printing a * if that character is not known yet

# fix the missing characters like this: "Let*M**k*ow if *o{*a" = "cure, Let Me know if you a"
# if is too hard, change the target_cipher to another one and try again

# and we have our key to fix the entire text!

# sys.exit(0) #comment and continue if u got a good key
target_plaintext = "cure, Let Me know if you a"

print "Fixed:"

print target_plaintext + "\n"

key = strxor(target_cipher.decode('hex’), target_plaintext)
print "Decrypted msg:"

for cipher in ciphers:

print strxor(cipher.decode('hex’), key)

print "\nPrivate key recovered: " + key + "\n"

fori in ciphers:
target_fix(i)
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