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BuildConfig = =
GetString if(v0 != null) [
if {!1v0.equals{"000000000000000")) {
MainActivity return False:
2 :

I3

return v2:
1
1
catch (Exception w3) {
return vi;

}

return false;

}

protected void onCreate (Eundle savedInstanceState) [
super.onCreate (savedInstanceState) ;
this.setContentView (2130903040) ;
this.button = this.findViewById(2131230720);
this.editText = this.findViewById(2131230722);
new Thread{new RBunnable({) {
public void run{) {
int v2 = -1;
if((MainRetivity.sign) || (this.wal$is) || this.valéstring0l.indexOf ("Android") != w2
|| this.val$string02.indexOf ("gen") != v2) [
MainActivity.this.finish{);
3
1
1) .start{);
this.button.setOnClicklistener (new Views
public void onClick({View w) [
if(G-etStmnq.enkrypt (Mainkctivity.this.editText.getText () .toString().trim({))) [
Toast.makeText (Mainketivity.this, "OK", 0).show():

ClickListener() {

13
else |
Toast.makeText (Mainketivity.this, "Error", 0).show():

7] Show inner classes

Jecompiling class Lcom/example/xtu/Réstring;

Jecompiling method Lcoom/example/xtu/Réstring;-><init>()V

Jecompiling class Lcom/example/xtu/Réstyle;

Yecompiling method Lcom/example/xtu/REéstyle;-><init>()V

Jecompiling class Lcom/example/xtu/GetString;

Jecompiling method Lecom/example/xtu/GetString:-><clinit>()V

Jecompiling method Loom/example/xtu/GetString;-><init>()V

Jecompiling method Lcoom/example/xtu/GetString;->encrypt(Ljava/lang/String:)2Z

Jecompiling method Lcom/example/xtu/GetString;->getString()Lljava/lang/String;

Jecompiling method Lcom/example/xtu/GetString;->sendData(Ljava/lang/String;)Ljava/lang/String;:
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_ cxa_type_match

sub_D28

_INIEnv:NewStringUTF(char const®)
_INIEnv:GetStringUTFChars(_jstring *,uchar *)
Java_com_example_xtu_GetString_getString
Java_com_example_xtu_GetString_encrypt
sub_E70

sub_E38

sub_EFA

sub_F2C

sub_FCC

sub_1016
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1lsigned int _ fastcall Java_com_example_ xtu GetString_encrypt{ JHIEnv =a1, int a2, int a3)
2K
3| _JHIEnv =*u3; ff ri@1

4| int va; f7 r7Ed

S| dint us; /7 roEi

6 int wé; /7 rBE]

7| const char =u7; /7 r5@E1

8| const char =u8; /7 ra@il

9| char =55 f/ 3704 4@

18| size t vi18; fF ru@El

11| size_ t vi1; fF r7Et

12| char =v12; /7 raEd

12| char =v13; 7/ r7@El

14| size_t vis; J7 ro@E1

15| size_t i; /F ro@1

16| int vi16; /7 v3@4

17| char =u18; /f [sp+8h] [bp-68h]@1
18| char dest; /7 [sp+14h] [bp-5S4h]@1

28] w3 = al;

21| wh = a3;

22| w5 = _JHIEnv::HewStringUTF{a1, "yInS567tbcHOUVBuWCDefEYZadoPORGx13ghTpgqrsHkIm2EFtuJKLZzMi jABAY LAWY ;
23| w6 = _JNIEnv::HewStringUTF{v3, "WelcBmeTBXTUCTF");

24| w¥ = {(const char =)_JNIEnv::GetStringUTFChars({v3, vo, 8);
25 w8 = {const char *)_JNIEnv::GetStringUTFChars{v3, v5, 8);
26| s = {char =)_JHIEnv::GetStringUTFChars{vi, vi, @);

27| wib = j_j_strlen{u?};

28| uvl1 = j_j strlen{uvg);

29| w12 = {char =)j_operator new[]{vi0 + 1);

38| w13 = {char =)j_operator new[]{vi1 + 1);

31| wih = j_j_strlen{s);

32| wi8 = {char =)j_operator new[]{vili + 1};

32| j_j_memcpy{&dest, &unk_2818, 8x3Cu);

34 j_j strepy{uvi2, vi);

35| j_j strepy{vi3, vi);

36| j_j strecpy{uvis, s);

37| for { i = 8; 1 £ j_j strlen{u?); ++i )

38 u12[1] = vi3[={{_DWORD =)&dest + 1i}];

39 wid = 8;

48| while { {unsigned __ _int8)uv18[v16] == {unsigned __int8)u12[u16] }
L I

u2 if { ++u16 == 15 )

43 return 1;

nyl 3

45 return 8;
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signed int _ fastcall Java_com_example_ xtu_GetString_encrypt(_JINIEnv *al, int a2, int a3)
{

_INIEnv *v3; // r4@l

int v4; // r7@1

int v5; // re@l

int v6; // re@l

const char *v7_Welc; // r5@1

const char *v8_yInS; // r6@l

char *s; // STe4_4@1

size_t vi1e_len_Welc; // r4@l

size_t v11_len_yInS; // r7@1

char *v12_Welc; // r4@l

char *v13_yInS; // r7@1

size_t len_s; // ro@l

size_t i; // r6@1

int vie; // r3@4

char *v18 s; // [sp+8h] [bp-60h]@1

char dest; // [sp+14h] [bp-54h]@1

v3 = al;

v4 = a3;

v5 = INIEnv::NewStringUTF(al, "yInS567!bcNOUvS_yInSvwCDefXYZadoPQRGx13ghTpqgrsHk1m2EFtulKLzMijABOIAW");

v6 = _INIEnv::NewStringUTF(v3, "WelcOmeTOXTUCTF");

v7_Welc = _INIEnv::GetStringUTFChars(v3, v6, 0);

v8_yInS = _INIEnv::GetStringUTFChars(v3, v5, 0);

s = _INIEnv::GetStringUTFChars(v3, v4, 0);

v10_len_Welc = j_j_strlen(v7_Welc);

vll len_yInS = j_j_strlen(v8_yInS);

v12_Welc = j_operator new[](v10_len_Welc + 1);

v13_yInS = j_operator new[](vll_len_yInS + 1);

len_s = j_j_strlen(s);

v1l8_s = j_operator new[](len_s + 1);

j_Jj_memcpy(&dest, &unk_ 2018, 0x3Cu);

j_j_strcpy(vi2_Welc, v7_Welc);

j_j_strcpy(vi3_yInS, v8_yInS);

j_j_strcpy(vl8_s, s);

for (i =0; i < j_j_strlen(v7_Welc); ++i )//&KE15
v12 Welc[i] = v13_yInS[*(&dest + i)];

vle = 0;
while ( v18_s[v16] == v12_Welc[v16] )
{
if ( ++vle == 15 )
return 1;
}
return 0;
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.rodata:@0882818 AREA .rodata, DATA, READOHLY
.rodata:A0882818 ; ORG 8z2@18
.rodata:8868082818 unk_20818 DCB 8x39 ; 9 ; DATA XREF: Java com example xtu GetString_encrypt+76io
.rodata: 00082818 H .text:uFF_EﬂBTu -
.rodata:A0AA2819 DCB a
-rodata:@088281n DCB a
.rodata:@00820818 DCB a
.rodata:A6AAZ281C DCB Bx28
.rodata:@8882810D DCB a
-rodata:80882081E DCB a
.rodata:8888281F DCE a
.rodata:A0882828 DCB 7
-rodata:@0882821 DCB a
.rodata: 80882022 DCE a
.rodata:A0882823 DCB a
-rodata:@088282y DCB  Bxn
.rodata:@08820825 DCH a
.rodata:A0882 826 DCB a
-rodata:@0882827 DCB a
.rodata:A00820828 DCB Ox28
.rodata:80882829 DCE a
.rodata:@08a8z2e82n DCB a
.rodata:@08820828 DCB a
.rodata:000882082C DCB 8x29 ; 3
.rodata:A08az82p DCB a
-rodata:@0882082E DCB a
.rodata:8088282F DCH a
.rodata:A0AA283 8 DCB Ax13
-rodata:@08820831 DCB a
.rodata:@0082032 DCB a
.rodata:A0A82033 DCB a
-rodata:@08820834 DCB 2
.rodata:@00820835 DCB a
.rodata: 808820836 DCE a
.rodata:A0882837 DCB a
.rodata:A00820838 DCB Bx3n ; :
.rodata:808820839 DCE a
.rodata:A0882830 DCB a
wpadafFa = AARARRDATD nro n

Tt sthIRL &, B T4 ZDWORD, BrblE7-1E f4-byte

TDA View & x] Psendocode-A =PRE Hex View-1 B ‘ Structures (=W ] Enuns x| | Inports x| | # Exports B

@8061CDA  F7FFB588 6CC3FE9Y? 1D1A79D8 B0883881 BDOS1810 FAOOHBSB8 BS5G8FB5D F8SAFBEA 4671BLE2 08498849 BO495CAY9 BCO24ABE 46CO4778 46004778 ES9FCOAB EOSCFEBF ....... lL.y...BE.........
68001018 FFFFEFB4Y LGCO4778 ES9FCBOA EOBCFBBF FFFFEFBO 46CH4778 ES9FCBBA EBBCFBBF FFFFEFAC 46C04778 E59FCABA EOBCFBBF FFFFEFAS 46004778 ES9FCOAG EOSCFEBF ....

08061058 FFFFEFAL LAGCO4778 ES9FCBAA EOBCFBBF FFFFFABO 46CH4778 ES9FCHBA EBBCFBBF FFFFFA98 46004778 ES59FCABA EBBCFBBF FFFFFAAB 46004778 ES9FCOB8 EBSCFABF
68001098  FFFFFAAB 4GCO4778 ES9FCOBA EOBCFBBF FFFFFB18 46CH4778 ES9FCBBO EBBCFBBF FFFFEFS0 46004778 ES59FCBB8 EBBCFBBF FFFFFAZC 46004778 ES9FCHAB EBBCFEBF ...
68061008 FFFFEF3C 4GCO4778 ES9FCBOA EOBCFBBF FFFFEF38 46CH4778 ES9FCBBA EBBCFBBF FFFFFASL 4GCO4778 ES59FCABA EBBCFBBF FFFFFACC 46004778 ES9FCOAG EBSCFEOBF <...
GO001E10  FFFFFAGS LG6CO4778 ESOFCEO@ EOBCFOOF FFFFF9ES 46CO4778 ES9FCOOO EG3CFOBF FFFFFYFE B101B108 B400BOEO 0000COGOO 8101B108 8400BOBG 000OBO0O 31018108
0O001E50 8400BOGBA 0D0OOOOGOA 8101B108 8400BOBO DOOOAOOO 8101B1683 S4LOOBOBO g101B168 8101B108 8400BOBO POOO0OOO 81618188 8400BOBO
0O001E90 00000008 B101B108 8400BOBA HO0OOGGOG 8101B108 840O0BOBO 0OOUOOOO 2101B108 8400BOBO DHO0OGGD 8101B108 8400BOBO GOOOVUOOO 8101B108 8400BOBO GOOOOOGE .
CULEPURE N 00000039 00000020 60000007 B000000A HO00GO20 HO0DAO29 GO0OUAO13 000DGOG2 OOOODNO3A OOOOOAOC DOODOG11 DOOOOG31 0OOOODGIE DOGOOOOE 00000007 SIRCIRGETE N TN
00002058 726F776F 79006460 35536EM9 62213736 S54FMEG3 77763856 66654443 615A5958 S1506F6h 31784752 S4686733 73727170 6D6CGBUS 74464532 LCHABLATS GRAGOLDTA
00002098 39304241 57005734 30636C65 3054656D 43555458 84654 ABO9UY . WelcBme TOXTUCTF .
GO0O3EAC  B000OD28 06BOOBEA HO000EOO -

000O03FBO 00061585 D0OG158F 000O1599 00004020 DOOO2018 OOOO1EDO 00004610 B00O04014 DO0O4018 BOOO4G1C

O0003FFO 00004020 00004024 00004028 B00O402C 7

00004030 00000008 F—
00004100 00004004 D0OOLOO4 BO0OLEON PLC R - PR -

EREHLR, %5 pythonflig3kEflag

table = (0x39,0x20,0x07,0x0A,0x20,0x29,0x13,0x02,0x3A,0x0C,0x11,0x31,0x3B,0x0B,0x07)

1]
I

"yInS567!bcNOUV8vwCDefXYZadoPQRGx13ghTpqrsHk1m2EFtuJKLzMijABO94W"
"WelcOmeTOXTUCTF"

for i in range(len(b)):
c+=(a[table[i]])
print(i)
print(table[i])
print(a[table[i]])
print("----")

print c

% 3flag: A1!N1HenBUCUOO!
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