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Fo. Time Source Destination Protocol N Length Info
187 6.@73015 180.149.134.221 HTTP 633 GET /b.gif?uid=&refer=wma.wooyun.orglurl=http%3A%2F%2Fwua. wooyun.org%2Fuser. php%3Fa
100 6.840906 192.168.1.182 HTTP 219 HTTP/1.1 384 Not Modified
95 6£.814359 192.168.1.182 HTTP 59 HTTP/1.1 2@ OK (PNG)
83 6.803746 226.181.164.39 HTTP 938 GET /h.js?c12f88b5clcd@4la732dea597a5ec94c HTTP/1.1
64 5.963239 115.231.236.116 HTTP 698 GET /captcha.php HTTP/1.1
59 5.912733 192.168.1.182 HTTP 74 HTTP/1.1 20@ 0K (text/html)
4

236.116 HTTP 676 GET fuser

1 . 1.
35 2.812445 220.181.57.241 192.168.1.182 HTTP 318 HTTP/1.1 288 OK (GIF89a)

33 2.777385 192.168.1.102 220.181.57.241 HTTP 1094 GET /hm.gif?cc=18&ck=18c1=24-bit&ds=1366x768&ep=48625%2(137478&et=3&F1=18.0&ja=1&1n=2
26 2.748374 115.231.236.116 192.168.1.182 HTTP - Pré—+=p00 0K (text/html)

20 2.684925 192.168.1.102 115.231.236.116 HTTP .php?actionzlogin&dozlogin HTTP/1.1 (application/x-www-form-urlencoded)
12 2 638713 115.239 211 .92 192 168 .1 182 HTTP 304 HTTP/1 .1 268 0K

Frame 20: 863 bytes on wire (69084 bits), 863 bytes captured (6904 bits)
Ethernet II, Src: LiteonTe_8d:1f:98 (74:de:2b:8d:1f:98), Dst: Tp-LinkT_a6:82:df (80:89:17:a6:82:df)
Internet Protocol Version 4, Src: 192.168.1.102, Dst: 115.231.236.116
Transmission Control Protocol, Src Port: 22494, Dst Port: 8@, Seq: 1, Ack: 1, Len: 809
Hypertext Transfer Protocol
~ HTML Form URL Encoded: application/x-wiw-form-urlencoded
v Form item: "email”™ = "flag"” CSD
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74 HTTP/1.1 ZBB 0K (text,"html)

-

863 POST ’ - T licati - -form-url ded
i Hﬂpf:u:s Mark_fUnmark Packei(s] CtrleM (application/x-was-form-urlencoded)
Ignore/Unignore Packet(s) Ctrl+D
:89:17:36:82:(1'[:} m%ﬁ B?_ﬂﬁ.lﬁ Ctrl+T
EHEFFES... Ctrl+Shift+T
399 SRR Ctrl+Alt+C
REEITIERR
PERiTiERRR 3
Prepare as Filter »
A R r
FNEEE r
SCTR 3
B » TCP & Ctrl+Alt+Shift+T
= . UDP 5t Ctrl+Alt+Shift+U
TLS % Ctrl+Alt+5hift+5
HRETET ' HTTP 3% Ctrl+Alt+Shift+H
Decode As... HTTP/2 Stream
EREOERSEM) QUIC St -
—CSDN @R T
D POST fuser.php?action=login&do=login HTTP/1.1
—— |Host: www.wooyun.org
— |User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWe4; rv:38.8) Gecko/206180101 Firefox/38.8
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,*/*;q=0.8
16 | |Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
16 Accept-Encoding: gzip, deflate
16 Referer: http://wwwi.wooyun.org/user.php?action=login
' Cookie: _ cfduid=d473db479254a41d53bd0aae3d1lcb7dc3bl433775408; Hm_lvt c12f88b5clcd@41a732deas97at
16 bdshare firstime=1433775454658; wy uid=-1; PHPSESSID=h8il@mibrdc8l9coc/@80tqgbbl; Hm lpwt c12{88t
| Connection: keep-alive
-16 Content-Type: application/x-wni-form-urlencoded
[ Content-Length: 65
16 ema:'Ll=Flak&password=FFb?56?aldAFAabdFFdb54e822F8Facdﬂ|captcha=BYUGHTrP,‘1.1 200 0K
; Date: Mon, 29 Jun 2015 15:09:10 GMI
16 Content-Type: text/html; charset=UTF-8
! Transfer-Encoding: chunked
Connection: keep-alive
bit Expires: Thu, 19 Nov 1981 @8:52:88 GMT
18 Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=8
193 Pragma: no-cache
o Server: yunjiasu-nginx
: Pa

CF-RAY: 1fe28d@ab3e91c3b-IXG
Content-Encoding: gzip
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